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Abstract— This study aims to mitigate the impact of electromagnetic interference on the performance of
electronic systems in Unmanned Aerial Vehicles (UAVs) by employing various shielding materials. The
materials tested include carbon fiber, E-glass, E-glass with an aluminium foil, and E-glass with a copper foil. A
Vector Network Analyzer (VNA) and scattering parameter (S-Parameter) analysis, including reflection,
absorption, and multiple reflection, were used to evaluate the shielding effectiveness of these materials within
the frequency range of 4 - 5 GHz. The results showed that E-glass coated with copper had good overall shielding
performance for SER, SEA, and SET values. This material reached a SET value of 96 dB at a frequency of 4.6
GHz, followed by E-glass coated with aluminium. In addition, adding carbon layers increased the shielding
effectiveness, while E-glass without coating had the lowest shielding performance compared to the other
materials. These findings indicate that E-glass coated with metal provides superior shielding effectiveness

compared to carbon fiber, even when used in greater thickness.
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[. INTRODUCTION

Unmanned Aerial Vehicles (UAVSs) are rapidly advancing
for civil and military purposes. The evolution of UAV
applications is accompanied by increasing complexity in the
payload and electronic systems they carry. During operation,
the electromagnetic environment can impact the UAV's
performance, whether from internal interactions between UAV
components or external sources like lightning and electrical
towers, potentially hindering optimal functionality.
Electromagnetic Interference (EMI) refers to electromagnetic
pollution caused by natural sources (e.g., lightning, solar
radiation) or electronic equipment/circuits at the source
frequency, which can degrade the quality and performance of
electronic systems. Electromagnetic Compatibility (EMC), on
the other hand, is the ability of a material to function effectively
in an electromagnetic environment without being influenced by
or causing interference to its surroundings [1].

UAVs typically have limited compartments that must
accommodate various payloads specific to their flight missions.
One critical component is the data link system, which is
intricately integrated within the UAV's compartment along
with other electronic components such as sensors, power, and
communication systems. This data link system is essential for
facilitating information transmission between the Ground
Control Station (GCS) and the UAV. The constrained space
within the UAV compartment significantly increases the risk of
electromagnetic interference. Therefore, it is crucial to protect
the UAV's components and systems from electromagnetic
interference to ensure the safety of the air platform and the
optimal performance of the aircraft. [2]. The risk of failure in
UAVs is higher because some of their structures are made from

composite materials such as carbon fiber, glass fiber, aramid,
and ABS materials [3] - [6].

Shielding is an effective strategy to mitigate the effects of
Electromagnetic Interference (EMI). It can significantly reduce
the transmission of electromagnetic wave energy, isolate and
attenuate the interference affecting electronic devices, and
block interference propagation paths to protect these devices
[7]. Several studies have been conducted on shielding
effectiveness. Karahan (2025) studied polymer matrix
composites (PMCs) with cold spray metallization, which have
been carried out to reduce EMI, however their overall shielding
effectiveness is still limited compared to metallic materials [8].
Mi Zhou compares different shielding methods for multicore
cables, focusing on their effectiveness in reducing lightning
surge currents, and evaluates the shielding and cable core
coating methods [9].

Shielding materials can reduce transmitted signals through
reflection from the wave field, absorption, and power
dissipation within the material [10]. Various alternatives and
innovations in materials have been explored to mitigate the
effects of EMI and enhance material effectiveness against
electromagnetic fields across different frequency ranges,
including carbon and fiberglass materials [11]. A recent study
presents significantly high shielding effectiveness by using
ultrathin and lightweight carbon nanotube (CNT). Yongho
studied single walled carbon nanotube (SWCNT) in the X band
frequency range and achieved an EMI SE of 55,53 dB [12].
Another, experiment conducted was done by Yiyou, using
carbon nanotubes and graphene composite film with covalent
bonds (CNT-gGf). It achieved an excellent conductivity of
1300 S cm™!, which surpasses that of pure graphene film and
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gives outstanding electromagnetic shielding (EMI) exceeding
55 dB with a thickness of 20 um [13].

While these results highlight the potential of advanced
nanomaterials, our work focuses on E-glass combined with
copper and aluminium foils, which represents a more practical
and cost-effective approach for UAV applications. Compared
to CNT or graphene, which remain relatively expensive and
complex to fabricate at larger scales, E-glass with metallic
coatings offers a feasible solution that can be more readily
implemented in actual UAV structures. This study aims to
investigate and evaluate the effectiveness of carbon-based
materials and E-glass with different compositions and
variations in addressing EMI in UAVs. Carbon materials will
be varied by the number of layers, ranging from 1 to 5. E-glass
materials will be varied by adding layers of aluminium and
copper. The application of aluminium and copper foil to the
specimen layer is a new development in this research. The
material will be examined at frequencies between 4 GHz and 5
GHz. This frequency band is employed to transmit real-time
video payload data from the UAV to the GCS.

II. METHOD

The shielding effectiveness of electromagnetic interference
protection (EMI SE) is the ability to reduce electromagnetic
radiation generated by EMI sources. EMI Shielding
Effectiveness (SE) is the ratio between incident field strength
and transmitted field strength. This SE is expressed using a
logarithmic scale in decibel units (dB) with the equation [14]:

SEp = 10108 (Pin/Poue) (1)
SEg = 20108 (Fin/Eoue) @)
SEy = 201log (Hin/Hout) 3)

Where P, E, and H in equations (1), (2), and (3) are the strength
of the plane wave, electric field, and magnetic field,
respectively, from the Electromagnetic (EM) wave. The
subscripts in and out indicate the field strength incident upon
and transmitted through the EMI shielding material,
respectively. The shielding effectiveness is expressed in
decibels (dB) [14].
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Figure 1. EMI Shielding mechanism [15]
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Figure 2. Two-port scattering parameter [15]

Electromagnetic Interference Shielding Effectiveness (EMI
SE) from a material has three mechanisms, namely reflection,
absorption, and multiple reflection. These three mechanisms
are significantly influenced by the type and thickness of the
material, as the ratio of the incident field strength that passes
through the material can result in the phenomena of reflection
(R), absorption (A), and transmission (T) in electromagnetic
waves. An illustration of this principle is shown in Figure 1.

When electromagnetic (EM) waves approach the surface of
a shielding material with an intrinsic impedance different from
the impedance of the medium through which the EM waves
travel, they are reflected away from the surface and are also
transmitted into the material. The impedance of the medium
and material determines the strength of the waves reflected and
transmitted.

To calculate the magnitude of EMI SE, an approach using a
scattering parameter can be used. In an experiment, the
behaviour of wave propagation through a material sample can
be measured by a Vector Network Analyzer (VNA). The
reflected and transmitted waves in a two-port VNA can be
represented by the scattering parameter (S-parameter). An
illustration of the scattering parameter is shown in Figure 2.

In the illustration of Figure 2, the parameters of the
reflection (R) and transmission (T) signal can be calculated
with the equation [15]:

P |Er|?
R=P_i= A = [8111% = [S5, 17 “)
=2 B = (502 = 182 )
=5 = gl T 1Paal” = 1o

P; refers to power incident, P, refers to power reflection, P;
refers to power transmission, Pav refers to power available, Si;
and S refer to the reflection coefficients measured at ports 1
and 2, respectively. The S»; and S, coefficient corresponds to
the amount of energy transmitted through the material, thus
illustrating the shielding properties of the absorber [16], [17].
Where E;, E,, and E.are the intensities of the incident, reflected,
and transmitted waves. According to the law of power balance,
the corresponding power coefficients of reflectivity (R),
absorptivity (A), and transmissivity (T) satisfy the relation
[15]:

R+A+T=1 (6)
According to the Schelkunoff theory, EMI SE is defined as
the sum of three terms: reflection loss (SER), absorption loss
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(SEA), and multiple reflection loss (SEm). It can be calculated
by the S-Parameter approach of equations (4), (5), and (6) as
follows [15]:

SEy (dB) = SEg + SE, + SEy, 7
P, 1
SER = 1010910 (ﬁ) = 10[0910 m|
74
1
= 10logso | ®)
PAV -
SEA == 1010g10 T == 1010910 —
t
1-8112
= 10logso |54 ©)
1
SE; = 10logy, |m (10)

SEm represents internal reflection in protective materials,
usually for materials with a large surface area and thickness.
When the total SE is greater than 15dB, the SEm can be ignored
[18].

In this research, the specimens were fabricated using the
hand layup method. The study consisted of two main steps:
producing composite specimens and testing them using a
Vector Network Analyzer (VNA) with a specific test
configuration. The measured S-parameter values were analyzed
to evaluate the shielding effectiveness of the specimens.

A. Shield Material Specimen Design

The materials used in this study consist of three types,
namely UD carbon fiber, E-glass 135 fiber, and E-glass 135
fiber, which are shielded by a copper layer with a layer
arrangement and thickness that can be seen in Table 1.

The fibers are laminated with a different number of layers
so that they become composite specimens. The material
composite specimen is made using the hand layup method by
applying vinyl ester resin. This method was chosen because the
process is simpler and is often used for UAV manufacturing.
Due to the hand layup fabrication process, variations in
thickness and uniformity may occur as a result of resin pooling,
trapped air, and manual pressure.

TABLEI  COMPOSITE LAYER SPECIMEN
No  Composite Specimen  Thickness Layer
Process (mm)
1 Lamination Carbon UD 0.5 1 layer
2 Lamination Carbon UD 0.9 2 layer
3 Lamination Carbon UD 1.2 3 layer
4 Lamination Carbon UD 1.4 4 layer
5 Lamination  Carbon UD 1.8 5 layer
6 Lamination  E-Glass 135 1.2 3 layer
7 Lamination  E-Glass 135 1.2 3 layers + 1
layer copper
and
aluminium
foil
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Figure 3. Composite Specimen Laminate Configuration:(a) Carbon
UD, (b) E-glass 135, (c) E-glass 135 with aluminium or copper foil.

According to ASM literature, hand layup composites
usually exhibit a thickness variation of +5-10%. The
measurements of the fabricated samples in this study were
found to fall within this tolerance range [ 19]. The configuration
of the laminate from the composite material can be seen in
Figure 3. Copper and aluminium foil were placed on the top
layer of the E-glass 135 laminate. The thicknesses of the
metallic foils were 0.10 mm for copper and 0.11 mm for
aluminium. The dimensions of the specimens used in this
research were 5.3 cm X 2.8 cm.

B. Testing Configuration

The device used to obtain the S-parameter value is a
waveguide type WR-187 with a working frequency of 3.94
GHz to 5.99 GHz and a VNA Keysight N9917A. The
waveguide was connected to the VNA using coaxial cables on
ports 1 and 2. The test configuration can be seen in Figure 4.
The material specimen was placed on the surface of the
waveguide, from this measurement, the scattering parameter
values would be obtained, namely S11, S22, S21, and S12.

The specimens were measured in the frequency range of 4—
5 GHz. This frequency range was selected because one of the
UAYV telemetry systems operates at 4.4—4.8 GHz. Hence, it is
necessary to protect the UAV’s onboard system from radiation
interference occurring in this frequency band.
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Figure 4. Testing configuration
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Figure 5. S11 parameter

III. RESULTS AND DISCUSSION

S-parameters were obtained in the form of S11 and S21 for
all samples of the tested material. The S11 parameter represents
the reflection loss of the tested materials, as shown in Figure 5.
The E-glass 135 material exhibits the lowest S11 values,
ranging from 6 dB to 13 dB. This indicates that only a small
portion of the power transmitted from port 1 is reflected,
resulting in better transmission performance. In contrast, the
other materials exhibit relatively high S11 values, ranging from
-0.2 dB to -5 dB, which implies higher reflection and lower
transmission efficiency.

The measurement results of S21 for various materials are
illustrated in Figure 6. The S21 parameter represents the
amount of power transmitted through the material, a lower S21
value indicates higher attenuation, while a higher value implies
better transmission. From the measurements, the lowest S21
values are observed for E-glass 135 Copper, ranging from 50
dB to 78 dB, indicating that most of the transmitted power is
attenuated, thereby providing excellent shielding effectiveness.
In contrast, the highest S21 values are found in E-glass 135,
with values ranging from 1.6 dB to 0.5 dB, suggesting that this
material allows power to be transmitted more efficiently.

Electromagnetic interference SE is a measurement of a
material's ability to reduce the intensity of EM waves and is
expressed in decibels (dB). The analysis of the magnitude of
reflection and insertion loss is obtained based on equations (8)
and (9). Figure 7 shows a graph of the SER magnitude of the
six samples as a function of frequency.

E-glass 135 material samples with copper shield showed the
highest SER value, with a value close to 35.3 dB at a frequency
of 4.5 GHz. While E-glass material had the lowest SER value
around 0.344 dB at a frequency of 4.5 GHz. As expressed in
equation (7), a higher S11 value corresponds to a higher SER.
The second highest SER value was E-glass material with
aluminium shield, and for carbon-based material from 1 to 5
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Figure 7. Shielding Effectiveness Reflection (SER)

layers had a SER value above E-glass material respectively.
The results indicate that the addition of metallic shielding
significantly enhances the shielding effectiveness. Furthermore,
the carbon-based composites with one to five layers
consistently achieved higher SER values than the E-glass 135,
indicating that both material composition and layer number
play critical roles in electromagnetic shielding performance.

A high SER value, as typically observed in metals with very
high electrical conductivity, indicates that most of the incident
electromagnetic energy is reflected rather than absorbed. In
contrast, materials with lower conductivity, such as carbon
laminates or E-glass exhibit lower SER values, meaning they
tend to absorb or transmit more energy instead of reflecting it
[20] - [22].

Figure 8 shows the magnitude of SEA material as a function
of frequency. In the graph, the smallest SEA is in the E-glass
135 material. Then, with the increase in the thickness of the UD
carbon material from 1 to 5 layers. E-glass material shielded
with metal has a greater SEA value than carbon. E-Glass with
aluminium layers has a SEA value that tends to be even greater
with the increase in frequency, and the highest average value at
a frequency of 4.6-4.8 GHz. The largest SEA value for the
overall frequency in the range of 4 - 5 GHz is produced by the
E-glass material with a copper layer with a value around 65 dB.

When viewed in the formulation of finding the SEA value as
in equation (9), the decreases in absorption value of material or
S21 as seen in Figure. 6, will increase the SEA value. So the
material that has the smallest absorption value is E-Glass with
a copper layer, most of the power is transmitted to produce the
greatest SEA value reaching 75 dB at a frequency of 4.9 GHz.

shielding Effectiveness Absorption (dB)
N\

4,0 42 44 46 a8 5,0

Frequency (GHz)

—-1UD — -2UD 3UD - —4UD —+5UD ——Eglass 135 — -E-glass 135 Aluminlum —— E-glass 135 Copper

Figure 8. Shielding Effectiveness Absorption (SEA)
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Compared to metal type materials, carbon has a lower
performance in terms of SEA. The E-glass specimen coated
with copper exhibited a maximum SEA significantly higher
than the five-ply carbon laminate with the same thickness.
Figure 9 shows the pattern of SET of materials like the SEA
graph. This is due to the calculation of the amount of total
shielding effectiveness based on equation (7) is the influence of
the SEA and SER, where the component of the reflectivity is
then lost so that the calculation set depends only on the S21
component or insertion loss. E-glass material with the lowest
SER value has the smallest shielding effectiveness value, while
copper-shielded E-glass material with the highest shielding
effectiveness value reaches 96 dB at 4.6 GHz frequency.
Metal material has very high electrical conductivity so

metals can efficiently direct and reduce electromagnetic signals.

In addition, the presence of skin effects on high frequencies can
cause current flow to be concentrated on the surface of the
conductive material. This effect can occur on copper-shielded
e-glasses because it has an ideal surface, making it possible to
absorb and direct the electromagnetic signal well. When an
electromagnetic wave encounters the metal surface, the free
electrons generate strong induced currents that produce a
counter-electromagnetic field, resulting in dominant reflection
and thus a higher SER value. At the same time, the
concentration of current near the surface at higher frequencies
enhances the absorption component, which contributes to the
high SEA [23], [24].

The carbon SET value is smaller than E-glass with copper
shielding. This is because at higher frequencies,
electromagnetic signals will produce greater energy which
causes them to penetrate non-conductive materials such as
carbon fibers more easily. The trend of signal leakage in carbon
fiber is greater than in metal materials such as copper. The
carbon SET value is smaller than E-glass with copper shielding.
This is because at higher frequencies, electromagnetic signals
will produce greater energy which causes it to penetrate non-
conductive materials such as carbon fibers more easily. The
propensity of signal leakage in carbon fiber is greater than in
metal materials such as copper.

The higher SEA and SET values obtained in the E-glass with
copper shielding can be attributed to its high electrical
conductivity, which reduces skin depth and allows stronger
attenuation of the incident wave. This indicates that the
contribution of absorption is more dominant than reflection. In
contrast, carbon fiber has lower conductivity and higher
porosity, so part of the electromagnetic wave can leak through,
especially at higher frequencies. These results show the trade-
off between conductivity and absorption, and at the same time
underline that using E-glass with metallic foils can be a more
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practical choice for UAV applications compared to more
advanced but costly nanomaterials [16] [25].

IV. CONCLUSION

The variation of some shield materials has been measured.
The highest SER value is obtained in E-glass material with
copper shield with a value of 35.3 dB at a frequency of 4.5 GHz.
Also, for SEA with a value of 75 dB at a frequency of 4.9 GHz.
The SET value is strongly influenced by the SEA value, so the
E-glass type material is copper shielded with the highest
effectiveness for the frequency range of 4 -5 GHz with the
highest value of 96 dB at a frequency of 4.6 GHz. The use of
materials with metal-shielded e-glass is more effective in
electromagnetic signal shields compared to carbon-type
materials that have a greater thickness.
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