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Abstract

The rapid development of digital technology has enabled new forms
of child sexual exploitation, including sexual grooming conducted
through live-streaming platforms. This phenomenon demonstrates
not only the heightened vulnerability of children in cyberspace but
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also the limitations of national legal frameworks in addressing crime
patterns characterized by anonymity and online financial
transactions. This study employs a combined normative and
empirical juridical approach to provide a comprehensive
understanding of online grooming cases in Indonesia. The
normative component analyzes statutory provisions, child protection
laws, and digital platform regulations to identify the intended legal
protections for children. The empirical component complements
this by collecting first-hand insights through semi-structured
interviews with law enforcement officers, representatives of the
Indonesian Child Protection Commission (KPAI), digital platform
operators, and victim support companions. The integration of these
approaches reveals gaps between legal norms and enforcement
practices, particularly regarding institutional constraints, reporting
mechanisms, and socio-technical challenges faced in case handling.
The findings show that grooming through live streaming involves
complex psychological manipulation facilitated by platform features
that allow perpetrators to maintain anonymity. Current regulations
do not explicitly recognize online grooming as a distinct criminal
offense, nor do they adequately address anonymous electronic
transactions commonly used in this crime. Court decisions also
illustrate inconsistencies in legal application due to the absence of
specific norms governing technology-based grooming. These
findings highlight the urgency of reformulating national legal policies
by introducing explicit criminal norms on digital grooming,
strengthening penalties for online media—based sexual crimes, and
regulating anonymous online transactions. The study further
recommends enhancing the role of digital financial institutions and
technology platforms in prevention, monitoring, and reporting
mechanisms. In addition, community-based education and
preventive interventions are essential to complement law
enforcement efforts and create a safer digital environment for
children.

KEYWORDS: Sexual Grooming, Live Streaming, Anonymous
Transactions, Legal Gaps.

Introduction

The development of internet technology and live streaming
platforms has provided practical and global real-time
communication facilities. However, this convenience is also abused
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by perpetrators of sexual crimes against children (CSA)." The
grooming mode, a psychologically and emotionally manipulative
approach to children, has transformed into online sexual grooming
through the live streaming feature. Perpetrators take advantage of
direct interactions, deceptive content, and financial rewards from
viewers in the form of "gifts" to deceive and exploit children.”
UNICEF data says that between 1-20% of children internet users

' Ben Mathews et al., “Child Sexual Abuse by Different Classes and Types of
Perpetrator: Prevalence and Trends from an Australian National Survey,” Child
Abuse & Neglect 147 (January 2024): 106562,
https://doi.org/10.1016/j.chiabu.2023.106562; Fatmawati and Raihana,
“Analisis Yuridis Terhadap Artificial Intelligence Pada Tindak Pidana
Penyebaran Malware Di Indonesia,” /nnovative: Journal Of Social Science
Research 3, no. 20 (2023); YANTI KIRANA, “REGULASI YANG MENGATUR
SECARA KHUSUS TERKAIT PERLINDUNGAN DATA PRIBADI DI INDONESIA
TENTANG HOAKS DAN KERAWANAN MEDIA SOSIAL (Undang-Undang No.11
Tahun 2008 Tentang Informasi Dan Transaksi Elektronik (ITE),” Jurnal lImiah
Hukum Dan Keadilan 10, no. 1 (March 30, 2023): 101-14,
https://doi.org/10.59635/jihk.v10i1.274; Dodo Zaenal Abidin, “Kejahatan Dalam
Teknologi Informasi Dan Komunikasi,” Jurnal llmiah Media Processor 10, no. 2
(2015); Muhammad Hafid et al., “Tantangan Menghadapi Kejahatan Cyber
Dalam Kehidupan Bermasyarakat Dan Bernegara Muhammad,” Pendidikan
Tambusai 7, no. 2 (2023); Muhamad Danuri and Suharnawi, “Trend Cyber Crime
Dan Teknologi Informasi Di Indonesia,” Informasi Komputer Akuntansi Dan
Manajemen 13, no. 2 (2017); Ni Kadek Putri Anggreni et al., “Perguruan Tinggi:
Garda Terdepan Mengatasi Pelecehan Seksual Di Media Sosial,” Prosiding
Webinar Nasional Pekan limiah Pelajar (PILAR), 2022; Melati Rosanensi and
Lanang Sakti, “Hukum Teknologi Informasi; Karakteristik Cyberporn Anak Dalam
Social Media Di Internet,” Jurnal Fundamental Justice, September 29, 2021,
129-50, https://doi.org/10.30812/fundamental.v2i2.1521; Elvira Zikra and
Tantimin, “Penegakan Dan Perlindungan Hukum Terhadap Korban Kejahatan
Seksual Maupun Pemerasan Pada Aplikasi Online Dating,” Jurnal Hukum
Sasana 8, no. 1 (April 11, 2022): 201-18,
https://doi.org/10.31599/sasana.v8i1.1070; Delvyan Putri Surya Ningrum and
Jamiatur Robekha, “Analisa Yuridis Dalam Kasus Kejahatan Siber Terhadap
Internet Banking Di Indonesia,” PESHUM : Jurnal Pendidikan, Sosial Dan
Humaniora 2, no. 4 (June 30, 2023): 765-76,
https://doi.org/10.56799/peshum.v2i4.2115.

% Anjeli Holivia and Teguh Suratman, “Child Cyber Grooming Sebagai Bentuk
Modus Baru Cyber Space Crimes,” Bhirawa Law Journal 2, no. 1 (May 31, 2021):
1-13, https://doi.org/10.26905/blj.v2i1.5847; Alfina Febriyana and Chazizah
Gusnita, “Child Grooming Approach Model of Offenders toward Children on
Social Media,” Martabat: Jurnal Perempuan Dan Anak 7, no. 1 (June 26, 2023):
67-82, https://doi.org/10.21274/martabat.2023.7.1.67-82; Kurnia  Dewi
Anggraeny et al., “Cyber Child Grooming on Social Media: Understanding the
Factors and Finding the Modus Operandi,” International Journal of Law and
Politics ~ Studies 5, no. 1 (February 15, 2023): 180-88,
https://doi.org/10.32996/ijlps.2023.5.1.21.
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in ASEAN have experienced online sexual exploitation in the past
year, especially through live streaming. In Indonesia, the ease of
digital access for children strengthens the potential for exploitation.’

Perpetrators often position themselves as peers, build trust,
and then direct children to commit sexual acts in front of the camera.
This kind of interaction is not only manipulative, but it has also
become an attempt at online sex trafficking. For example, in Cirebon,
it was found that children were invited to live stream adult content
with the lure of financial bonuses, supported by online transactions
such as bank transfers and virtual gifts.* The anonymity of the
platform and the anonymity of payments through accounts, digital
wallets, and cryptocurrencies make it difficult to track perpetrators
and fund grooming and child exploitation activities. Such
transactions are not only cross-border but also operate within the
private domain of the platform, thereby evading the direct scope of
national law. While existing Anti-Money Laundering (AML) and Know
Your Customer (KYC) regulations are designed to enhance
transparency and traceability in financial transactions, their
effectiveness in this context is limited. Many digital platforms and
crypto exchanges operating in jurisdictions with weaker
enforcement or lacking stringent KYC procedures may still provide
loopholes for illicit activities. Therefore, although AML/KYC laws
could theoretically mitigate anonymity-related risks by requiring
identity verification and transaction reporting, their impact heavily
depends on cross-jurisdictional cooperation, uniform regulatory
standards, and consistent enforcement across platforms and
payment systems.’

® Mubarak Rahamathulla, “Cyber Safety of Children in the Association of

Southeast Asian Nations (ASEAN) Region: A Critical Review of Legal
Frameworks and Policy Implications,” International Journal on Child
Maltreatment: Research, Policy and Practice 4, no. 4 (December 14, 2021):
375-400, https://doi.org/10.1007/s42448-021-00087-5.

* Lihat Abdullah Fikri Ashri, “Konten Pornografi Berkedok Lowongan Kerja di
Cirebon, Anak Jadi Korban,” Kompas.id, 17  Oktober 2024,
https://www.kompas.id/baca/nusantara/2024/10/17/konten-pornografi-
berkedok-lowongan-kerja-di-cirebon-anak-jadi-korban; Azi Satriya, “Polres Ciko
Bongkar Sindikat Konten Dewasa melalui Live Streaming,” RRI.co.id, 17 Oktober
2024, https://www.rri.co.id/kriminalitas/1053206/polres-ciko-bongkar-sindikat-
konten-dewasa-melalui-live-streaming; dan Eki Yulianto, “Iming-iming Uang Jadi
Faktor Utama Anak di Bawah Umur Terjebak Kasus Pornografi Siber Cirebon,”
Tribun Jabar, 17 Oktober 2024,
https://jabar.tribunnews.com/2024/10/17/iming-iming-uang-jadi-faktor-utama-
anak-di-bawah-umur-terjebak-kasus-pornografi-siber-cirebon.

® Juliane A. Kloess, Catherine E. Hamilton-Giachritsis, and Anthony R. Beech,
“Offense Processes of Online Sexual Grooming and Abuse of Children Via
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Indonesia has legal umbrellas such as the Child Protection Law
(Law 23/2002), °the Telecommunications & ITE Law (Law 11/2008
jo. 19/2016),” the Pornography Law (Law 44/2008),° and the Law on
Sexual Violence (TPKS Law/2022).” However, this framework is not
specifically designed to ensnare sexual grooming through live
streaming that involves online anonymity. For example, For example,
Article 76E of the Child Protection Law does not explicitly define or
regulate the stages and methods of online grooming. In contrast, the

Internet Communication Platforms,” Sexual Abuse 31, no. 1 (February 17, 2019):
73-96, https://doi.org/10.1177/1079063217720927; Henry Ogbeide, Mary
Elizabeth Thomson, Mustafa Sinan Gonul, Andrew Castairs Pollock, Sanjay
Bhowmick, and Abdullahi Usman Bello, “The Anti-Money Laundering Risk
Assessment: A Probabilistic Approach,” Journal of Business Research 162 (July
2023): 113820, https://doi.org/10.1016/j.jbusres.2023.113820; Berkan Oztas,
Deniz Cetinkaya, Festus Adedoyin, Marcin Budka, Gokhan Aksu, and Huseyin
Dogan, “Transaction Monitoring in Anti-Money Laundering: A Qualitative
Analysis and Points of View from Industry,” Future Generation Computer
Systems 159 (October 2024): 161-71,
https://doi.org/10.1016/j.future.2024.05.027; Iswarya Konasani, “Decentralized
Identity: Revolutionizing KYC/AML in Financial Services,” International Journal
of Information Technology and Management Information Systems 16, no. 1
(2025): 951-65, https://doi.org/10.34218/IJITMIS_16_01_068; Henry Ogbeide,
Mary Elizabeth Thomson, Mustafa Sinan Gonul, Andrew Castairs Pollock, and
Sanjay Bhowmick, “Rethinking Experts’ Perceptions in Money Laundering Risk
Assessment,” European Journal on Criminal Policy and Research (2024),
https://doi.org/10.1007/s10610-024-09586-w; Ben Van Vliet, “Cryptocurrency
Anti-Money Laundering (AML) and Know-Your-Customer (KYC) Management
System Standard—Requirements,” Journal of Payments Strategy and Systems,
March 28, 2023, https://ssrn.com/abstract=4403529 or
http://dx.doi.org/10.2139/ssrn.4403529.

® Law No. 23 of 2002 is the Law of the Republic of Indonesia on Child
Protection. This law aims to guarantee and protect the rights of children to be
able to live, grow, develop, and participate optimally in accordance with human
dignity and dignity, as well as to be protected from violence and discrimination.

” The ITE Law (Electronic Information and Transaction Law) is a regulation in
Indonesia that regulates the use of information technology and electronic
transactions. The ITE Law, which consists of Law No. 11 of 2008 and its
amendment, Law No. 19 of 2016, regulates various aspects such as the
dissemination of electronic information, electronic transactions, prohibited acts
in cyberspace, and personal data protection.

® The Pornography Law, or Law Number 44 of 2008, is a law and regulation in
Indonesia that regulates the prohibition, prevention, and countermeasures of
pornographic crimes. This law aims to protect the public, especially children
and adolescents, from the negative impact of pornography.

® The TPKS Law stands for Law Number 12 of 2022 concerning the Crime of
Sexual Violence. This law was passed on April 12, 2022 and came into effect on
May 9, 2022. The goal is to prevent, handle, protect, and rehabilitate victims of
sexual violence, as well as enforce the law and rehabilitate perpetrators.
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United Kingdom's Sexual Offences Act 2003 (Section 15)
criminalizes “meeting a child following sexual grooming” and
explicitly covers online communication intended to prepare or
facilitate sexual abuse, including through real-time interaction.'
Similarly, Australia’'s Criminal Code Act 1995 (Sections
474.26-474.27) establishes clear offences for using a carriage
service to groom a child under 16, with detailed provisions
addressing persistent communication, intent, and technology-
mediated contact.'" These jurisdictions provide more targeted
statutory definitions that capture the preparatory nature of grooming,
whereas Indonesia’s current laws tend to focus on completed acts
of sexual exploitation, leaving a legal gap in preventing grooming
before the abuse occurs.

The ITE Law and the Pornography Law punish the distribution of
pornographic content, but they are less effective in ensnaring the
stages of pre-content grooming and anonymous transactions that
occur before the spread of exploitation.'” Current criminal law also
faces significant challenges in proving grooming offences, as courts
sometimes misinterpret apparent “willingness” on the part of the
victim as genuine consent. This misinterpretation often occurs
because the judicial assessment focuses narrowly on the victim’s
outward behaviour or verbal agreement, without adequately
considering the psychological dynamics of grooming, such as

' 0'Malley, Tom, and Elisa Hoven. “Consent in the Law Relating to Sexual
Offences.” Chapter. In Core Concepts in Criminal Law and Criminal Justice:
Volume |, edited by Kai Ambos, Antony Duff, Julian Roberts, Thomas Weigend,
and Alexander Heinze, 135-71. Cambridge: Cambridge University Press, 2020.

" accessed on August 13, 2025:
https://www.legislation.gov.au/C2004A04868/latest/text;
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Human_Ri
ghts/Scrutiny_reports/2014/244/b02;
https://www.infrastructure.gov.au/department/media/publications/australian-
government-response-senate-legal-and-constitutional-affairs-reference-
committee-report; https://www.sydneycriminallawyers.com.au/blog/what-is-a-
control-order-under-the-criminal-code-act-1995/

> Devi Tama Hardiyanti and Beniharmoni Harefa, “Perlindungan Terhadap
Korban Grooming Yang Dilakukan Oleh Narapidana Pencabulan Anak,” Humani
11 (2) (2021); Dalam Kejahatan, Seksual Mediol, and Stiovanny Yokuy,
“Perlindungan Hukum Terhadap Korban Child Cyber Grooming,” Law
Proscientist, vol. 1, 2022; Devi Ratnasari and M. Solehuddin, “Sebagai Upaya
Preventif Tindakan Kejahatan Seksual Child Grooming Pada Anak,” Jurnal
Mahasiswa BK An-Nur : Berbeda, Bermakna, Mulia 8, no. 1 (2022); Ryan Fachri
Maulana, Olivine Alifaprilina Supriadi, and Bambang Melga Suprayogi,
“Perancangan Buku llustrasi Tentang Online Child Grooming Untuk Anak Usia
13-15 Tahun Di Kota Bandung,” E-Proceeding of Art & Design 8, no. 5 (2022).
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coercive persuasion, trust-building, and emotional dependency
deliberately cultivated by the perpetrator. In reality, the victim's so-
called “willingness” is not a free and informed choice, but the
product of sustained manipulation that erodes their ability to
refuse.”

The significant surge in cases of sexual violence against
children in Indonesia is an important indicator of the urgent need to
study the phenomenon of online sexual grooming, especially
through live streaming mechanisms. Data from the Ministry of
Women's Empowerment and Child Protection (Kemen PPPA) noted
that during the period from January to June 2024, there were more
than 7,800 cases of sexual violence against children. Of these, the
mode of sexual exploitation through online means is increasingly
prevalent, showing that sexual crimes against children have adapted
to the dynamics of technology.”” In many cases, the trauma
experienced by the victim is not only physical, but also psychosocial,
because the grooming process often lasts for a long time and
manipulates the emotional state of the child until they lose their
critical power and trust in the social environment.

The rise of financial technology particularly digital wallets and
peer-to-peer payment systems has inadvertently created new
channels for grooming and child sexual exploitation. In Indonesia,
for example, e-wallets such as OVO, Dana, and GoPay have been

¥ Dewi Anggraeny et al., “Cyber Child Grooming on Social Media: Understanding
the Factors and Finding the Modus Operandi”; Nuria Lorenzo-Dus, Craig Evans,
and Ruth Mullineux-Morgan, Online Child Sexual Grooming Discourse, Online
Child Sexual Grooming Discourse (Cambridge University Press, 2023),
https://doi.org/10.1017/9781009314626; Susan Raine and Stephen A. Kent,
“The Grooming of Children for Sexual Abuse in Religious Settings: Unique
Characteristics and Select Case Studies,” Aggression and Violent Behavior,
2019, https://doi.org/10.1016/j.avb.2019.08.017.

" Lihat "Menteri PPPA Apresiasi UPH: Inspirasi bagi Kampus Lain dalam
Mengatasi Kekerasan Seksual," Universitas Pelita Harapan, 2 Juli 2024,
https://www.uph.edu/2024/07/02/menteri-pppa-apresiasi-uph-inspirasi-bagi-
kampus-lain-dalam-mengatasi-kekerasan-seksual/; Lembaga Penyelidikan
Ekonomi dan Masyarakat (LPEM), "Studi Kualitatif Survei Pengalaman Hidup
Perempuan Nasional (SPHPN) 2024," LPEM FEB Ul, 19 Desember 2024,
https://Ipem.org/studi-kualitatif-survei-pengalaman-hidup-perempuan-nasional-
sphpn-2024/; Kementerian Pemberdayaan Perempuan dan Perlindungan Anak
(Kemen PPPA), "Resiliensi Digital Cegah Anak Menjadi Korban Kekerasan
Seksual Online," Siaran Pers No. B-200/SETMEN/HM.02.04/6/2024, Juni 2024,
https://kemenpppa.go.id/page/view/NTI4ANA==; dan Kemen PPPA, "Kemen
PPPA Rilis Survei Pengalaman Hidup Perempuan Nasional (SPHPN) dan Survei
Nasional Pengalaman Hidup Anak dan Remaja (SNPHAR) 2024," Siaran Pers
No. B-304/SETMEN/HM.02.04/10/2024, Oktober 2024,
https://www.kemenpppa.go.id/page/view/NTQzMw==.
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linked to online child prostitution transactions, as these platforms
often lack robust age verification and enable anonymous fund
transfers. Moreover, transaction mechanisms such as digital gifts,
cryptocurrency wallets, peer-to-peer payments, and end-to-end
encrypted features in various streaming applications not only
facilitate real-time exploitation but also make it difficult for law
enforcement agencies to trace perpetrators. Cross-border
transactions without verified user identities further widen the gap for
offenders to evade legal accountability. Consequently, the complex
and borderless nature of online transactions in the context of child
sexual exploitation presents significant challenges to legal proof
systems that have traditionally relied on conventional investigative
approaches.’

On the other hand, the national legal framework has not been
able to respond to the complexity of the live streaming-based
grooming mode. Existing regulations, such as the Child Protection
Law, the ITE Law, and the Sexual Violence Crime Law, tend to focus
on crimes that have actually occurred, such as the dissemination of
content or physical violence."® Meanwhile, the grooming stage,

'® Fatmawati and Raihana, “Analisis Yuridis Terhadap Artificial Intelligence Pada
Tindak Pidana Penyebaran Malware Di Indonesia”; Delvyan Putri Surya Ningrum
and Jamiatur Robekha, “Analisa Yuridis Dalam Kasus Kejahatan Siber Terhadap
Internet Banking Di Indonesia”; Mathews et al., “Child Sexual Abuse by Different
Classes and Types of Perpetrator: Prevalence and Trends from an Australian
National Survey”; Syaza Dyah Utami, Carudin Carudin, and Azhari Ali Ridha,
“ANALISIS LIVE FORENSIC PADA WHATSAPP WEB UNTUK PEMBUKTIAN
KASUS PENIPUAN TRANSAKSI ELEKTRONIK,” Cyber Security Dan Forensik
Digital 4, no. 1 (June 10, 2021): 24-32,
https://doi.org/10.14421/csecurity.2021.4.1.2416; Olivia Schieber, “South Korea
Needs to Contend With Sexual Violence,” Foreign Policy, 2020; Jason Chan,
Probal Mojumder, and Anindya Ghose, “The Digital Sin City: An Empirical Study
of Craigslist's Impact on Prostitution Trends,” /Information Systems Research
30, no. 1 (March 2019): 219-38, https://doi.org/10.1287/isre.2018.0799;
Herwin Sulistyowati, Sri Endah Wahyuningsih, and Eko Soponyono, “Legal
Analysis of Crimes in Contracts Validity in the Digital Era,” UNIFIKASI : Jurnal
limu Hukum 7, no. 1 (May 5 2020): 110,
https://doi.org/10.25134/unifikasi.v7i1.2701.

'® Sinta Laksmi Anindita et al., “Efektivitas Seks Edukasi Dengan Media Video
Terhadap Peningkatan Pengetahuan Seks Dan Sikap Remaja Tentang
Penyebaran Konten Pornografi Di SMP N 6 Rembang Purbalingga,” JURNAL
CITRA KEPERAWATAN 10, no. 1 (June 20, 2022): 54-60,
https://doi.org/10.31964/jck.v10i1.216; | Kadek Arya Sumadiyasa, | Nyoman
Gede Sugiartha, and | Made Minggu Widyantara, “Pertanggungjawaban Pidana
Pelaku Cyber Crime Dengan Konten Pornografi,” Jurnal Interpretasi Hukum 2,
no. 2 (2021); Ratu Agung Dewangga Arinatha Gunawan, | Nyoman Gede
Sugiartha, and Ni Made Sukaryati Karma, “Penyebaran lklan Pada Media
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which is the initial foundation of exploitation that is manipulative,
hidden, and takes place in a vague emotional relationship, has not
been explicitly regulated in laws and regulations. As a result, law
enforcement officials face difficulties in identifying when grooming
begins, as well as how to distinguish healthy digital relationships
from predatory interactions."’

The difficulty of law enforcement in handling online grooming

Elektronik Yang Memuat Konten Pornografi,” Jurnal Interpretasi Hukum 2, no. 2
(June 17, 2021): 261-67, https://doi.org/10.22225/juinhum.2.2.3421.261-267
Dwi Putri Natasya and Dian Andriasari, “Penegakan Hukum Terhadap Tindak
Pidana Penyebaran Konten Kejahatan Pornografi Balas Dendam (Revenge Porn)
Di Media Sosial Ditinjau Dari UU ITE Dan UU Pornografi,” Bandung Conference
Series: Law Studies 3, no. 1 (January 25, 2023),
https://doi.org/10.29313/bcsls.v3i1.4922; Komang Wiraguna, Anak Agung
Sagung Laksmi Dewi, and | Made Minggu Widyantara, “Tindak Pidana Pelaku
Penyebaran Konten Pornografi Terhadap Anak Dibawah Umur,” Jurnal Analogi
Hukum 2, no. 3 (November 20, 2020): 372-77,
https://doi.org/10.22225/ah.2.3.2581.372-377; Nur Hikmah Karim, Fenty U.
Puluhulawa, and Nuvazria Achir, “Perlindungan Hukum Terhadap Korban Tindak
Pidana Penyebaran Konten Pornografi Melalui Media Sosial Oleh Kepolisian
Resor Bone Bolango,” Journal of Comprehensive Science (JCS) 2, no. 5 (May
15, 2023): 1151-60, https://doi.org/10.59188/jcs.v2i5.331; Gede Bagus et al.,
“Pertanggungjawaban Pidana Penyalahgunaan Media Sosial Twitter Sebagai
Wadah Penyebaran Konten Pornografi,” Jurnal Kertha Semaya 9, no. 10 (2021); |
Kadek Arya Sumadiyasa, | Nyoman Gede Sugiartha, and | Made Minggu
Widyantara, “Pertanggungjawaban Pidana Pelaku Cyber Crime Dengan Konten
Pornogafi,” Jurnal Interpretasi Hukum 2, no. 2 (June 18, 2021): 372-77,
https://doi.org/10.22225/juinhum.2.2.3443.372-377, Zoupi Dwi Raka,
“Penyebaran Konten llegal Di Media Sosial (Studi Kasus: Pornografi Pada
Aplikasi Bigo Live),” Fakultas llmu Dakwah Dan limu Komunikasi Universitas
Islam Negeri Syarif Hidayatullah Jakarta 8, no. 25 (2019); Christiany Juditha,
“Isu Pornografi Dan Penyebarannya Di Twitter (Kasus Video Asusila Mirip
Artis),” Jurnal Penelitian Komunikasi Dan Opini Publik 25, no. 1 (2021).

" Hardiyanti and Harefa, “Perlindungan Terhadap Korban Grooming Yang
Dilakukan Oleh Narapidana Pencabulan Anak”, Kejahatan, Mediol, and Yoku,
“Perlindungan Hukum Terhadap Korban Child Cyber Grooming”; Yuli Winiari w.
and Firda Laily Mufid, “Techno Prevention Sebagai Upaya Pencegahan Terhadap
Pelaku Child Grooming Melalui Media Sosial,” JURNAL RECHTENS 11, no. 1
(June 30, 2022): 109-22, https://doi.org/10.56013/rechtens.v11i1.1385;
Formas Juitan Lase, “Edukasi Bahaya Child Grooming Kepada Anak Di Bawah
Umur,” JURNAL ComunitA Servizio: Jurnal Terkait Kegiatan Pengabdian
Kepada Masyarakat, Terkhusus Bidang Teknologi, Kewirausahaan Dan Sosial
Kemasyarakatan 4, no. 2 (October 18,  2022): 927-42,
https://doi.org/10.33541/cs.v4i2.3947; Dewi Anggraeny et al., “Cyber Child
Grooming on Social Media: Understanding the Factors and Finding the Modus
Operandi”; Holivia and Suratman, “Child Cyber Grooming Sebagai Bentuk Modus
Baru Cyber Space Crimes"”; Febriyana and Gusnita, “Child Grooming Approach
Model of Offenders toward Children on Social Media.”
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cases is also exacerbated by challenges in proving the law. The
private space provided by digital platforms, the concept of user
anonymity, and the blurring of the boundaries between the victim's
‘consent” and the perpetrator's manipulative influence make it
difficult to prepare strong evidence. In many cases, grooming is
done gradually until the child does not realize that he or she is a
victim. This situation poses structural obstacles in the legal process,
especially in proving the element of malicious intent (mens rea) of
the perpetrator. Therefore, this study is very important to explore the
gap between the development of crime modes and available legal
instruments, as well as to recommend strategic measures that can
strengthen child protection in the digital space.

Methods

This study uses a normative juridical approach and an empirical
juridical approach simultaneously. A normative juridical approach is
used to analyze positive legal norms related to the protection of
children against online sexual crimes, particularly in the context of
live streaming and anonymous transactions. This approach allows
researchers to examine the compatibility between existing
regulations and the phenomenon of sexual grooming in the digital
space. Meanwhile, an empirical juridical approach is used to
understand how these legal norms are implemented in practice,
including how law enforcement officials face obstacles in ensnaring
perpetrators who operate anonymously on online platforms.

The data sources used in this study consist of primary data and
secondary data. Primary data was obtained through in-depth
interviews with law enforcement officials (police, prosecutor's
office), the Indonesian Child Protection Commission (KPAI), digital
platform service providers, and victims or companions of victims of
online sexual crimes. These interviews were conducted in a
structured and semi-structured manner to gain a hands-on
perspective on legal challenges and the implementation of child
protection. The secondary data includes primary legal materials
such as the Child Protection Law, the ITE Law, the Pornography Law,
and the TPKS Law, as well as secondary legal materials in the form
of scientific journals, NGO reports, cyber law literature, and relevant
case documents.

Data collection techniques were carried out through document
studies, legal observations, and interviews, which were then
analyzed using descriptive qualitative analysis methods. This
analysis was conducted to identify gaps in normative and legal
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practice in dealing with online sexual grooming and anonymous
transactions. The results of the analysis are used to build
comprehensive legal arguments and formulate policy
recommendations that are responsive to the development of digital
technology. Thus, this research is not only diagnostic of existing
legal problems, but also projective in offering more adaptive and
protective legal solutions for children in the digital era.

Result & Discussion
A.Characteristics and Patterns of Children's
Sexual Grooming Mode Through Live

Streaming

The phenomenon of child sexual grooming through live
streaming is a complex form of digital-based sexual violence,
involving perpetrators with certain psychosocial profiles who use
digital space as an arena for child sexual manipulation and
exploitation. Based on the results of interviews with Ilaw
enforcement officials and analysis of several cases that have been
processed legally in Indonesia, grooming perpetrators generally
show manipulative characteristics, technologically adaptive, and
have certain psychopathological tendencies, such as compulsive
needs for children's sexual content.®

Perpetrators are often adults, with an age range that varies
between 20 to 50 years. They generally have stable access to
information technology, have high digital literacy, and are proficient
in utilizing the anonymity and confidentiality of identities offered by
live streaming platforms. Some actors even act as technology
service providers to smooth the grooming process, such as
providing third-party applications for private live streaming or
modifying software so that the digital platform's automatic reporting
system is not detected."
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In many cases, perpetrators do not come from just one country
or cultural background, but involve cross-border networks connected
in the online child sexual exploitation ecosystem.”® They use fake
accounts with fictitious identities, including posing as teenagers or
popular figures, to build a convincing initial relationship with victims.

Victims of grooming through live streaming are generally
children aged 10-16 years, who are in situations of high vulnerability
both psychologically and socially. Based on interviews with child
psychologists and companions from child protection agencies, the
majority of victims came from families with weak emotional
relationships, minimal parental supervision, and limited digital
literacy.”' Some children also experience problems with self-esteem
or social pressure, so they are vulnerable to using digital spaces as
a place of escape or search for validation.

Live streaming as a mode of exploitation puts victims in a more
difficult position to realize that they are being manipulated, because
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communication happens in real time and perpetrators often use
persuasion strategies that lead to "consensual grooming'. Children
feel they have an emotional bond or even a romantic relationship
with the perpetrator, which makes it difficult for them to refuse
explicit requests such as showing certain body parts during
broadcasts.”

Not a few victims are asked to hide these interactions from
their parents for reasons of "privacy” or "partner secrets”, which
ultimately plunges them into a cycle of psychological hostage taking
and emotional dependence on the perpetrator.

The pattern of sexual grooming through live streaming has
relatively similar stages to conventional grooming, but with an
acceleration of the process due to the speed of digital interaction.”
Based on the thematic mapping of the results of interviews and
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case investigation documents, there are five main stages in this
grooming mode:

1) Initial Contact
The perpetrator starts the relationship by pretending to be
a peer or a figure admired by the child. The most
frequently used platforms are social media such as
Instagram, TikTok, and Facebook, with communication
switching to live streaming applications such as Bigo Live,
OmeTV, or Discord. At this stage, the perpetrator tries to
build trust and comfort.

2) Building Trust and Dependency
After the initial closeness is established, the perpetrator
begins to show more attention, give excessive
compliments, and sometimes send digital gifts or credit
as a form of affection. The victim felt appreciated and
understood, so he began to open up more deeply to the
perpetrator.

3) Sexual Desensitization
At this stage, the perpetrator begins to direct the
conversation to the sexual realm slowly, by testing the
limits of the victim's comfort through jokes or suggestive
questions. The goal is to reduce the victim's sensitivity to
sexual discussions so that the next request is considered
reasonable.

4) Sexual Request and Coercion
Requests to perform sexual acts through live streaming
began to appear, initially as light as dancing or dressing in
the open. If the victim refuses, the perpetrator uses
emotional strategies such as threats to break the
relationship, quilt, or other psychological manipulation.
Some perpetrators also used previous recordings as a
tool of extortion (sextortion).

5) Disengagement or Cycle Repeat
Once the perpetrator has obtained the desired content,
the perpetrator can disappear, change identities, or repeat
the grooming cycle with a new victim. In some cases, the
perpetrator contacts the victim again under the pretext of
nostalgia or "longing”, so that the manipulation cycle
repeats itself.

Live streaming provides a creates significant vulnerabilities for
perpetrators to exploit victims instantly without having to make
physical contact. Features such as private chats, deletion of
conversation history, visual filters, and the ability to hide user
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identities make this practice even more difficult to detect.”
Platforms with Al-based automated monitoring systems still often
fail to recognize grooming actions packaged in the form of
emotional or non-explicit chats.

Some platform providers are also slow to act on reports or lack
a moderation team to respond quickly to high-risk content. For
example, a scientific study that simulated the removal of illegal
content confirmed that handling it in a matter of hours significantly
lowered the level of exposure to that content. Conversely, delays
make moderation less effective.?”® On the other hand, legal barriers
also slow down real action: in the United States, Al reports without
human scrutiny cannot be directly accessed by law enforcement
without a warrant, so the time for child predator investigations is
hampered even though platforms are required to report them to the
National Center for Missing & Exploited Children (NCMEC).*

The lack of national regulations that require platforms to be
legally responsible for child safety has also worsened the situation.
The lack of a thorough law has meant that most platforms do not
have explicit obligations such as age checks or strict moderation.
Only a few countries have implemented similar things such as
Australia which through the Online Safety Act requires age
verification for children under 16 years old, and the UK which has
enacted the Online Safety Act 2023 with a "duty of care" obligation
on platforms as well as a fine of up to £18 million or 10% of global
turnover if it fails to crack down on content harmful to children.”” In
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the absence of such national regulations in many countries,
platforms often escape responsibility because they are not legally
dragged along. This slows down the response to harmful content
and opens the gap for the exploitation of crimes against children.

An investigator in the cyber crime unit said that in the
investigation process, they often face challenges in obtaining digital
evidence because the perpetrators use technical methods such as
Virtual Private Networks (VPNs), end-to-end encryption, and foreign-
based servers. “Many perpetrators employ these advanced
techniques to hide their tracks. They can terminate communication
sessions strategically to avoid detection,” he said.”

Meanwhile, a companion from LPAIl (Indonesian Child
Protection Institute) stated that victims often did not realize that
they had experienced sexual violence. "For them, it's like a love
relationship. So when asked for testimonials, many children feel
conflélgsed they don't feel forced, even though it's manipulation,” he
said.
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The phenomenon of grooming through live streaming requires
an interdisciplinary approach that includes children's digital
education, increasing the capacity of parental supervision, updating
technology-based child protection regulations, and strengthening
the capacity of law enforcement officials in digital forensics. On the
legal side, there is a need for encouragement to strengthen criminal
rules against online grooming, including sanctions against digital
platforms that neglect child protection.

Based on this analysis, sexual grooming through live streaming
is not only a matter of individual criminality, but a structural problem
that reflects systemic weaknesses in Indonesian child protection.
The interaction between perpetrators, digital platforms, inadequate
public policy enforcement, and the limited resilience of families
reveals significant gaps. For instance, the Indonesian Child
Protection Commission (KPAI) reported that cases of online sexual
exploitation of children increased by 70% between 2019 and 2023,
yet the National Child Protection System remains fragmented
across institutions and lacks effective coordination. Moreover,
UNICEF (2021) highlights that more than 30% of Indonesian children
aged 12—-17 have been exposed to online sexual risks, while law
enforcement and rehabilitation services remain under-resourced.
These systemic shortcomings demonstrate that prevention and
treatment must target all levels policy, education, digital governance,
and psychosocial recovery of victims through evidence-based
interventions and stronger institutional collaboration.

B. National Legal Regulation Gap on Digital

Grooming and Anonymous Transactions

The development of digital technology has brought about a
major transformation in social and legal dynamics, including the
emergence of new forms of crime such as digital grooming and
anonymous transactions. Both of these phenomena reflect
contemporary challenges in the national legal system, particularly in
terms of child protection and the prevention of covert and cross-
border cybercrime. Digital grooming, which refers to the
psychological manipulation of children or adolescents by
perpetrators through online media for exploitative purposes,
alongside the use of anonymous cryptocurrency transactions that
rely on cryptographic tools to conceal criminal identities and digital
footprints, demonstrates how rapidly technology has outpaced
regulatory adaptation. To address these challenges, regulatory
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