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Abstract. 

Purpose: This research analyzes the security of cPanel in protecting Open Journal Systems (O.J.S.) from DDoS attacks 

and malware infections. Since contemporary threats to this environment are continuously evolving, this investigation 
seeks to offer empirical findings and applicable suggestions for platform managers of academic publishing platforms. 

Methods: The method applies the scope of the literature study and tests system-specific security using cpanel features 

to test Imunify360, SSL Manager, IP Blocker, Site Quality Monitoring, Awstats, and Jetbackup. This is then followed 

by observing the server logs on cPanel, where any suspicious activities or signs of attacks can be identified. It 
contributes to the detection of attack patterns and weaknesses in a system. 

Result: This indicates several default settings within cPanel were found to be vulnerable and could allow exploitation 

for DDoS purposes. Tools available in cPanel helped eliminate malware and strengthen defense against DDoS attacks. 

This is verified by the AWStats check, which means a quicker and more secure access time from the server. 
Novelty: This study combines many security features and tools from cPanel to implement a complete manner of 

detecting and improving its security. This method will not only help find out what the weak points are but also provide 

actionable solutions that can be employed to secure your application. The research results offer a practical guide for 

system administrators to enhance cPanel security configurations. This includes applying amended security settings and 
using more tools to safely sweep O.J.S. from online threats. 
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INTRODUCTION 
Cybersecurity is critical for academic publishing platforms that increasingly rely on digital systems to 

manage and distribute scientific content. One of the most used systems is Open Journal Systems (O.J.S.), 

but this also makes it a considerable target for hackers: every day, different botnets scan various addresses 

to which they can access O.J.S. Two of the lowest hanging yet devastatingly powerful fruit in cyberspace 

are Distributed Denial-of-Service (DDoS) attacks and web-based malware infections that, together, 

challenge most online services today [1]–[3] DDoS and malware attacks can cause significant downtime 

and service disruptions, impacting the reputation of web services, leading to a considerable decrease in web 

service performance, slowing down response times to user requests, and increasing the risk of system errors 

[4], [5]. 

 

cPanel is a popular hosting control panel with different security measures to protect your website from 

cyber threats. These features are tools that manage firewalls, monitor sites' performance, and put secure 

connections between them to improve website security and protect it from all possible attacks [6]. To 

combat more complex attacks, the default settings of cPanel are not enough, and you will need to update 

and configure your malware protection. There are clear indicators that cybercriminals now use robots to 

execute specific attacks and plan to facilitate threats by injecting weaknesses/breaches in software, 

communication networks, and hardware, among others. These vulnerabilities are taken advantage of by 

many kinds of cyber threats, including Distributed Denial of Service (DDoS) attacks that illustrate the 

necessity for more secure measures than those provided by default [3], [7]. 
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Apart from DDoS and malware hacking, O.J.S. is also at threat of web defacement attacks in which a hacker 

or Attacker changes or modifications the appearance of the front page area. The goal of this category is not 

just to break the regular operation of a website but sometimes sinfully publish false or political materials 

which will destroy further good reputation and credibility for a publisher on such a platform. [8], [9] Attacks 

on O.J.S. repeatedly affect illegal businesses like online gambling promotions; specifically, this is the case. 

Network defacement attacks aim to replace or otherwise break their look with unwanted messages and 

content for O.J.S. These defacement attacks can result in significant financial and data losses and political 

or economic consequences. Different detection tools and tactics are in place to detect these web defacement 

attacks to minimize their impact while ensuring the website's overall security. [10], It may not be evident 

that such breaches have occurred until a journal site is compromised. Indicators of tampering on O.J.S. 

landing pages are broken or missing content, strange characters, and empty page PHP errors. Disruptions 

or attacks in an online journal by visitors may be the reason for a negative impression of the site's security 

and emergence if this method is used to identify publisher possibilities. This perception can mirror the 

credibility and reputation of the publications hosted on the platform. [11], These attacks are generally 

performed by actors trying to distribute propaganda or illegal advertisements, which will degrade the 

reputation and credibility of academic sites. The attacks observed on O.J.S. platforms further show that 

more security solutions related to content monitoring and system hardening are needed to prevent such 

attempts. Such a defense combines the reactive approach of detecting and responding to attacks while being 

proactive by increasing system configurations so that possible hacks do not occur again, thus keeping any 

academic content material intact. 

 

Open Journal System (O.J.S.) is used globally to simplify the process of scholarly publishing. Hackers can 

attack unattended O.J.S. installations, thus affecting performance. When we examine the O.J.S. system, we 

look for weak points where hackers can sneak in through SQL attacks or by obtaining passwords. The main 

factors to consider in this evaluation are I.P. addresses and open ports. Fixing these weak points requires a 

complete security plan to keep O.J.S. safe from online dangers [12]. When someone messes up with an 

online gaming website, it can mess things up by introducing bad stuff or changes that shouldn't be there. 

These attacks often exploit vulnerabilities in web systems to embed harmful scripts that redirect visitors to 

illegal gambling sites. Such breaches can lead to data loss or corruption within the O.J.S. system and 

frequently result in complaints from authors to journal administrators regarding the compromised platform. 

Addressing these threats requires robust security measures and proactive monitoring to protect the integrity 

of the system and the data it manages [13]. Addressing these attacks requires careful user activity 

monitoring and additional safeguards to prevent compromise and unauthorized modification of O.J.S. 

systems. 

 

Previous studies on network security issues examined vulnerabilities, port scanning, and system audit 

captures on the O.J.S. system [13]. For example, a survey conducted by many studies successfully found 

several SQL injections and password leaks through firewalls, also emphasizing the need to conduct security 

audits to protect the integrity of O.J.S. data [12]. However, no study has specifically analyzed the security 

mechanisms implemented on cPanel used in O.J.S. management. Therefore, this investigation aims to 

determine how attacks on cPanel affect O.J.S. and create a way that allows proactive monitoring techniques 

using the features available in cPanel to protect the O.J.S. system from various advanced cyber threats. 

 

Analyzing cPanel server logs is also performed to detect suspicious activity and attack patterns. Log 

analysis involves gathering information from log files containing records of events within a computer 

system. A primary application of log analysis is collecting crucial information regarding system security 

issues, which can help identify and potentially stop intruders targeting the system. However, many systems 

generate extensive log data at high frequencies, making the analysis challenging. Effective log management 

and advanced analytical tools are essential for parsing this data to identify potential threats and enhance 

overall system security [14], log analysis can identify attack patterns undetected by automated tools and 

provide insight into protecting systems from more sophisticated threats. 
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METHODS 

 
Figure 1. Stages of cPanel security system research 

 

As shown in Figure 1, the research stage starts from a literature study to find out some of the problems of 

the O.J.S. security system and the vulnerability of DDoS and Malware attacks, then conducting security 

system testing by selecting security features and tools that are in accordance with the needs, for example, 

the selection of Imunify360 is done because of the importance of conducting automatic scans periodically, 

followed by analyzing and checking traffic to find out if there are any unusual visits if found, Imunfi360 

scanning and malware cleaning are carried out, the next stage is to back up the system in real-time by cPanel 

tools, to ensure that there is no infiltration of the database, it is necessary to check the database and if an 

intruder is found, the IP Blocker process will be carried out, and the final stage is checking through Site 

Monitoring cPanel to find out the stability of the O.J.S. server, from the entire process, the final stage 

provides an evaluation and recommendations for the testing process and analysis of the security system that 

has been carried out. 

 

Literature review  

This research method begins with a literature review to understand the security vulnerabilities faced by 

platforms like Open Journal Systems (O.J.S.) and the available protection tools and techniques. This phase 

includes references from previous studies, such as the work by Guntoro et al., which assessed the Open 

Journal Systems (O.J.S.) security at Universitas Lancang Kuning using I.S.S.A.F. and O.W.A.S.P. methods 

[13]. The I.S.S.A.F. and O.W.A.S.P. testing results indicate that the O.J.S. system at Universitas Lancang 

Kuning is secure and not vulnerable to external breaches. However, despite the O.J.S. at Universitas 

Lancang Kuning being deemed safe, there remains the possibility of attacks originating from within the 

system [13]. Additionally, research by Riadi et al. analyzed the security of Open Journal Systems websites 

and recommended updating to the latest version released by O.J.S. Public Knowledge [12]. This literature 

review provides a theoretical foundation and understanding of the specific security challenges faced by 

O.J.S. and hosting systems such as cPanel [12]. The literature review focuses on the security of cPanel, 

Open Journal Systems (O.J.S.), DDoS attacks, malware, web defacement, and online gambling slot attacks. 

This literature review aims to understand existing vulnerabilities and the mitigation efforts undertaken in 

similar contexts. 

 

In cPanel, there are many security features. Still, in this study, there are several features used that are 

adjusted to the needs, such as Imunify360, which is a server security package consisting of several main 
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security components, such as antivirus, firewall, and PHP Security Layer, IP Blocker feature: preventing 

access to the website via I.P. address [15], then the Traffic Check feature to find out unusual visits, the 

JetBackup feature to perform the backup process in real-time [5]. HTTPS with SSL is used for protocol 

security and as a secure connection [16], and the Site Monitoring feature cPanel is a feature that allows 

cPanel users to monitor the website automatically and optimize the process to prevent malware attacks [17]. 

 

cPanel security testing 

After the literature review, we begin particularly with some aspects of security testing-cPanel studies in this 

study. Several cPanel features and tools like Imunify360, SSL, IP Blocker Site Quality Monitoring, and 

Awstats JetBackup are tried out at this stage to examine how well they secure O.J.S. against threats such 

as malware DDoS attacks. Each one of those tests may also be hand-done, looking at each web file to ensure 

full security coverage (15); with Imunify360's protection technology, spam, and viruses are kept under 

control over data privacy [18]. This process involves setting up and observing assigned security tools and 

tracking the record of each test to determine if cPanel can manage an eventual attack. This data allows us 

to see the types of protection cPanel does well and where some areas could use improvement. It can be one 

of the standalone processes followed by other steps that have to be undergone, including (1) Configuring 

and monitoring cPanel's security features. (2) Tools used, evaluation of the effectiveness of offenses (3) 

Overseeing the results of tests 

 

Analysis log server 

The final stage includes analysis of Server Logs (for detection of unusual activity), Attack Patterns, 

Measurement & Checking Testing Log Analysis results, and Data Anomaly Detection based on the server 

[19]. The log data is tracked from the cPanel server to discover an attack pattern and vulnerabilities. 

Combining both firewall and server log analysis can increase the security of web networks against 

distributed denial-of-service attacks [20]; hence, vulnerabilities frequently compromised by hackers include 

brute force attempts or hacking into the system as a quick way out of attacking every administrator 

username/passwords one after another (much-known method); please refer to [17]. Each of them will be 

analyzed in great detail, and all test results will be taken into account before system administrators can 

improve the security around it, including mitigation steps and suggested configuration. The 

recommendations are intended to help protect existing O.J.S. installations by offering specific guidance for 

administrators who wish to secure their academic publishing platform. Collect log data from the server, 

Analyze trends and suspicious activity, and prepare findings and recommendations. 

 

Evaluation and recommendations 

Based on the testing and log analysis results, practical recommendations are being developed for system 

administrators. Recommendations will cover security settings, including reports and mitigation steps to 

improve the O.J.S. The key takeaways are restricting access grants, implementing security tools like 

Imunify360, and applying updates for both software & configurations. Administrators are also highly 

encouraged to deploy stringent and ongoing log analysis protocols to monitor and identify unusual 

behavior. This is to secure the O.J.S. platform from possible attacks and ensure that the scientific 

publications hosted will retain their importance. 

 

Table 1. Types of research data 
 Data Type Description Data Source 

Literature Data Security study references, DDoS threats, malware, defacement Journal articles, study reports 

Testing Data Results of cPanel security feature testing Configuration results and tools 

Server Log Data Server activity, attack patterns cPanel server logs 

Evaluation Data Security effectiveness assessment and recommendations Testing and analysis results 

Recommendation Data Guidelines and mitigation steps Recommendation documents 

 

Table 1, organized by type, explicitly states the types of data being controlled in this study. Literature Data 

& References: These were collected from security studies and included references on DDoS threats, 

malware, defacement, etc., extracted from academic research articles or study reports. "Testing Data:" 

Testing data contains results of tests on cPanel security features undertaken with various configurations and 

tools. Via server log data (Entries for all activity on the cPanel servers, utilizing software security tools to 

monitor attacks). Evaluation Data: Represents a synthesis of evaluations about the operationalization of 

security and associated recommendations, as determined from testing and analysis. Recommendation Data: 

Document the recommended steps to ensure better system security. 
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RESULTS AND DISCUSSIONS 

Literature analysis shows Open Journal Systems (O.J.S.) software is vulnerable to cyber threats. The O.J.S. 

security evaluation at Lancang Kuning University was conducted by Guntoro et al. based on I.S.S.A.F. and 

O.W.A.S.P. entered into the system, which showed that this system has a high level of security, impossible 

to be penetrated by external attackers. However, this study also indicates that security risks can be internal, 

such as unauthorized access by a group of people in their system. This underlines that knowing a system is 

safe from external threats but monitoring internal access reduces violations or abuse [13]. 

 

In addition, the research of Riadi et al. O.J.S. recommends constantly updating to the most recent version 

released by the O.J.S. Public Knowledge Project so it is not vulnerable to new security bugs. This literature 

review thus once again emphasizes that while in some cases O.J.S. has been declared as secure, the real-

world challenges of security remain and need continuous monitoring. This demonstrates the need for strict 

and immediate O.J.S. monitoring and regular updating of this software in an environment suitably endowed 

with discrete security features to supervise its operation-all so that data handled by the system remains 

secure. In addition, automated and real-time searches through search engines (e.g., Google) need to be 

conducted to identify DDoS attack vulnerabilities, malware/virus-related issues, as well as web defacement 

detections. A similar threat to O.J.S. sites is that online gambling slots being injected (a growing menace) 

into the sites poses a critical security issue [13].  

 

 
Figure 2. O.J.S. defacement web search results 

 

Figure 2 shows the results of a search related to web defacement on the Open Journal Systems (O.J.S.) 

platform, showing a large number of O.J.S. sites that have been infiltrated with unauthorized content, such 

as online gambling promotions using the keyword "slot" in a search with the format "slot site:ojs.*.ac.id". 

This incident indicates that many O.J.S. sites in academic environments have experienced defacement 

attacks, where attackers have succeeded in replacing or inserting pages that promote illegal activities. This 

incident highlights weaknesses in the security configuration of several O.J.S. sites that allow infiltration by 

irresponsible parties. There needs to be increased monitoring and implementation of stricter security 

measures to prevent similar attacks in the future. This shows that the O.J.S. sites in the academic world are 

very susceptible to malware attacks. 

 

cPanel security testing results 

 

 
Figure 3. Security features in cPanel 
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Step 1 selecting cPanel security features 

Figure 3 shows cPanel security features, including an IP blocker, preventing website access via an IP 

address. Leech Protection: detects unusual activity in directories that can only be accessed with a password, 

such as content hijacking or repeated login attempts. Hotlink Protection: prevents website content from 

being embedded in other websites S.S.H. Access: allows you to connect to the server securely via the 

command line SSL/TLS: Allows you to manage keys, certificates, and requests cPanel also has the 

ModSecurity feature, which can be enabled or disabled for all domains or subdomains. 

 

 
Figure 4. Suspicious bandwidth traffic is attacked by DDoS every month 

 

 
Figure 5. Traffic suddenly increases due to DDoS attacks 

 

Step 2 performing a traffic check 

DDoS attacks with a rapid increase in visits to the O.J.S. website are shown in Figures 4 and 5 of the site 

visit pattern [21]. The decisions made by this analysis will help further efforts to build the website. 

Distributed Denial of Service (DDoS) attacks on the Open Journal Systems (O.J.S.) site can be identified 

through a sudden and unusual increase in website visits. This suspicious visit pattern was discovered 

through analysis of server log data; this pattern shows a significant increase in traffic to the O.J.S. site for 

no apparent reason. This analysis must allow administrators to identify DDoS attack patterns early and take 

necessary precautions. This analysis not only helps to deal with attacks taken based on this analysis not 

only helps in mitigating ongoing attacks but also provides useful insights for future efforts to develop and 

improve the security of the O.J.S. site; this is to ensure resilience and security against similar threats. 

 

 
Figure 5. Configuration settings in Imunify360 
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Step 3 configuring Imunify360 

In the testing phase, adjustments were made to the default settings on Open Journal Systems (O.J.S.), as 

shown in Figure 5, to enhance system security and ensure that protective mechanisms operate proactively. 

These changes included configuring cPanel settings, such as strengthening the firewall, updating SSL 

certificates to secure connections with web browsers [22], [23], and enabling additional security features 

like Imunify360 and IP Blocker. By implementing proactive defense in cPanel, the system becomes more 

resilient in detecting and preventing threats before they can cause harm, thus improving overall protection 

against cyberattacks and preserving the integrity and availability of data in O.J.S. 

 

The results of these studies illustrate several weaknesses in default settings. For example, cPanel can be 

used by attackers, as seen in Figure 5. Those defaults need to be reset to ensure a better security system; 

vulnerabilities on the hosting platform have integrated with its operation, so specific cyber attacks will be 

exploited for malicious purposes. The use of security tools on cpanel has found quite reasonable results in 

malware removal and minimizing the impact of DDoS, with insight through Awstats data along with 

alleviated server speed access. 

 

The research also indicated that obfuscating these methods through using security features in cPanel has 

helped reduce malware and mitigate some DDoS attacks. Interestingly, the information extracted by 

Awstats proves that these technologies effectively improve security per server request and site speed. 

 

Step 4 perform Imunify360 scanning and log analysis. 

 

 
Figure 6. Checking results via Imunify360 

 

From the scan conducted using Imunify360, Figures 6 and 7 show two examples of threats detected in files 

related to Open Journal Systems (O.J.S.). These threats were identified as potential malware or malicious 

scripts to infiltrate the system. After these threats were detected, cleaning was performed on the affected 

files to ensure that the malicious code was removed entirely. This step is essential to prevent further damage 

and ensure that the O.J.S. system remains secure and functioning correctly without disruption from cyber 

attacks. 
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Step 5 malware cleaning 

 

 
Figure 7. Malware cleanup successful 

 

This indicates that threats such as DDoS attacks and malware can be effectively mitigated by maximizing 

the use of Imunify360 on cPanel. Imunify360 antivirus is designed to enhance web server security by 

preventing harmful malware and providing comprehensive protection for the web server. The antivirus 

operates from all server aspects, including cPanel/W.H.M., and integrates with ModSecurity, which is 

typically available in cPanel. 

 

 
Figure 8. Jetbackup feature in cPanel 

 

Step 6 backup process 

In Figure 8, Perform regular backups for your important data to prevent damage [23]; system failures or 

user errors can significantly affect the integrity of files. Regular backups are essential to ensure data security 

and snapback if an incident occurs, so be careful. This ensures no mission-critical information is lost and 

avoids prolonged downtime. It is also an extra security net that enables a site to continue work as usual, 

even when some issues occur. 
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Figure 9. Security flaw in the database in the comment feature in O.J.S. 

 

Step 7 database check 

Figure 9 shows the results of checking the database hackers managed to enter the server through the 

comment feature on Open Journal Systems (O.J.S.). This feature, which allows users to leave comments on 

journal articles, was found to have a security hole that hackers exploited to insert malicious code into the 

system. This access allowed them to gain further control over the server, potentially causing data corruption, 

service disruption, and increased risk of malware infection. This finding emphasizes the importance of strict 

supervision and increased security on interactive features on the O.J.S. platform. 

 

 
Figure 10. IP blocker in cPanel 

 

Step 8. IP blocker 

Cloud-based cPanel by feature: if you apply I.P. blocking via the so-called Cpanel based on cloud service 

Figure 10, your website will block their visitor‟'s real or exact I.P. address, which will harm it [22]. Data 

backup is an essential part of keeping a balance between delivering services and maintainable system 

continuity, in this case, through backup stores that can restore data at any time when cyber attack damage 

occurs until during routine operations such as operating failures concerning websites which we turn off 

hosting intentionally access if maybe because there was human fault. 
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Figure 11. Site quality monitoring feature in cPanel 

 

Step 9. checking cPanel site monitoring 

From Figure 11, The Site Quality Monitoring feature in cPanel is crucial in overseeing the security of Open 

Journal Systems (O.J.S.) websites. By monitoring site activity in real time, this feature can detect suspicious 

changes, such as defacement attempts or other unauthorized activities that could threaten the site's integrity. 

Site Quality Monitoring provides detailed reports on the site's condition and performance, allowing 

administrators to address potential threats before they escalate into serious issues promptly. Thus, this 

feature is an essential tool in maintaining the security and stability of O.J.S. 

 

Evaluation and recommendations 

This is the final stage of research by analyzing all tests and results and providing conclusions through the 

following research results table: 

 

Table 2. Recapitulation of security analysis results 
Type of Data Description Source Results 

Literature Data References on security studies, 

DDoS threats, malware, defacement 

Journal articles, 

research reports 

Confirmed from research findings 

Testing Data Results of security feature testing on 

cPanel 

Configuration results Successfully conducted tests with 

cPanel security tools 

Server Log Data Server activity, attack patterns cPanel server logs Log data shows DDoS and malware 

attacked the O.J.S. system 

Evaluation Data Assessment of security effectiveness 

and recommendations 

Testing and analysis 

results 

Successfully cleaned malware by 

deleting it and monitoring site quality 

Recommendation 

Data 

Guidelines and mitigation steps Recommendation 

documents 

Implemented configuration changes, 

periodic traffic checks, and data 

backups 

 

Table 2 is the result of research based on the security analysis conducted, where from the literature data 

collected, it was confirmed that there have been many security threats in the publication of scientific 

journals through the O.J.S. system. Furthermore, the results of testing the cPanel security features have 

successfully conducted log data testing, showing that DDoS and malware attacked the O.J.S. system. Thus, 

malware cleaning is carried out by deleting malware and monitoring site quality, and finally, by periodically 

changing the configuration and web traffic and performing data backups; the steps above are essential to 

avoiding attacks and securing the O.J.S. system. 

 

This study combines cPanel's various security features and tools into an in-depth approach to analyze and 

improve its protection. The study provides practical guidance to help system administrators strengthen 

security configurations and implement effective solutions to protect O.J.S. from cyberattacks. This exercise 

advances cPanel security knowledge and offers essential and practical steps to improve server security with 

O.J.S. publishing. Additionally, in the case of the web, HTTPS and SSL ensure that client-server 

communications are not only protected from man-in-the-middle attacks but also impenetrable. Addressing 
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SQL injection attacks has proven to reduce vulnerability levels [16], The author recommends that when 

choosing a hosting provider, attention should be paid to the security features offered and ensure that the 

server uses the latest technology [24], it is also advisable to incorporate an intermediary service, such as 

Cloudflare [25], [26] o further enhance the security between users and the server. Given technological 

advancements, web security, especially for O.J.S., has become increasingly critical. As cyber threats 

become more complex and sophisticated, attackers can exploit various system vulnerabilities to gain 

unauthorized access. Additionally, cyber attackers often operate internationally, making legal action 

challenging due to the global nature of cyber threats [27]. 

 

CONCLUSION 

The conclusions of this study indicate that enhancing security for Open Journal Systems (O.J.S.) hosted on 

cPanel is crucial for mitigating cybersecurity threats such as DDoS attacks and malware. The research 

reveals that default cPanel settings are insufficient to protect O.J.S.; however, implementing additional 

security features significantly improves protection. The impact of this study is the provision of practical 

guidelines for system administrators to implement more effective security measures, ultimately enhancing 

O.J.S.'s resilience against increasingly sophisticated cyber threats. Furthermore, the study highlights the 

necessity of regular monitoring and log analysis to detect suspicious activity and potential attacks. These 

findings offer a comprehensive and integrated approach for improving O.J.S. security on cPanel, identifying 

vulnerabilities, and providing concrete solutions to safeguard the platform from evolving cyber threats. By 

applying the recommended measures, administrators can proactively maintain the integrity and availability 

of data on O.J.S., ensuring the continued operational stability of the Open Journal System platform. 
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