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Abstract.

Purpose: This study aims to evaluate the effectiveness of IT governance implementation in the e-Puskesmas system at
Pengasinan Community Health Center, Bekasi City, using the COBIT 2019 framework. The research focuses on
identifying the capability level and governance gaps to ensure risk management and IT service delivery align with
institutional objectives.

Methods: The study employs a mixed-method approach combining qualitative interviews and quantitative
questionnaires. Two COBIT 2019 domains—APO12 (Managed Risk) and DSS02 (Managed Service Requests and
Incidents)—were analyzed using capability level measurements and GAP analysis to determine performance alignment
with governance standards.

Result: The findings reveal that e-Puskesmas achieved a high capability level, with 96.88% for APO12 and 90.47%
for DSS02. Despite this success, several weaknesses were identified, including delays in patient registration, data
confidentiality issues, and service disruptions. The study provides strategic recommendations to enhance user training,
strengthen data security, and implement continuous risk management.

Novelty: This research presents one of the first applications of COBIT 2019 in evaluating IT governance for public
healthcare systems in Indonesia. It demonstrates how COBIT can serve as a practical tool for assessing digital health
governance maturity, ensuring data integrity, and supporting the sustainable transformation of healthcare services.
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INTRODUCTION

In the contemporary digital era, computers are necessary for the advancement of modern science and
technology. As information and communication technologies (ICTs) advance and diffuse widely in our
industries and society [1], The advent of the digital era has led to the widespread use of computers in
businesses, government agencies, private organizations, trade or services, and hospitals for tasks like data
processing, reporting, and data storage. It will be simple and take a lot of time, as it is very lengthy.

The above are forms of services and use of computers in the digital era, so services are published both for
public consumption or restricted access based on the agreement [2]. As more and more computer services
are being made available to the general population by government organizations like hospitals and health
facilities, these challenges are classifiable into three significant aspects: technological, organizational, and
policy and regulation [3]. The technological aspect in question is e-puskesmas, because their role is very
important in providing services to the community, including administration, medical records, and other
aspects [4].

Nowadays, hospital organizations are affected by digital advances [5]. That healthcare industry handles
huge volume of patient’s medical record [6], complete history of diagnoses and healthcare data among
facilities [7]. Information technology has become integral to the operations of numerous organizations and
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companies, driving efficiency and effectiveness in various aspects of business [8], [9], [10]. The success
and sustainability of a company and organization today relies heavily on IT, in terms of speed and results
that can help improve the effectiveness and efficiency of business processes [11]. These security policies
and controls must be effectively implemented in order to value the importance of integrity, confidentially
and availability of information to all the stakeholders involved in the business [12]. In addition to
conducting an assessment within an information system, considering critical aspects of the cloud, such as
service models, deployment models, and involved parties [13]. Electronic Health Record (EHR) systems
have revolutionized the healthcare industry by enabling the efficient storage, retrieval, and sharing of
patient health information [14]. The implementation of community health center services is using the e-
puskesmas system which aims to assist in providing community services in the health sector. With e-
Puskesmas, patient recording and data collection is done electronically [15], mainly related to unauthorized
access to e-health records when different healthcare service providers maintain records [16], so that the
data needed to be used can be immediately processed and informed. Efforts to improve IT services [17], it
is necessary to audit governance and services so that in the future there will be no problems. One framework
that can be used as an audit standard is framework COBIT 2019 (Control Objective for Information and
Related Technology) [18] issued by Information System Audit and Control Association (ISACA) [19].
COBIT (Control Objective for Information Technology) 2019 is a standard and guideline for IT governance
and management published by ISACA (Information Systems Audit and Control Association) [20]. Control
objectives for information and related technology (COBIT) is a well-known IT governance (ITG)
framework that groups IT best practices [21]. COBIT is a collection of documentation and guidelines for
implementing Information Technology governance appropriately [22]. COBIT is a framework for the
governance and management of information and technology, aimed at the whole enterprise [23]. IT
Auditing is the formal, independent, and objective examination of an organization’s IT infrastructure to
determine whether the activities (e.g., procedures, controls, etc.) involved in gathering, processing, storing,
distributing, and using information comply with guidelines, safeguard assets, maintain data integrity, and
operate effectively and efficiently to achieve the organization’s objectives [24].

Based on the explanation above, this study uses COBIT 2019, looking at IT governance maturity and
applying the ten COBIT 2019 design factors, ranging from organizational objectives and risk profiles to
IT-related issues, compliance needs, and technology adoption strategies [25]. Looking at the problems in
the health center, which is the object of this research, which is more directed at issues regarding IT, IT
service risks, and technology adoption strategies, the author uses COBIT 2019, which is said to be easy to
use in the domain of an information system evaluation and a domain that focuses on services and risk
management from technology adoption.
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Figure 1. Cobit core model [26]
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Nevertheless, there are issues with the Pengasinan Community Health Centre in Bekasi City's e-puskesmas
Information System Audit. Fourteen domains—APO14, BAIO1—BAI11, DSS01—DSS06, MEAO1—
MEA04, EDM01—EDMOS5 are produced by COBIT 2019 utilizing eleven design variables. In this
research, several domains from COBIT 2019 were used, such as APO12, DSS02, and GAP Analysis. This
research reveals the main themes: 1 standard and 2 domains, namely COBIT 2019 with domains DSS02
(service management) and APO12 (risk management) [27], [28]. By conducting analysis, you can provide
recommendations to improve the organization's capabilities to meet the agency's expectations and goals
regarding IT governance in supporting its performance [29]. The measuring the level of capability, because
measuring the level of maturity is carried out if the measurement of the level of capability [30] is in line
with the targets [31], such as APO12, DSS02, and GAP Analysis.

The researcher created a research procedure that is depicted in the Figure 2 below in order to meet the goals
of risk management (APO12) [32], management of services and demand (DSS02), and Gap analysis.

st || mepmmenent || Prmary s
Analysis) (1) Collection (2)

W
COBIT 2030 Result of
with APO12 > 1'ec0n(]4n)]ends > Finish
and DSS02 (3)

Figure 2. Research stages and workflow

There are 4 stages in conducting research regarding audits at e-Puskesmas in the Pengasinan Community
Health Center, Bekasi City. These stages include: 1) Requirement analysis; 2) Data collection; 3)
Exploring COBIT 2019; 4) Recommended results.

Primary Data Collection

The research results contained a technology governance management design [33] factors. The data
collection was conducted using [34], from the interviews and the observations [35] in community health
centres that are involved in using e-puskesmas. The qualitative method is carried out by observing and
interviewing related parties, namely registration staff and health workers who use information technology.
In the meanwhile, questionnaires are used to gather data for the quantitative [36], [37] approach. The sample
was selected using a random sampling method through online surveys [38] to obtain quantitative data.

Capability Index Formula

Maturity level is used to control information technology processes using the COBIT framework with
information on assessment/scoring methods [39]. In the IS audit process, maturity/capability is a part of the
stage will be conducted of IT processes [40]. The results obtained by respondents will create a mapping of
the position of each system process in the capability assessment model. The results of the questionnaire
calculations and the achievement of the capability level, on the current and expected conditions [41]. In the
IS audit process, maturity/capability is a part of the stage will be conducted of IT processes [40]

iy _ > Yes (Y)
Capability Index (CI) = 3 imdicators €))
Achievement (A) = IC x 100% )

The results of the questionnaire calculations and the achievement of the capability level, on the current
and expected conditions [41].
Table 1. Capability level

Level Interpretation Score Range (%)
1 Not Achieved 0-15
2 Partially Achieved 16 - 50
3 Largely Achieved 51-85
4 Fully Achieved 86 — 100
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To advance to the next level of capability assessment, one must have a Fully (4) rating or more than 85
percent [42].

RESULT AND DISCUSSION

Result

As with the data findings in the introduction above, several data collection techniques were used, such as
observation and interviews [43], [44]. A detailed analysis of the requirements and functionalities of the
platform is conducted through stakeholder consultations, interviews, and surveys [45]. The audit will focus
on the following IT-related issues:

L==__15 PN
Design Factor 4 [T-Related Issues
Importance of IT-Related Issues (Input)

o

1

L]

Frustration batween different IT entities across tha...
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Figure 3. Design factor IT related issues

Figure 3 is the fourth stage in the factor design, which shows the results that three IT-related problems are
not problematic, ten are in the problematic category, and seven are serious problems. COBIT 2019 refers
to these, collectively, as design factors, which the enterprise must consider in tailoring its governance
systems to realize the most value from its use of I&T [46]. The IT problems that will be discussed in this
research are serious problems, namely data loss, security breaches, project failures and application errors,
provision of services by IT service providers, failure to fulfill regulatory or contractual requirements related
to IT, IT resources that are insufficient, staff with inadequate skills, or staff fatigue/dissatisfaction, IT-
enabled changes or projects often fail to meet business needs and are delivered late or over budget, delayed
or failed implementation of new initiatives or innovations caused by architecture and systems in today's IT,
and routine issues with data quality and data integration across multiple sources.

The results obtained by respondents will create a mapping of the position of each system process in the

capability assessment model. In Exploring COBIT 2019, researchers present the design factor results as in
Figure 4 Design Factor Results.
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COBITom Governance and Management Objectives Importance (All
Design Factors)

Figure 4. Design factor results

In Figure 4 above is the result of the stages of factor design, where each domain has a different value. The
COBIT 2019 process is determined through the measurement of design factors [47]. However, with the
existing problems and observations made by visiting the observation site, the focus for assessing the level

of capability is the DSS02 and APO12 domains.

Table 2. APO12 activity level 1 capability

o Y

Activities Yes No

Using the e-puskesmas system can identify and reduce 20 0
risks

Level Results 100% (Fully)

The activity from APO12, "Using the e-puskesmas system can identify and reduce risks," had 20
respondents who selected "yes," as shown in table 2, meaning that the level 1 capability result was "Fully".

Table 3. APO12 activity level 2 capability

o y
Activities Yes No
The use of the e-puskesmas system can establish and maintain
. 19 1
methods for data analysis
Using the e-puskesmas system can record data related to existing 19 1
risks
Using the e-puskesmas system can identify support personnel,
CE e 19 1
related applications and facilities
The use of the e-puskesmas system can collect current risk scenarios 13 5
by category and functional
Level Results 93.75% (Fully)

The APO12 "Activity Level 2 Capability" is explained in table 3, where users may make sure that e-
puskesmas can be handled appropriately. Based on their search results, the respondents received a result of

93.75%, or "Fully."
Table 4. APO12 calculation results

Process Score

APOI12 Level 1 100%

APOI12 Level 2 93.75%
. Total 193.75%

Capability Level Results Average 96.88%
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The results of calculating APO12 are shown in Table 4, where the final score of 96.88% indicates a
noteworthy level of success.
Table 5. DSS02 activity level 1 capability

L >
Activities Yes No
The use of the e-puskesmas system can provide timely responses to 17 3
the community and restore normal services
Level Results 85% (Largely)
Table 6. DSS02 activity level 2 capability
L 2
Activities Yes No
IT use can log all service requests and incidents 19 1
Service requests on the e-puskesmas system can be activated and classified 19 1
To make a service request, verification of rights is required 19 1
Obtain financial and functional approval or signing in using the e-puskesmas system 17 3
The use of IT can identify and explain possible causes of incidents in applications to 13 5
find a solution
Investigate if problems occur with the e-puskesmas system 17 3
More expertise is needed in using the e-puskesmas system to be able to assign incidents 13 5
to specialist functions
E-puskesmas services can select and implement temporary/permanent solutions 19 1
Supports in recording whether the solution is used for resolution in the e-puskesmas 20 0
system
The e-puskesmas system service can carry out recovery actions 19
Document future resolution of knowledge source incidents in the e-puskesmas system 19
In using the e-puskesmas system, verification with affected users is required that service 20 0
requests have been fulfilled satisfactorily
The use of IT can cover service requests and incidents 17 3
Monitor handling procedures to progress towards resolution or settlement in the e- 19 1
puskesmas system
Level Results 92.85% (Fully)
Table 7. DSS02 activity level 3 capability
o D
Activities Yes No
The use of IT can determine incidents and service request classifications based on priority 19 1
schemes as well as criteria for registration issues
Determine incident models for known errors to enable efficient and effective resolution of 19 I
the e-puskesmas system
Determine the service request model according to the type of service request to enable 17 3
independent and efficient service for e-puskesmas system requests
When using the e-puskesmas system, you can establish incident escalation rules and
procedures, especially for major incidents and security incidents related to data on the e- 19 1
puskesmas system.
Using IT can find out about incidents and requests on the e-puskesmas system 19 1
The use of the e-puskesmas system can fulfill requests by carrying out selected request 19 I
procedures
Identifying stakeholder information and their needs in the form of data or reports in the e- 19 1
puskesmas system
Level Results 93.57% (Fully)

Table 8. DSS02 calculation results

Process Score

DSS02 Level 1 85%

DSS02 Level 2 92.85%

DSS02 Level 3 93.57%
Total 271.42%

Capability Level Results
Average 90.47%

Table 8 presents the results of DSS02 level 3 calculations, achieving a final result of 90.47%, indicating a
substantial level of accomplishment.

Table 9. GAP analysis results
Current Capability Expected Capability

Domain Value (as-is) Value (to-be) AP
APO12 1 4 ]
DSS02 2 4 2
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The APO12 domain has a gap of three, while the DSS02 domain has a gap of two, according to the results
in the table above. This indicates that the actions taken inside the DSS02 and APO12 domains have been
in line with their corresponding domain functions.

GAP Analysis Results

w—APOQ12  w—DSS02
Current Capability
Value (as-is)
4
3

2

Expected Capability
GAP
Value (to-be)

Figure 5. Radar chart GAP analysis
Discussion
Analytical interpretation of achieved capability levels for APO12 and DSS02, states that:

1. APOI2 (Managing Risk): This domain shows that the use of the e-health center system can
identify and reduce risks, which is stated to be very well achieved (fully achieved). This occurs
at APO12 level 1, and APO level 2 states that the risk level of using the e-health center system if
constrained can be handled well by being recorded by the registration service officer as a form of
support and responsibility by officers related to the facilities of the institution, with a very good
level of achievement (fully achieved), so that at APO12 level 1-2 it is declared Managed.

2. DSS02 (Service Management): This domain shows that the management service of the e-health
center system in the form of system use can provide timely responses to the community and
restore normal services is stated as Mostly achieved, because this system service is more helpful
in registering patients to obtain poly services at the health center, this statement is at DSS02 level
1, at DSS02 level 2 regarding identification if there are system constraints and their solutions,
and this statement is achieved well (fully achieved), because the occurrence of system errors can
be overcome with a manual system in the form of recording using formulas, and at DSS02 level
3, if there are constraints as at level 2 or greater than level 2 such as security systems, with the
existence of manuals or SOPs implemented by the health center, that this result is achieved very
well, so that at DSS02 levels 1-3 it is stated as Established.

IS Audit Results Findings
As aresult of the ST audit that was carried out in the previous stages, several findings regarding the SI were
found, including the following:

Table 10. Results Findings

No Findings Impacts
1 Automatic Medical Record Patient identity data is missing, which slows down the medical records
Number Retrieval Process industry's operation if the data is still missing.
2 Patient Registration Process Patients were waiting in line to register for consultation and diagnostic.
3 Storage of Patient Identity and Patient history data is no longer confidential due to data theft or disclosure.
Treatment History
4 System Services Work in all fields is slowed down, and less reliable data is the outcome.

From Table 10 of the findings, recommendation analysis results were made referring to these findings,
including:1. Socialization of the rules for using technology; 2. training for technology users to maintain the
good quality of official technical services; 3. Ensure system security in protecting patient data from
irresponsible parties; 4. Risk management in the e-puskesmas system to minimize disruptions and incidents
and be able to handle risks; 5. Carry out identification, collection, and analysis of data related to the
performance of the e-puskesmas system process as evidence for reporting to management.

Synthesis of Results Review

This study shows that the e-Puskesmas IT governance at Pengasinan Community Health Center has
achieved a high level of capability—96.88% in risk management (APO12) and 90.47% in service handling
(DSS02). However, several problems are still encountered in the field, such as patient registration queues,
data security vulnerabilities, and service disruptions. This indicates that although the system has high
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capabilities, its implementation is still not optimal in meeting the real needs of users. Therefore, this study
emphasizes that the success of IT governance is not only measured by numbers but also by the system's
ability to solve daily problems at the service location. Recommendations include user training,
strengthening data security, and increasing service responsiveness.

CONCLUSION

This study obtained results by evaluating the IT governance of e-Puskesmas at Pengasinan Community
Health Center, Bekasi, using the COBIT 2019 framework. The audit results showed a high level of IT
capability of 96.88% for risk management (APO12) and 90.47% for service handling (DSS02), indicating
that the IT governance process has been running effectively. However, several operational challenges were
still found, such as patient registration queues, data security vulnerabilities, and technical disruptions. To
overcome these, this study recommends several strategic steps, including improving user training,
strengthening data security, and implementing sustainable risk management. Overall, COBIT 2019 has
proven effective as an audit and evaluation tool for IT governance in the health sector, especially for digital-
based public service systems such as e-Puskesmas. As for the next research, an information system audit
will be conducted still using the COBIT 2019 Framework with the APO13 (Managed Security) domain to
focus on cybersecurity and BAIO6 (Managed IT Changes) to assess the system's adaptability to
technological changes so as to expand the scope of the evaluation, especially in services to the community
at the community health center.
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