Scientific Journal of Informatics .I
Vol. 13, No. 2, May 2026

p-ISSN 2407-7658 https://journal.unnes.ac.id /journals/sji/index e-ISSN 2460-0040

A Cross-Platform Assessment of Personal Data Protection Compliance
among Electronic System Providers Under Indonesia’s PDP Law

Rindy'*, Wahyu Catur Wibowo?

!Master of Information Technology, Universitas Indonesia, Indonesia

Abstract.

Purpose: This study evaluates the level of Personal Data Protection (PDP) compliance among Electronic System
Providers (ESPs) in Indonesia based on the Personal Data Protection Law (PDP Law) and the Government Regulation
concerning the Implementation of Electronic Systems and Transactions.

Methods: A descriptive-evaluative approach was conducted through observations of website and mobile application
interfaces from 20 ESPs registered with the Ministry of Communication and Digital Affairs. Compliance was assessed
using a binary scoring system based on six PDP indicators: consent mechanisms, privacy notices, TLS/SSL
implementation, data disclosure, malicious libraries, and device data access. Descriptive statistical analysis was used
to evaluate compliance levels. Instrument validity was established through content validity and expert judgment.
Result: Most ESPs were classified within the moderate compliance category, covering 90% of websites and 80% of
mobile applications. Governance-related indicators showed the lowest compliance levels, particularly website consent
mechanisms (15%) and website privacy notices (40%) and mobile consent and privacy notice compliance (20%). In
contrast, all ESPs complied with technical indicators, including TLS/SSL, malicious library, and device data access
requirements.

Novelty: Unlike previous studies that focused on single sectors or platforms, this study provides a cross-platform PDP
compliance assessment integrating both technical and governance indicators within a single framework. The findings
indicate that governance practices remain the primary challenge in PDP implementation, providing practical
recommendations for regulators and ESPs in strengthening personal data protection implementation in Indonesia.
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INTRODUCTION

According to a survey conducted by the Indonesian Internet Service Providers Association in 2025, the
number of internet users in Indonesia has reached 229.4 million, representing approximately 80.66% of the
total population. This number indicates that digital technology has become deeply integrated into various
aspects of society. In the context of digital transformation, the availability and accessibility of the internet
serve as fundamental prerequisites for shifting conventional activities into the digital space.

The use of the internet is no longer limited to communication activities but has expanded across multiple
sectors, including education, healthcare, civil administration, and taxation [1]. Data shows that 14.95% of
users utilize the internet for online commerce, 8.61% for public services, and 5.84% for financial services.
This indicates that digital transformation acts as a key enabler in reshaping interaction patterns, economic
activity, and digital service delivery.

However, alongside this advancement, the risk of personal data breaches in Indonesia has also increased.
According to the 2024 Indonesian Cybersecurity Landscape report, the National Cyber and Crypto Agency
recorded a total of 330,527,636 traffic anomalies during that year alone. These anomalies pose serious risks,
and the continued occurrence of data breaches indicates the existence of vulnerabilities in systems
processing personal data against both internal and external threats [2]. This condition suggests that both
platform implementation and regulatory oversight have not yet been operated optimally [3], [4].
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Since the enactment of PDP Law, Indonesia has established a comprehensive legal framework governing
of personal data processing activities [4]. This regulation clearly defines the rights of data subject,
establishes obligations for data controllers, and provides stricter enforcement mechanisms [5]. The PDP
Law outlines comprehensive provisions regarding the responsibilities of data controllers and processors,
the implementation of core PDP principles, cross border data transfer, and other related aspects [6]. This
law represents a significant milestone for Indonesia and is expected to strengthen the legal framework for
personal data protection in response to the evolving digital landscape [7].

Despite the enactment of the PDP regulation, various studies indicate the compliance with the personal data
protection requirements remains challenging [8]. Previous research shows that more than 60% of
organizations have not fully complied with personal data protection standards [9]. Key challenges include
limitations in technological infrastructure, low organizational awareness, and the complexity of policy
integration [10].

Several prior studies have examined Personal Data Protection (PDP) compliance using different
approaches. Research in the education-sector applications reveals variations in compliance across platforms
[11]. A study on job search platforms found that most services do not adequately explain data subject rights
in their privacy policies [12]. Meanwhile, research in banking sector identified non-compliance in consent
mechanisms and transparency of data processing [13]. Other studies in the e-commerce sector applied
GDPR-based audit checklists to assess compliance with data protection principles [14].

However, these studies share common limitations. Most of them focus on a single sector, a single type of
platform, or a limited set of compliance indicators. Therefore, it can be concluded that there is still a lack
of comprehensive research that evaluates personal data protection compliance across multiple platforms,
including both websites and mobile applications, while incorporating both technical and governance-related
indicators. To clarify the position of this study in comparison with previous research. Table 1 present a
comparison of research objects, platform and indicator used.

Table 1. Comparison of previous studies

Study Sector Platform Indicators Limitations
[11] Education Application Multi aspect Limited to a single sector
[12] Job platforms Website Data subject rights Limited indicators
[13] Banking Application Consent Limited to a single sector and a single indicators
[14] Ecommerce Website GDPR checklist Limited to single platform
This Study Multi sector Website & Six aspects Cross platform and six indicators
Mobile

Based on identified research gap, this study aims to assess the level of compliance of ESPs with PDP
regulations in Indonesia, including both the Government Regulation concerning the Implementation of
Electronic Systems and Transactions and PDP Law. The assessment is conducted using six key indicators,
namely:

e  SSL/TLS validity
Consent mechanisms
Availability of privacy notices
Potential data exposure
Presence of malicious library, and
Appropriateness of device data access

Based on this background and objective, the study formulates the following key research questions:
1. What is the level of ESPs compliance with the PDP Law based on monthly monitoring of websites
and mobile applications?
2. Which compliance aspects exhibit the highest and lowest performance?
3. What recommendations can be provided to improve ESPs compliance in the future?

METHODS

In conducting this study, the authors proposed an assessment approach based on compliance with the PDP
Law and Government Regulation concerning the Implementation of Electronic Systems and Transactions.
This compliance assessment aims to identify gaps in the implementation of personal data protection by
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ESPs in relation to the applicable regulatory requirements[15]. The overall workflow of this approach is
illustrated in Figure 1.

Audit Design and Preparation of

L2 Information Examination and Compliance . .
Determination of . N . . Evaluation Results
Research Desien Collection and Consistency Evaluation and Gap and

g Observation Stage Assessment Identification

Object Recommendations

Figure 1. Research methodology flow diagram

This study adopts a descriptive-evaluative approach, which aligns with the nature of compliance assessment
by combining empirical observation with analysis based on applicable legal provisions. This approach is
consistent with prior studies that examine the alignment between regulatory requirements and their practical
implementation at both national and international levels.

Audit Design and Research Object Definition

The audit design was developed by formulating the objective of the evaluation, namely to assess the level
of compliance with personal data processing principles under the PDP Law, particularly the principles of
transparency, lawful consent, data security and data minimization.

The research subject consists of 20 ESPs selected using purposive sampling based on specific criteria,
namely being registered with Ministry of Communication and Digital Affairs. Compliance (KOMDIGI),
having a significant number of users, engaging in personal data processing activities, and providing both
website-based and mobile application services in Indonesia. A total of 20 ESPs were selected based on data
from KOMDIGI. The website and mobile application evaluated in this study originated from the same ESP
entities, enabling direct cross-platform comparison of compliance practices within each organization. These
ESPs represent various sectors, including finance, retail, education, ICT, and social services. This
classification ensures that the study covers diverse sectors with different characteristics, particularly in
terms of data sensitivity and regulatory intensity, thereby providing a more comprehensive overview of
PDP implementation in Indonesia. The identities of the ESPs were anonymized to protect their reputations.

Data Collection and Observation Stage

Data collection was conducted through document analysis and direct observation. Document analysis
involved a literature review of relevant laws and regulations, books, journal articles, official reports from
the KOMDIGI, as well as other relevant sources.

The observation aimed to examine the alignment between organizational and technical practices, which are
often inconsistent in implementation. Observation was conducted by evaluating the interfaces of websites
and mobile applications using a set of compliance indicators, including consent forms, the completeness of
privacy notice, data access mechanisms, and personal data security aspects.

Compliance Assessment and Consistency Verification

Compliance assessment was conducted by comparing ESPs implementation on both website and mobile
platforms with the evaluation instrument. The instrument consists of a checklist derived from PDP
regulatory principles that can be assessed through user interfaces, including lawful and limited data
collection, transparency of data purposes and activities, and the implementation of data security measures.
In addition to compliance assessment, verification was conducted to evaluate consistency between the
statement presented in privacy notices and their actual implementation.

The validity of the instrument was established through content validity. All assessment indictors were
developed based on PDP regulatory provisions and aligned with established supervisory practices. To
ensure relevance, clarity and the representativeness, the instrument was reviewed through expert judgment
in the field of personal data protection. Based on expert evaluation, all indicators were deemed to adequately
represent PDP compliance aspects and were therefore considered appropriate for use in this study.

Descriptive statistical analysis was employed, including frequency and proportion-based measures, to

evaluate compliance levels across indicators and platforms. This stage represents the core of the study, as
it provides a practical overview of PDP implementation across both platforms.
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Compliance Evaluation and Gap Identification

The study employed a structured compliance assessment instrument with predefined criteria to ensure
consistency across all research objects. The evaluator in this study is the author, acting as independent
assessor. The author has no direct involvement or professional relationship with the ESPs under study,
ensuring objectivity in the evaluation process. All assessment were conducted independently based on
publicly available information. To maintain consistency the evolution process utilized a structured
instrument with clearly defined criteria.

The following two indicators were applied to both platforms:

e The existence and compliance of form consent provided to users in accordance with PDP regulations,
including explicit consent statements indicating consent for their personal data to be processed for
specific purposes.

e The availability and completeness of privacy notice regarding personal data processing activities. The
assessment was conducted based on the provisions of PDP Law concerning the minimum requirement
for a privacy notice, namely that the notice must be available and at least contain the legality of
personal data processing, the purposes of processing, the type and the relevance of personal data being
processed, the retention period of personal data, details regarding the information collected, and the
right of personal data subject.

For website applications, the specific indicators include:

e The presence and validity of TLS/SSL certificates to ensure secure data transmission (TLS/SSL).
This reflects compliance with personal data security guarantees under the Electronic System and
Transaction Regulation and the PDP Law. The existence of a TLS/SSL certificate is indicated
using an HTTPS domain on the website application. However, the implementation of TLS/SSL
does not necessarily reflect comprehensive personal data protection.

e The absence of personal data disclosure on the website interface (without disclosure), namely the
absence of publicly displayed personal data on the website application. This indicator also reflects
compliance with Government Regulation concerning the Implementation of Electronic Systems
and Transactions and the PDP Law. In this study, the focus is limited to the potential exposure of
personal data through the interface, excluding other forms of disclosure within broader data
processing practices.

For mobile applications, the specific indicators include:

e The appropriateness of device data access requests in accordance with the principle of data
minimization (data access). This is important to ensure that collected data is limited to what is
necessary for the purposes of personal data processing. This assessment is based on the provisions
of Government Regulation concerning the Implementation of Electronic Systems and Transactions
and the PDP Law. Mobile applications have characteristics that allow direct access to personal
data stored on the device. The examination was conducted using the Yaahzini application by
Veganird by uploading the APK file of the mobile application. After the parsing process was
completed, the permission analysis output was compared with the information presented in the
privacy notice.

e  Application security in relation to malicious libraries (malicious library). This indicator evaluates
one aspect of mobile application security related to the use of third-party components in
application development. This indicator is also in accordance with the provisions of Government
Regulation concerning the Implementation of Electronic Systems and Transactions and the PDP
Law. Malicious libraries may potentially perform unwanted activities, such as accessing data,
running background processes without adequate control, and other harmful actions. The
examination was conducted by downloading the APK file of the mobile application to VirusTotal
in order to display the detection results of libraries suspected to be malicious.

The differentiation of indicators between website and mobile applications is based on the distinct
characteristics of data processing on each platform. Mobile applications do not rely on web-based protocols
and do not directly expose potential data disclosure through user interfaces in the same manner as websites.
Instead, indicators such as data access appropriateness and protection against malicious libraries are
considered more relevant for identifying data processing practices on user devices as well as potential
security risks arising from application components.
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This study employs a binary scoring system, as presented in Table 2.

Table 2. Scoring criteria for compliance indicators

Score Criteria
0 Does not comply with PDP requirements
1 Complies with PDP requirements

The use of a binary scoring system is common in prior studies due to its simplicity in distinguishing between
two opposing conditions, which are compliance and non-compliance, thereby providing a clear boundary
for assessing compliance[16] .

To classify the level of compliance based on the binary scoring results, this study categorizes compliance
into three levels as follows:

e High: total binary score > 80%

e  Moderate: total binary score between 40—-79%

e Low: total binary score < 40%

The result of this stage identifies gaps between regulatory requirements and actual implementation. These
gaps form the basis for recommendations discussed in result and discussion.

RESULTS AND DISCUSSIONS

This study examines the compliance of website and mobile applications operated by ESPs registered under
the Ministry of Communication and Digital with the applicable PDP regulations in Indonesia, including
provisions stipulated in both the Government Regulation concerning the Implementation of Electronic
Systems and Transactions and the PDP Law.

The assessment focuses on key aspects as outlined in the research methodology.

Website Application Compliance Results

Based on observations of the website interfaces of the selected ESPs, an evaluation was conducted using
predefined indicators that reflect compliance with the relevant provisions under the Government Regulation
concerning the Implementation of Electronic Systems and Transactions and the PDP Law. A binary scoring
system was applied to each indicator, allowing the overall compliance score to be calculated and
subsequently classified into predefined compliance levels. The results of this assessment are presented in
Table 3.

Table 3. ESPs compliance in website applications

ESPs Form Privacy  TLS/ No Total Compliance

Consent  Notice SSL Disclosure Level

1 1 1 1 1 4 High

2 1 1 1 1 4 High
3 1 0 1 1 3 Moderate
4 0 0 1 1 2 Moderate
5 0 0 1 1 2 Moderate
6 0 1 1 1 3 Moderate
7 0 0 1 1 2 Moderate
8 0 0 1 1 2 Moderate
9 0 0 1 1 2 Moderate
10 0 0 1 1 2 Moderate
11 0 1 1 1 3 Moderate
12 0 1 1 1 3 Moderate
13 0 0 1 1 2 Moderate
14 0 1 1 1 3 Moderate
15 0 1 1 1 3 Moderate
16 0 0 1 1 2 Moderate
17 0 0 1 1 2 Moderate
18 0 0 1 1 2 Moderate
19 0 1 1 1 3 Moderate
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20 0 0 1 1 2 Moderate
Total 15% 40% 100% 100%

Table 3 shows that 90% of ESPs fall under the moderate level of compliance, indicating that most of them
have not fully complied with key indicators, particularly privacy notice or form consent. Meanwhile, only
10% of ESPs demonstrate a high level of compliance, and none are categorized as having low compliance.

The findings also indicate that form consent represents the primary issue in PDP compliance within website
applications. Only 15% of ESPs comply with the form consent indicator. This suggests that the majority of
ESPs either do not provide a consent mechanism or that the existing consent format does not align with
regulatory requirements.

In comparison, 40% of ESPs comply with the privacy notice indicator. Although this figure is higher than
that of form consent, it remains relatively low. This indicates that most ESPs have not yet achieved
sufficient transparency in informing users about their personal data processing activities.

On the other hand, the indicators related to TLS/SSL implementation and the absence of data disclosure on
website interfaces show that all ESPs have fulfilled these technical aspects. This suggests that technical
security measures have been relatively well implemented and tend to be prioritized in achieving compliance
within electronic systems.

Results of Mobile Application Compliance Monitoring
The assessment results of the indicators based on interface observation of mobile applications are presented
in Table 4.

Table 4. ESPs compliance in mobile applications

ESPs Form Privacy = Data  Malicious Total Compliance
Consent  Notice Access  Library Level
1 1 1 1 1 4 High
2 1 1 1 1 4 High
3 1 1 1 1 4 High
4 0 0 1 1 2 Moderate
5 0 0 1 1 2 Moderate
6 0 0 1 1 2 Moderate
7 0 0 1 1 2 Moderate
8 0 0 1 1 2 Moderate
9 0 0 1 1 2 Moderate
10 0 0 1 1 2 Moderate
11 0 0 1 1 2 Moderate
12 1 1 1 1 4 High
13 0 0 1 1 2 Moderate
14 0 0 1 1 2 Moderate
15 0 0 1 1 2 Moderate
16 0 0 1 1 2 Moderate
17 0 0 1 1 2 Moderate
18 0 0 1 1 2 Moderate
19 0 0 1 1 2 Moderate
20 0 0 1 1 2 Moderate
Total 20% 20% 100% 100%

Table 4 shows that the majority of ESPs in mobile applications remain at a Medium level of compliance,
accounting for 80%. This indicates that most ESPs have not yet fulfilled the consent form and privacy
notice indicators. Meanwhile, 20% of ESPs have achieved a High level of compliance. No ESPs was
categorized as Low compliance, indicating that all ESPs have at least partially met the compliance
indicators.

In terms of technical implementation, the Data Access and Malicious Library indicators have been fully

implemented by all ESPs. This indicates that ESPs place strong emphasis on data minimization practices
and application security.
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Comparative Results of Website and Mobile Application Compliance Monitoring

Based on Tables 2 and 3, it can be observed that the two platform-specific technical indicators, namely
TLS/SSL and disclosure absence for websites, as well as Data Access and Malicious Library for mobile
applications, have been fully fulfilled by all ESPs across both platforms. This finding indicates that ESPs
do not encounter significant challenges in meeting technical and operational aspects of electronic system
management.

However, the two shared indicators across both website and mobile applications, namely the consent form
and privacy notice, remain the primary issues in PDP compliance.

Consent form

An interesting finding emerged in the consent form indicator, where one ESPs did not meet the requirement
on the website platform but fulfilled it on the mobile application. This may be attributed to the generally
more controlled ecosystem of mobile applications, such as digital application distribution platforms that
require permission requests prior to accessing personal data.

The consent form is regulated under Articles 20-22 of PDP Law, which stipulate several requirements for
obtaining data subject consent, including that consent must be explicit, must include information regarding
data processing activities, and must be provided in written and recorded form. Previous studies have shown
that the design of consent forms must comply with applicable personal data protection regulations [17].

Although this study does not explicitly distinguish whether non-compliance with the consent form indicator
is due to the absence of the mechanism or due to misalignment with regulatory requirements, the findings
in mobile applications allow for further interpretation.

Identified PDP non-compliance in mobile applications may reflect issues of implementation quality and
regulatory conformity rather than the complete absence of mechanisms. In the context of this study, such
interpretation should be regarded as an initial indication requiring further verification.

Privacy notice

Another notable finding emerged in the privacy notice indicator, where some ESPs only provided a privacy
notice on one platform, either the website or the mobile application. This indicates variations in
implementation practices regarding the provision of information on personal data processing.

Such a condition may occur when ESPs provide a privacy notice on only one platform and consider it
sufficient to represent all data processing activities. However, the PDP regulations do not explicitly state
that compliance with privacy notice requirements may be limited to a single platform.

A privacy notice is information that explains what personal data is collected, the purposes of processing,
the parties that may receive the data, and the rights of personal data subjects [18]. From a regulatory
perspective, Article 5 of PDP Law and Article 14 paragraph (1) letter f of Government Regulation
concerning the Implementation of Electronic Systems and Transactions stipulate the obligation of data
controllers to provide clear information regarding identity, legal basis, processing purposes, and
accountability in personal data management. Thus, transparency obligations are inherently attached to every
data processing activity, regardless of the media or platform used.

Accordingly, the practice of providing a privacy notice on only one platform by ESPs operating multiple
platforms can be viewed as a minimal interpretation of regulatory compliance. Although it may be
considered practically sufficient in certain contexts, this approach has the potential to create information
asymmetry for users accessing services through other platforms.

Analysis of Compliance Patterns and Implementation Gaps
Overall compliance levels across website and mobile applications are illustrated in Figure 2.
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Figure 2. Overall compliance percentage across all ESPs

Based on Figure 2, it can be observed that 11 ESPs achieved an overall compliance percentage of 50%,
followed by five ESPs with a compliance percentage of 62,5%, three ESPs with a compliance percentage
of 87,5%, and two ESPs that achieved 100% compliance. These findings indicate that the overall
compliance level of ESPs is predominantly categorized as moderate. This condition is largely caused by
the imbalance between compliance fulfilment in technical and governance-related aspects. Figure 3
illustrates the gap in PDP compliance between technical and organizational aspects.
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Figure 3. Gap between indicators

The finding presented in Figure 3 are consistent with previous studies indicating that the implementation
of data protection compliance involves interactions between technical and organizational domains, which
in practice are often fragmented and insufficiently integrated [19]. In addition, a technical control-based
approach alone does not guarantee full compliance unless it supported by legal and organizational aspects
[20]. Since regulations also require the simultaneous implementation of both technical and organizational
measures, compliance inherently encompasses two distinct yet interconnected domains [21]. Therefore, the
dominance of technical compliance observed in this study reflects a form of partial compliance resulting
from the lack of optimal governance integration.

The dominance of technical aspects in this study can be explained by the characteristics of data protection
regulation implementation. Previous studies indicate that regulatory requirements are complex and often
require interpretation during implementation [22], particularly in governance-related aspects such as
consent and transparency. Organizations also continue to face challenges in achieving compliance [23],
especially in areas evolving organizational processes and structures. Several key factors pose challenges
for organizations in implementing PDP) governance aspects, including a lack of PDP knowledge and
expertise, the high costs associated with achieving PDP compliance, difficulties in modifying internal
business processes to align with PDP regulations, and governance-related challenges such as transforming
organizational culture and policies, employee resistance to change, as well as difficulties in monitoring and
ensuring third-party compliance with PDP requirements [24].
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Low compliance in governance aspects has significant implications for the effectiveness of personal data
protection. This condition may increase the risk of violating the principle of lawful personal data collection.
If ESPs fail to fulfill their obligations, they may be subject to administrative sanctions [25]. Beyond legal
sanctions, organizations that fall to comply with personal data protection obligations may face various
consequences, including low of customer trust, financial losses, legal penalties, service disruptions,
contractual violations, operational disturbances with international regulations [26].

Therefore, personal data protection should be regarded not only as a legal obligation but also a critical
factor in building customer trust and a strategic asset for the sustainability of digital businesses [27].

Practical Recommendations
Based on the main findings regarding the significant gap between technical and governance compliance,
this study proposes several practical recommendations as follows:

e KOMDIGI as the regulator, is recommended to develop technical guidelines that provide standardized
templates for privacy notice and consent form to promote consistent implementation across all ESPs
sectors. Previous studies emphasize that the clear technical regulatory guidance is a key factor in
improving organizational compliance with personal data protection regulation in Indonesia [28], [29].

e ESPsare encouraged to appoint a Data Protection Office (DPO) who can bridge technical information
technology aspect with the legal obligations mandated under the PDP Law. The DPO play a crucial
role in supporting the effectiveness implementation of personal data protection within organization
[301, [31].

e ESPs should conduct periodic self-audit to ensure consistency between privacy policies implemented
on website and mobile platforms, thereby minimizing information gaps experienced by users. Audit
are considered essential in assessing whether platform complies with applicable standards and
regulations [30], [32].

e ESPsare advised to adopt a Privacy by Design approach by integrating standardized security controls
to ensure automated and sustainable compliance [21]. The implementation of privacy principle from
the design phase has been shown to effectively align system functional requirement with
organizational data protection governance obligation [23].

Research Limitation and Future Research

This study has several limitations, as it only focuses on observations of publicly accessible interfaces.
Actual data processing activities on the server side could not be verified using this approach. In addition,
the research sample was limited to 20 registered ESPs.

Future studies are expected to conduct more comprehensive assessments, including full-scale audits of
personal data processing activities, to obtain deeper and more comprehensive findings regarding PDP
compliance implementation.

CONCLUSION

This study evaluated the level of compliance of Electronic System Providers (ESPs) with personal data
protection regulations in Indonesia by comparing the implementation of Personal Data Protection (PDP)
principles across website and mobile application platforms using an integrated cross-platform assessment
framework. The framework combines technical and governance-related indicators, enabling a more
comprehensive evaluation of PDP implementation across different digital platforms.

The findings indicate the most ESPs fall within the medium compliance category, with 90% of website
platforms and 80% of mobile applications classified at this level. Governance-related indicators
demonstrated significantly lower compliance levels across both platforms. On website platforms,
compliance with consent mechanisms and privacy notices reached only 15% and 40%, respectively.
Similarly, on mobile applications, compliance with consent mechanisms and privacy notices was only 20%
for both indicators. In contrast, technical indicators, including TLS/SSL implementation, device data access
controls, and malicious library assessments, showed consistently high compliance across all evaluated
ESPs.

These finding answer the research objective by demonstrating that PDP implementation among ESPs
remains insufficient. The imbalance between technical and governance practices became the primary factor
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contributing to the overall moderate compliance level. This condition indicates that current compliance
practices are still partial rather than fully comprehensive.

The boarder implication of this study is that effective personal data governance cannot rely solely on
technical safeguards. Stronger organizational accountability, transparency mechanisms, and governance
integration are equally important to ensure sustainable PDP implementation. Weak governance practices
may increase the risk of regulatory violations and reduce public trust in digital services.

Based on these findings, regulators are encouraged to provide more practical and implementable
compliance guidelines, particularly regarding consent mechanisms and privacy notices. Meanwhile, ESPs
need to ensure alignment between policies, organizational processes, and technical control through periodic
audits, internal governance strengthening, and consistent cross-platform privacy practices.

This study is limited to observations of publicly acceessible interfaces and does not assess server-side data
processing activities. Future research may adopt more in-depth and comprehensive approaches, including
technical audits and organizational assessments, to obtain broader insights into PDP implementation
practices.

Overall, this study highlight that the main challenge in PDP implementations lies not only in technical
safeguards, but also in the ability of organizations to integrate governance and technical compliance
practices in a balanced and sustainable manner.
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