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Abstract.

Purpose: The growing use of digital technologies in healthcare has significantly increased exposure to cybersecurity
risks, creating a need for governance approaches that go beyond traditional control-based security models. This study
reviews how Governance, Risk, and Compliance (GRC) frameworks are applied in healthcare cybersecurity, focusing
on their effectiveness, implementation challenges, and integration into organizational governance.

Methods: Using the PRISMA methodology, literature was collected from PubMed, IEEE Xplore, and ScienceDirect,
with 20 studies included in the final analysis and individually quality-appraised against six criteria.

Findings: The findings indicate a shift from traditional frameworks to more flexible, integrated governance approaches
that account for emerging technologies, including artificial intelligence (Al), cloud computing, and interconnected
healthcare systems. While GRC frameworks help improve governance structures, strengthen cybersecurity, and support
regulatory compliance, their effectiveness is often limited by factors such as skills shortages, resource constraints,
regulatory complexity, and legacy systems. The study also identifies key enablers of successful implementation,
including leadership involvement, cross-departmental collaboration, and continuous monitoring.

Novelty: Based on these findings, an integrated healthcare cybersecurity governance framework is proposed that aligns
regulatory, organizational, and technological dimensions within a unified model and provides practical insights to
strengthen resilience in modern healthcare systems. Unlike prior reviews that examine GRC frameworks in isolation,
this study also compares quality-appraised evidence across frameworks to show which approaches work best in
different organizational contexts, including those governing Al, cloud computing, and other connected health
technologies. For example, control-catalog frameworks such as 1ISO 27001 and COBIT are best suited to larger, well-
resourced organizations, whereas Al governance frameworks succeed only once regulatory uncertainty is resolved
internally.
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INTRODUCTION

The application of digital technologies in healthcare service delivery has transformed how services are
delivered, managed, and monitored. Modern healthcare organizations rely heavily on technologies such as
electronic health records (EHRs), telemedicine, cloud computing, Al solutions, and connected devices,
which help improve efficiency and the quality of care [1], [2], [3]. Although the benefits of digital
technologies are well known, innovations also introduce new cybersecurity threats, including data breaches,
ransomware attacks, and system disruptions [4], [5], [6]. Considering that healthcare services have become
more technology- and data-driven today, it is crucial to implement cybersecurity governance to ensure
patient safety, maintain uninterrupted operations for healthcare providers, and comply with regulations [7].

Additionally, the use of emerging technologies exacerbates the cybersecurity challenges faced by
healthcare organizations. The use of Al algorithms in diagnosis, decision-making, and analysis increases
the importance of transparency and accountability in Al-based systems [3],[8],[9],[10]. Furthermore, the
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implementation of blockchain technology, cloud computing, and the Internet of Medical Things (IloMT)
enables enhanced interoperability [11]; however, these distributed systems are prone to cybersecurity
breaches [8],[12],[13]. All these factors prove the ineffectiveness of the control-oriented approach to
cybersecurity management [14], [15].

In addition, the consequences of cybersecurity failures in healthcare are much more severe compared to
those observed in other sectors due to direct impacts on patient safety. Unauthorized access to personal
medical information, cyber-attacks leading to the disruption of healthcare services, and any other
cybersecurity issue may result in delayed treatment and jeopardize patients' health [16]. Thus, cybersecurity
measures in healthcare should be integrated into organizational policies and linked to risk management and
compliance [7], [17].

Governance, Risk Management, and Compliance (GRC) frameworks represent methodological approaches
to cybersecurity governance that aim at enhancing accountability and risk-based decision-making [18],[19].
GRC frameworks are designed to promote coordination among various stakeholders involved in
cybersecurity governance and to align security measures with business strategies and regulatory
requirements. However, a vast majority of studies on GRC frameworks focus on specific frameworks or
technologies without considering their integration into healthcare organizations [14], [7].

Prior reviews in this space have tended to examine governance in relation to a single framework or a single
technology rather than the healthcare governance ecosystem. For example, existing systematic reviews have
focused narrowly on blockchain-based digital signature frameworks for healthcare data security [14],[20],
privacy-aware cloud governance frameworks [18], and the impact of GRC specifically on healthcare
systems [21], Al security governance frameworks for regulated industries in general, rather than healthcare
specifically [22], IT GRC maturity and financial reporting outcomes [23], loT-focused risk management
frameworks [24], cloud API security challenges [25], and threat-intelligence-driven risk management [26].
Although all the studies provide insight into their specific frameworks or technologies, none of them
attempts to integrate the governance dimensions of regulation, organization, and technology into a single
theoretical model. Moreover, there is no comparative analysis of GRC frameworks to explain how they
function across the governance dimensions listed above. With respect to governance issues in healthcare
organizations related to the use of Al, cloud computing, and IoT technologies, very little research has
examined the interaction between conventional, compliance-based frameworks (1SO 27001, HIPAA, NIST
Cybersecurity Framework) and these emerging technology domains. This research attempts to fill that gap
in literature.

Therefore, it is necessary for scientists to explore approaches that would allow them to apply GRC concepts
to cybersecurity governance in the healthcare sector. Considering the above statement, this research paper
critically analyzes the existing literature on GRC and healthcare cybersecurity to assess the approach's
efficiency, challenges, and potential applications. Contrary to prior studies that analyzed cybersecurity
governance issues in isolation, this paper considers the interdisciplinary nature of cybersecurity and treats
it as a socio-technical activity requiring collaboration across regulatory, organizational, and technical
levels.

This study addresses the following research questions:

1) What Governance, Risk, and Compliance (GRC) frameworks are currently used in healthcare
cybersecurity governance?

2) How do GRC frameworks contribute to improving cybersecurity governance and organizational
resilience in healthcare settings?

3) What challenges do healthcare organizations face when implementing GRC frameworks for
cybersecurity governance?

4) How is cybersecurity governance integrated into broader enterprise governance structures within
healthcare institutions?

5) What best practice governance models can be identified for strengthening cybersecurity governance in
healthcare?

METHODS

This review adheres to the PRISMA 2020 guidelines to ensure that the research process is transparent,
consistent, and replicable. Prior to conducting the review, a protocol was drafted outlining the methodology
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for conducting searches, including the criteria for study inclusion and exclusion, quality assessment, data
extraction, and thematic analysis. Careful record-keeping and cross-checking of decisions made during the
screening phase were conducted to avoid bias.

Define research questions
and review protocol

Develop search strategy and
string (PubMed, IEEE Xplore,
ScienceDirect)

Apply inclusion and
exclusion criteria

Screen records by title,
abstract, and full text
(PRISMA 2020)

Assess study quality
(0-2 scoring per criterion)

Extract data from
included studies (n = 20)

Synthesize themes and
answer RQ1-RQ5

Develop integrated
governance framework

Figure 1. Research workflow of the systematic review

Search Strategy

A systematic search of the literature was conducted on 2 February 2026 across three major databases:
PubMed, IEEE Xplore Digital Library, and ScienceDirect. These databases have been selected for their
extensive coverage of scholarly publications on healthcare, cybersecurity, and information systems. In this
regard, three core concepts have been considered, namely governance and compliance, healthcare, and
cybersecurity. All the concepts were linked with each other using Boolean operators (AND, OR). A
consistent search string was formed, with only slight modifications for each database.

The final search string used in the study is presented below:

("governance" OR "risk management™ OR "compliance" OR "GRC") AND ("healthcare" OR "health care"
OR hospital OR clinic) AND ("cybersecurity” OR "information security" OR "security management™ OR
"cyber risk™).

Inclusion and Exclusion Criteria

The inclusion criteria for the articles whose major theme is cybersecurity governance in the healthcare
sector, with special emphasis on cybersecurity governance implementation, included peer-reviewed articles
providing information related to at least one of the following domains: governance mechanism
implementation, effectiveness of governance, problems associated with implementation, governance
mechanisms for enterprise environments, and best practices for governance. Peer-reviewed articles written
in English and published between 2020 and 2026 were eligible if they provided significant information
about cybersecurity governance mechanisms in the healthcare industry that include hospitals, clinics, or
digital healthcare systems. The exclusion criteria were articles whose major theme was limited to
cybersecurity measures with no mention of cybersecurity governance measures; articles dealing with
cybersecurity governance in any field other than healthcare; and non-peer-reviewed articles

Screening and Selection Process

Inclusion of studies was done using the PRISMA guideline. Searches in the databases PubMed, IEEE
Xplore, and ScienceDirect identified 9,820 publications. Removing 2,870 duplicates left 6,950 records,
which were screened based on their titles and abstracts; 6,700 were rejected as irrelevant to the theme of
healthcare cybersecurity governance and GRC methodologies, leaving 250 reports to be retrieved. 10 of
them could not be retrieved; therefore, 240 reports were left for full-text screening. In the screening process,
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220 reports were excluded (210 for inadequate relevance and detail and 10 for not being peer-reviewed or
being opinionated), leaving 30 reports for further screening. Finally, 10 reports were discarded after quality
screening because they did not meet the quality requirements discussed below; hence, 20 studies were
included in the review, in accordance with the PRISMA flow diagram shown in Figure 1.

Included studies

This literature review is based on 20 studies. The studies include both theoretical and empirical studies,
along with governance framework analysis related to healthcare cybersecurity. The results from selected
research articles shed light on governance methods, the efficiency of GRC frameworks, implementation
issues, and integration techniques in healthcare cybersecurity.

Quality Assessment and Risk of Bias

Six quality criteria served as standards for evaluating all research papers: clarity of purpose, quality of
methods, pertinence to healthcare cybersecurity governance, correctness, value to science, and recognition
of the paper's limitations by its authors. The rating for each criterion was set on a 0-2 scale, resulting in a
maximum score of 12 points. Depending on the total score, research papers were divided into high-quality
papers (scores of 8 points or higher), medium-quality papers (scores from 5 to 7 points), and low-quality
papers (scores below 4 points).

Table 1. Quality assessment criteria for included studies

Criterion Description Scoring Guide

Clarity of objectives Evaluates whether the study clearly states its 0 = unclear, 1 = partially clear, 2 = clearly
research aim and purpose defined

Methodological transparency Assesses how well the study explains its 0 = not described, 1 = limited detail, 2 =
research methods and procedures clearly explained

Relevance to healthcare  Determines how closely the study relates to 0 = not relevant, 1 = somewhat relevant, 2 =

cybersecurity governance the research topic highly relevant

Validity of findings Examines whether the results are supported 0 = weak evidence, 1 = moderate support, 2 =
by appropriate evidence or analysis strong support

Contribution to knowledge Considering the extent to which the study 0 = minimal contribution, 1 = moderate
adds new insights or understanding contribution, 2 = significant contribution

Identification of limitations Checks whether the study acknowledges its 0 = not mentioned, 1 = partially discussed, 2
own limitations = clearly discussed

Table 2 summarizes the individual quality score of the 20 selected articles against each of the six criteria
listed in Table 1, as well as their classification and total score of 12. 15 studies (75%) have received a high-
quality rating (8 to 12 points). The other five studies [27], [17], [28], [24], and [26] belong to the category
of medium quality (5 to 7 points), but they are all conceptual or practice frameworks, and not empirical or
systematic review articles. These five studies received low scores due to a lack of methodological
transparency and a lack of discussion of limitations, as they do not report a reproducible search or data
collection procedure. Nevertheless, these five studies are included in the synthesis because they offer a
unique conceptual framework or governance approach not found in the other selected articles (see Table
4). Hence, the findings in these five studies should be viewed merely as illustrations, not as empirical
research, and conclusions based primarily on this set of studies are marked accordingly in the discussion.
No study is classified as low quality (<4 points), and thus none is omitted from the synthesis due to quality
issues.

Table 2. Quality scores for included studies (N = 20)
Ref Clarity Methodology Relevance Validity Contribution Limitations Total (/12) Category

[4] 2 1 2 1 2 1 9 High
[7] 2 1 2 1 1 1 8 High
[14] 2 2 2 2 2 1 11 High
[27] 1 0 2 1 1 0 5 Medium
[21] 2 2 2 2 2 2 12 High
[29] 2 1 2 1 2 1 9 High
[17] 1 0 2 1 2 1 7 Medium
[15] 2 2 2 2 2 1 11 High
[22] 2 2 2 2 2 2 12 High
[23] 2 2 2 2 1 1 10 High
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Ref  Clarity Methodology Relevance Validity Contribution Limitations Total (/12) Category
[30] 2 2 2 2 2 2 12 High
[19] 2 2 2 2 2 1 11 High
[28] 1 0 2 1 2 1 7 Medium
[24] 1 0 2 1 2 1 7 Medium
[2] 2 2 2 2 2 2 12 High
[25] 2 2 2 2 1 1 10 High
[31] 2 1 2 2 2 1 10 High
[26] 1 0 2 1 2 1 7 Medium
[5] 2 2 2 2 2 2 12 High

[1] 2 2 2 2 2 1 11 High

The rationale for including each of the 20 selected studies in the current review is detailed in Table 3. It
indicates the nature of the study in terms of the theme it addresses, how it answers the research questions
posed and why it is relevant. This format ensures that the selected studies are useful in answering the

questions on the GRC framework in healthcare cybersecurity.

Table 3: Justification for included studies (N = 20)

Source  Study Focus Relevance to Research Questions Justification for Inclusion
[4] Strategic management  Relates to governance structures that Included for its discussion of strategic
approaches to healthcare support healthcare system resilience governance approaches applicable to
system resilience and risk management healthcare cybersecurity management
[7] Cyber  risk  management Examine frameworks used to manage Included due to its focus on structured cyber
frameworks and strategies cybersecurity risks risk management frameworks relevant to
GRC
[14] Blockchain digital signature  Addresses technological frameworks Included for its insights into security
frameworks for healthcare data  protecting healthcare data frameworks used in healthcare information
security systems
[27] Governance and lifecycle Explores governance mechanisms for  Included for its relevance to governance
management of Agentic Al in Al technologies in healthcare structures managing emerging digital
healthcare technologies
[21] Governance, Risk  Directly examine the impact of GRC Included as a core study addressing
Management and Compliance  frameworks in healthcare  healthcare GRC implementation
in Healthcare Systems environments
[29] Strategic IT GRC framework Proposes a governance framework Included for presenting a healthcare-specific
for healthcare organizations integrating IT governance and risk  GRC governance model
management
[17] Governance-centric Introduces governance-based  Included due to its focus on governance
cybersecurity framework for  approaches to healthcare integration within healthcare cybersecurity
healthcare cybersecurity
[15] Artificial intelligence and data  Examines governance and regulatory  Included for its insights on data governance
governance in African  considerations for Al-driven  and emerging technologies in healthcare
healthcare healthcare systems
[22] Al  security  governance Reviews governance models for Al  Included due to its relevance to governance
frameworks  for regulated  risk management frameworks applicable to healthcare
industries environments
[23] IT GRC maturity and Investigate the maturity of GRC Included for insights into governance
organizational performance practices and their impact on  maturity models within GRC systems
organizational performance
[30] Data governance frameworks Evaluates regulatory frameworks Included for its analysis of compliance and
for healthcare data security such as ISO standards, GDPR, and regulatory governance in healthcare
HIPAA cybersecurity
[19] Privacy-aware cloud Examines governance mechanisms Included because it addresses governance
frameworks for healthcare data  for ~ secure  healthcare  cloud for cloud-based healthcare data systems
governance environments
[28] Human oversight and Al Explores governance mechanisms Included due to its relevance to governance
automation in GRC practices balancing Al automation and human integration in GRC environments
oversight
[24] Risk management frameworks  Investigate cybersecurity frameworks Included because it addresses emerging

for healthcare 10T security

for healthcare Internet of Things
devices

technological risks in healthcare

cybersecurity
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Source  Study Focus Relevance to Research Questions Justification for Inclusion
[2] Healthcare Al governance Develop maturity models for Al Included for its contribution to governance
maturity model governance in healthcare maturity assessment in healthcare systems
[25] Security challenges in  Reviews of vulnerabilities and Included due to its focus on cybersecurity
healthcare cloud APIs governance challenges in healthcare  risks in healthcare digital infrastructure
cloud infrastructures
[31] Risk management best  Discusses best practice strategies for  Included for its practical insights into risk
practices for healthcare data healthcare cybersecurity governance management and security governance
security
[26] Threat intelligence-driven risk ~ Examines intelligence-driven  Included for its discussion of advanced risk
management frameworks cybersecurity risk governance for  management frameworks
healthcare cloud systems
[5] Governance frameworks for Reviews governance models  Included due to its relevance to governance
safe and responsible Al in  supporting responsible Al adoption mechanisms in healthcare technologies
healthcare
[1] Ethical and  governance Explores ethical governance Included for its contribution to governance
frameworks ~ for artificial  structures for Al systems principles relevant to healthcare technology
intelligence oversight

To improve the review’s validity, a systematic screening method based on the PRISMA criteria was used.
The search method was designed to identify relevant literature focused on healthcare cybersecurity
governance. Screening was conducted using a systematic process in which the article title was screened
first, followed by the abstract, and finally the full text.

RESULT AND DISCUSSION
Figure 2 shows the PRISMA flow diagram used to illustrate how studies were selected for this SLR.

Identification of studies via databases and registers ’

Records identified from
database searching Duplicate records removed
g (n=19,820) (n=2,870)
= PubMed, IEEE Xplore, ScienceDirect
g
k= .
£ +
S ¥
T
Records after duplicates removed
(n = 6,950)
Records screened by title Records excluded at
and abstract (n = 6,950) title/abstract stage (n = 6,700)
) s
Reports sought for retrieval Reports not retrieved
(n = 250) (n =10)
2 ;
=
- !
(2
@ Reports excluded after full-text
Reports assessed for review (n = 220):
full-text eligibility (n = 240) —> - Lack of relevance/detail (n = 210)
- Not peer-reviewed or
opinion-based (n = 10)
— L 4
Studies remaining after Studies excluded after
full-text review (n = 30) final quality check (n = 10)
f
r '
Studies included in review
(n=20)

Figure 2. PRISMA screening results
Table 4 summarizes the 20 articles included in the review, detailing each article's main features and results.
This table contains details about the country background, the theories used, the outcomes mentioned, the
issues faced, and the best practices identified. The organization of this table follows the order of the research
questions posed.
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Table 4. Summary of articles included in the review

Ref Country Framework Key Findings Sample / Scope Best Practice

[4] Indonesia Strategic Proposes a  strategic  Single-country Risk-based continuous
Governance  governance model linking  conceptual improvement

/ Policy healthcare resilience  analysis
Frameworks  planning to organizational (Indonesia); no
policy; finds that resilience  fixed  sample
improves when governance  size reported
structures are embedded at
the board level rather than
delegated solely to IT.

[7 South Africa NISTCSF  NIST CSF case studies Multiple case Unified policy frameworks
apply to  healthcare- studies; sample
adjacent settings; reports  size not
that organizations using numerically
staged NIST CSF  reported
implementation close more
skills gaps than those
attempting full adoption at
once.

[14] China Blockchain  Reviews blockchain-based primary  study Zero-trust and modern
governance  digital signature  count not architecture models
frameworks  frameworks for healthcare separately

data; finds compliance and  reported
audit readiness improve but

integration complexity

rises sharply with legacy

EHR systems.

[27] Sweden Al Proposes a lifecycle model  Conceptual Unified policy frameworks
governance  for agentic Al governance framework
frameworks in healthcare; highlights  paper; no

regulatory uncertainty as empirical
the dominant barrier to sample
adoption across the Al
lifecycle stages studied.
[21] Saudi Arabia ISO 27001/  Systematically reviews the ~ Primary study Standardization via control
ISMS impact of GRC on count is not mapping
healthcare systems; finds separately
ISO 27001-aligned ISMS  reported
implementations  improve
compliance and  audit
readiness but increase
documentation burden on
clinical staff.
[29] Saudi Arabia IT GRC Proposes a healthcare-  Single-site case Risk-based continuous
Framework  specific IT GRC  study (King improvement
framework based on a Fahad Medical
single-site  case study; City, Saudi
reports governance  Arabia)
maturity gains constrained
by limited resourcing for
ongoing control
monitoring.

[17] United States NIST CSF Introduces a governance- Conceptual Workforce training &
centric, systems-level ~ systems- cybersecurity culture
cybersecurity framework;  perspective
finds security incident framework; no
counts fall most where fixed empirical
skills gaps in security sample

operations are addressed
directly through training.
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Ref Country Framework Key Findings Sample / Scope Best Practice

[15] Kenya Strategic Reviews Al and data review of Unified policy frameworks
Governance  governance approaches  African

/ Policy across African healthcare  healthcare
Frameworks  systems; finds regulatory  Al/data
complexity and cross- governance
border data rules are the studies
most cited obstacle to
governance maturity.

[22] United States Al Reviews Al  security  review Risk-based continuous
governance  governance  frameworks spanning improvement
frameworks  across regulated industries healthcare,

including healthcare; finds  financial

risk analysis and control services, and
selection improve when gaming sectors
framework complexity is

reduced to a small core

control set.

[23] Indonesia COBIT Systematically reviews IT  review; primary  Standardization via control
GRC maturity inrelationto  study count not mapping
organizational and  separately
financial-reporting reported
performance; finds
governance maturity gains
are constrained chiefly by
resource limitations rather
than framework choice.

[30] International ISO 27001/ Quantitatively  analyzes  Quantitative Standardization via control

HIPAA/ ISO 27001, GDPR, and analysis of mapping
GDPR HIPAA-aligned data  multi-standard

governance frameworks in  blockchain

blockchain-enabled healthcare

healthcare systems; finds implementations

combined-standard

approaches improve

compliance  but  raise

regulatory complexity.

[19] China Cloud Reviews privacy-aware  primary  study Zero-trust and modern
governance  cloud governance  count not architecture models
frameworks  frameworks for medical e-  separately

governance data; finds risk  reported
analysis and  control
selection improve while
legacy on-premise systems
remain the main integration
barrier.
[28] United Al Examines how human Practice-based Workforce training &
Kingdom governance  oversight is  balanced conceptual cybersecurity culture
/ GRC against Al automation in  analysis; no
frameworks GRC practice for high- fixed empirical
threat IT delivery  sample
environments; finds
governance maturity
improves when oversight is
embedded Cross-
functionally rather than
centralized.
[24] United States loT security ~ Reviews risk management  Conceptual Zero-trust and modern
frameworks  frameworks for healthcare  framework architecture models
loT beyond perimeter- review of
based  security; finds healthcare IloT
security incidents fall and  security
posture improves when literature
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Ref Country Framework Key Findings Sample / Scope Best Practice
legacy network-
segmentation  limitations
are addressed directly.

[2] International Al Develops a maturity model  review Workforce training &
governance  for healthcare Al informing a cybersecurity culture

maturity governance based on a multi-level
models systematic review; finds maturity model
governance maturity gains
are most often limited by
residual skills gaps in Al
risk assessment.
[25] United States Cloud Systematically reviews primary  study Zero-trust and modern
security security  challenges in  count not architecture models
governance  healthcare cloud APIs; separately
finds incident rates fall with  reported
stronger API governance,
though third-party vendor
risk remains difficult to
govern directly.
[31] Brazil ISO 27001/  Analyzes best-practice data ~ Framework Risk-based continuous
ISMS security risk management analysis of improvement
for healthcare; finds risk healthcare data-
analysis and  control  security best
selection improve where practices
resource constraints are  (Brazil)
addressed through phased,
prioritized investment.

[26] United States Threat Proposes threat-  Conceptual Risk-based continuous
intelligence  intelligence-driven risk  framework improvement
frameworks  management for healthcare  paper; no fixed

cloud  systems;  finds empirical
incident posture improves sample
substantially but third-

party vendor risk is the

hardest category to mitigate

through intelligence alone.

[5] Australia Al Scoping review of primary study Unified policy frameworks
governance  frameworks for safe and counts not
frameworks  responsible Al in  separately

healthcare organizations;  reported
finds governance maturity

improves where regulatory

ambiguity is  resolved

through internal  policy

rather  than  awaiting

external standards.

[1] Malaysia Ethical Al Systematic  review of primary study Workforce training &
governance  ethical and governance counts not cybersecurity culture
frameworks  frameworks for Al; finds separately

compliance and audit reported
readiness improve when

ethical  principles are
operationalized as concrete
controls rather than high-
level statements.

The overview in Table 4 highlights deviations in the design of the GRC framework, the benefits achieved,
implementation challenges, and the governance strategies employed across the 20 included studies. The
analysis of Table 4 suggests a clear trend across most papers: implementing GRC frameworks improves
governance and risk management. In some cases, GRC frameworks also help improve security operations.
However, the implementation process can be quite complicated, as shown in the table below. Problems
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such as resource shortages, a lack of knowledge, and integration issues have been noted in several papers.
The comparison of results across different countries and organizations suggests that the impact of GRC
frameworks cannot be generalized. To sum up, Table 4 shows that the use of GRC frameworks improves
cybersecurity governance but only if the frameworks are implemented properly.

Publication trends of included studies
Figure 3 shows how the number of studies in this review has changed over time, covering the period from
2020 to 2026.

10

Number of Studies

o]

T T T T T T T
2020 2021 2022 2023 2024 2025 2026
year of Publication

Figure 3. Publication trend of included studies (n = 20)
Figure 3 shows the timeline of research articles related to governance in healthcare cybersecurity. It shows
an insignificant number of articles in the initial stages: none in 2020 and 2022 (n = 0), and only one in 2021,
2023, and 2024 (n = 1). The highest number of articles was observed in 2025 (n = 11, 55%), followed by
2026 (n = 6, 30%).

Continental distribution of studies
Figure 4 shows the distribution of the selected studies across different regions.

Asia

North America

International / Multi-region

Oceania

Africa .
South America

Europe

Figure 4. Continental distribution of studies
Figure 4 shows the geographical location of the chosen studies. The largest number comes from Asia (h =
7, 35%) and North America (n = 5, 25%). There are relatively small numbers from Europe and Africa (n =
2, 10%) and small numbers from South America and Oceania (n = 1, 5%). International/multi-regional
studies constitute a minority (n = 2, 10%).

Framework distribution
Figure 5 shows the distribution of cybersecurity governance frameworks across the reviewed studies.
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IT GRC Framework

loT Security Frameworks

Blockchain Governance

HIPAA Security Rule

Cloud Governance

Strategic Governance | Policy Frameworks

Al Governance 6 (30%)

0 1 2 3 a 5 5

Number of Studies
Figure 5. Frequency of referenced frameworks
An analysis of the occurrence of different types of governance frameworks in the examined literature shows
a clear trend. Al governance frameworks occur most frequently, with six instances (30%), pointing to their
growing importance in healthcare governance. The traditional governance frameworks, such as ISO 27001
and the NIST Cybersecurity Framework, as well as strategic and cloud governance frameworks, each occur
twice (10% each). Other types of governance frameworks, such as blockchain, COBIT, 1o0MT, and threat
intelligence, occur once (5% each).

Beyond frequency, the studies in Table 4 suggest that which framework performs best depends heavily on
the organizational context in which it is applied. ISO 27001-aligned ISMS and COBIT-based approaches
[21], [29], [23], [30], [31] consistently report gains in compliance and audit readiness, but these gains come
with a documentation burden that several studies note is difficult for resource-constrained organizations to
sustain [21], [23]. These control-catalog frameworks, therefore, appear best suited to larger, more resourced
healthcare organizations that already have dedicated compliance staff, rather than smaller providers. By
contrast, Al governance frameworks and maturity models [27],[22], [28], [2] are most frequently adopted
by organizations facing rapid technology change, but their effectiveness is consistently reported as
contingent on resolving regulatory uncertainty first [27], [22].Where that uncertainty is not resolved
internally, governance maturity gains stall regardless of the framework's technical design. Cloud and
loT/loMT-focused frameworks [19],[24],[25] succeed specifically at reducing security incidents in
environments with significant legacy infrastructure, but every study in this category also reports that third-
party vendor risk remains largely ungoverned by the framework itself [25], [26], suggesting these
frameworks are necessary but not sufficient where vendor dependence is high. Among all types of
frameworks, organizational issues such as executive sponsorship and cross-functionality show a more
consistent link to implementation success than does framework choice. Research papers that highlight
governance being present either at the board level or at the cross-functional level [4], [29], [28]usually
report better results than studies that present governance as being left solely to IT and security teams,
regardless of the framework used. This indicates that the choice of framework plays a smaller role than the
organizational context in which it is applied.

Advantages of governance, risk, and compliance (GRC) frameworks
Figure 6 shows the main advantages of GRC frameworks based on the studies included in this review.
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Figure 6. Key advantages of Governance, Risk, and Compliance (GRC) frameworks
The main benefits of GRC approaches, as mentioned in the reviewed literature, are shown in Figure 6. The
most common benefit is the development of governance and risk management maturity (n=8, 40%).
Another improvement noted in several articles concerns cybersecurity, which involves a decrease in the
number of security incidents (n=4, 20%). Three studies highlight the benefits of improved compliance and
audits as well as better risk identification and risk control (n=3, 15%). Other improvements, such as
continuous monitoring and governance enhancement, are observed in two papers (n=2, 10%).

Implementation challenges in healthcare GRC adoption
Figure 7 shows the common challenges faced when implementing GRC frameworks in healthcare.

Vendor Risks

Resource Constraints

Organizational Culture

Skills Gaps

Legacy Systems

Framework Complexity

Figure 7. Implementation Challenges categories reported by the studies.
The challenges associated with implementing GRC frameworks are shown in Figure 7 below. The most
common challenges mentioned are resource limitations, skill limitations, and cultural barriers, each
appearing in three papers (n = 3; 15%). Other challenges, such as complex frameworks, existing systems,
and vendor challenges, are also mentioned but less frequently (n = 2; 10%). The complexity of regulations
is another challenge mentioned in some studies. It can be concluded that both organizational and technical
aspects affect the implementation of GRC frameworks. These challenges are not evenly distributed across
organizational contexts, and the reviewed studies suggest why. Resource and skills limitations are reported
almost exclusively by studies set in single-site or resource-constrained settings [7], [29], [23], [31], where
compliance and monitoring activity competes directly with clinical operating budgets; the same challenges
are largely absent from studies of large international or multi-national contexts [30], [2], where dedicated
governance staff are more often already in place. Cultural barriers and organizational culture challenges,
by contrast, are concentrated in studies describing Al or automation-related governance [4], [28], [1],
suggesting that resistance arises less from the technical demands of GRC frameworks themselves than from
the organizational change Al introduces to existing roles and decision rights. Legacy-system challenges are
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reported specifically in studies involving cloud- or loT-based infrastructure [18], [23], indicating that this
barrier is a property of the technology environment rather than of the chosen GRC framework. This pattern
implies that the same framework can succeed in one organizational context and stall in another for reasons
that have little to do with the framework’s own design, which is consistent with the framework-versus-
context distinction noted earlier in relation to Figure 7.

Governance mechanisms for integrating cybersecurity into organizational processes
Figure 8 shows how cybersecurity governance is integrated into organizational processes.

Unified Policy Controls - 1 {5%)

Cross-functional Teams 4 {(20%)

Executive Governance 5(25%

0 1 2 3 4 5
Number of Studies
Figure 8. Frequency of integration mechanisms.

Figure 8 highlights the role of cybersecurity governance within organization’s process. The most common
types of integration include cross-functional cybersecurity governance and risk management processes,
both of which are observed in four papers (n = 4; 20%). Other types of integration include continuous
monitoring and risk assessment, identified in three papers (n = 3; 15%), as well as integrated GRC and
strategic cybersecurity governance approaches, also found in three papers (n = 3; 15%). Less common types
of integration include compliance enforcement, incident response integration, and zero trust models, all of
which are noted in one paper (n = 1; 5%).

Best Practice Governance Models in Healthcare Cybersecurity
Figure 9 shows the best practice governance approaches identified across the selected studies.

Automation & Monitoring @3 (15%)
Workforce Training @ (20%)
Risk-based Impr @ (10%)
0.0 0s 10 15 2.0 25 30 35 40

Number of Studies

Figure 9. Best-practice recommendations
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Figure 9 shows the governance practices found in the reviewed literature. Risk-based continuous
improvement, workforce training, and zero-trust practices have been mentioned most often (n = 4; 20%).
Unified policies and automation are mentioned three times each (n = 3, 15%), while standardization through
framework mapping has been mentioned twice (n = 2, 10%). It can be concluded that efficient governance
relies mostly on continuous improvement, readiness, and new security practices.

DISCUSSION

This section interprets the study's findings in relation to the research questions and situates them within the
broader context of healthcare cybersecurity governance.

RQ1: GRC Frameworks Applied in Healthcare Cybersecurity

The findings clearly show the trend toward greater integration and adaptability of cyber-governance
practices, which are influenced by digital transformation [4], [19]. Even though traditional frameworks like
ISO 27001, HIPAA, and the NIST Cybersecurity Framework are still used in healthcare [7], [21], [17],
[30]. The focus shifts to methodologies that can address the issues related to the introduction of new
technologies. Al, cloud computing, and IoMT technologies change the existing paradigms of governance
in healthcare settings [27], [19],[24], [5]. Therefore, Al governance frameworks are becoming more
common, which is explained by increasing attention paid to the issue of accountability, transparency, and
ethical considerations associated with the implementation of Al solutions [24],[5],[25], [2].[5], [1].
Nevertheless, the findings also demonstrate that the majority of organizations lack the required readiness
for implementing Al governance frameworks due to insufficient skills and a lack of clarity regarding
regulations [22], [28]. The need for governance frameworks for cloud computing and 1oMT becomes
apparent because of the necessity to manage distributed and interlinked systems [19], [24], [25]. However,
certain barriers to the successful application of such frameworks are also identified, including complexity,
interoperability issues, and reliance on third-party suppliers [19], [24], [25]. Despite the fact that traditional
frameworks serve as a basis for standardization and ensure compliance with regulations [21], [30], their
usefulness appears to be rather limited in the context of digital transformation [21], [30]. The rigidity of
ISO 27001 and NIST frameworks is considered one of their drawbacks, which may make them unsuitable
for use in rapidly changing healthcare environments [7], [21], [30]. Enterprise-oriented frameworks, such
as COBIT and combined IT GRC frameworks, can play an important role in relation to the integration of
cybersecurity strategies in terms of an enterprise’s risk management policies [29], [23]. However, these
models can be too complex and expensive for healthcare organizations with insufficient resources to
implement. In conclusion, the findings suggest a trend toward the development of integrated cybersecurity
governance models within healthcare organizations.

RQ2: Advantages of GRC Frameworks in Healthcare Cybersecurity

From the above findings, several specific advantages emerge from using GRC frameworks as part of efforts
to improve cybersecurity governance in the healthcare industry. While GRC frameworks are not just for
compliance, they can be used as part of an organized process of managing cyber risks [4], [27], [29],[1].
The first major advantage is the increased maturity of the governance process, since GRC frameworks
define roles and governance processes [27], [29], [23], [1]. The above defines the increased alignment of
cybersecurity activities with organizational goals, thereby making cybersecurity a joint effort. At the same
time, the scale of these benefits depends on a number of factors, including leadership support and
organizational readiness [4], [23]. Another way in which GRC frameworks contribute to enhanced
cybersecurity posture concerns risk management and monitoring [14], [30], [24], [26]. The latter is
especially critical in the healthcare sector, where it impacts patient safety [14], [24], [26]. Another benefit
of GRC frameworks is compliance. Frameworks such as ISO 27001 and HIPAA help maintain necessary
documentation and policies and ensure compliance with data protection rules [21], [30], [31]. Even though
it promotes accountability, compliance-focused efforts may result in checklists that are not always
beneficial from the point of view of cybersecurity [30], [31].

GRC frameworks also allow for better risk identification and prioritization, making it easier for
organizations to use their limited resources wisely and address the biggest threats [7], [17],[25]. As a result,
cybersecurity becomes more proactive and risk focused. Overall, the analysis of findings suggests that GRC
frameworks offer more benefits than compliance alone. Their success mostly depends on proper
implementation.

630 | Scientific Journal of Informatics, Vol. 13, No. 3, August 2026



RQ3: Implementation Challenges in Healthcare GRC Adoption

Based on the information above, it could be argued that the use of GRC models in healthcare organizations
faces several difficulties. Even though the use of GRC models allows obtaining well-established techniques
of cyber governance, the implementation of the mentioned models often poses certain challenges related to
organization, technologies, and regulation [4], [21], [23], [31]. Firstly, resource shortages are a major
obstacle to implementing GRC models. Quite often, due to various reasons, healthcare organizations lack
sufficient resources for successful implementation, including financial, human, and temporal resources [4],
[21], [23], [31]. As a result, governance models are sometimes implemented only nominally, without the
resources needed to produce real change [4]. Another problem concerns the lack of necessary skills.
According to research data, healthcare organizations face a shortage of competencies in Al governance,
risk assessment, and cloud technologies. Thus, healthcare organizations find it challenging to manage IT
infrastructures [27], [29], [19], [26]. Organizational issues also tend to contribute to the problem. It appears
that cybersecurity governance in most cases is handled by technical experts without involving
organizational stakeholders [4], [15], [2]. Low levels of leadership involvement and awareness are likely
to exacerbate the situation [4],[2]. Moreover, healthcare organizations must address a variety of overlapping
standards and regulations, which creates additional barriers [21], [30], [31]. Instead of focusing on risks,
organizations may be forced to concentrate on compliance, which can lead to inefficient practices. Various
technical issues also represent a challenge for implementing GRC models [19], [24], [25]. For instance, the
reliance on legacy IT systems and vendor solutions limits opportunities to introduce innovations. In
summary, based on the presented findings, the main challenge associated with GRC implementation is not
a lack of tools but a lack of implementation.

RQ4: Integration of Cybersecurity into Enterprise Governance

The findings show that healthcare organizations start regarding cybersecurity as an important component
of enterprise governance, as opposed to a purely technical problem [4], [21], [15], [24], [31]. It is driven by
the increasing use of digital technologies such as artificial intelligence, cloud computing, and medical
devices, which require better coordination across organizational processes. The primary means of
integration into enterprise governance is executives' active participation in the process. Including
cybersecurity in the strategic planning helps organizations to better align their security needs with the
overall goals and risk management processes [4], [21], [15], [31]. At the same time, the effectiveness of
this strategy is possible only under the condition that the leadership is familiar enough with cybersecurity
issues [24]. Monitoring and reporting are other methods of integrating cybersecurity into enterprise
governance. They provide organizations with information about vulnerabilities and threats in real-time,
thus allowing for more flexible governance processes [14], [2], [26]. However, implementing these
processes requires the necessary technical infrastructure and skills. Another significant factor in integrating
cybersecurity into enterprise governance is cross-functional collaboration. In some cases, it can contribute
to solving the problem of organizational silos and improve organizational processes [27], [29], [19], [1].
As a result, cybersecurity issues will not be limited to technical departments. The integration of
cybersecurity into the processes of procurement and system development can be helpful, as it allows
moving away from purely regulatory activities and toward risk management [7], [17], [25]. Using unified
GRC platforms can also facilitate this process through increased visibility and reduced redundancy [21],
[23].

Thus, based on the above findings, one may conclude that the most efficient way to integrate cybersecurity
into enterprise governance includes the various aspects discussed.

RQ5: Best Practice Governance Models in Healthcare Cybersecurity

It becomes clear that, for successful cybersecurity governance, flexible, holistic models are needed rather
than compliance-based approaches. The review shows that the best practice always includes the elements
of adaptability, organization readiness, and the capability to respond to changes [4], [29], [22], [26].
Continuous, risk-based improvement is a widely discussed practice. It is necessary to be able to change
governance activities in view of changes in the technology and cybersecurity landscape [4], [29], [22], [26].
One more significant practice is workforce development. Collaboration of training and awareness
programs, along with management involvement, can help to improve governance [17], [28], [2], [1]. At the
same time, its implementation needs some effort. Zero-trust architecture is the best practice because of its
flexibility and efficiency [32]. Zero-trust models are effective because they incorporate verification and
access control policies highly relevant to the healthcare industry. Lastly, the use of a unified governance
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framework is another critical practice that helps to overcome fragmentation in cybersecurity governance
processes [5]. At the same time, such an approach can require many resources. To conclude, all these
practices should be combined to achieve success in governance.

Synthesis Gaps and the Need for an Integrated Governance Framework

Another significant issue identified in the literature review is the fragmentation of the healthcare
cybersecurity governance field, as researchers discuss frameworks independently and pay little attention to
interoperability. The frameworks reviewed in most papers are ISO 27001, NIST, Al governance, and
cybersecurity frameworks for cloud-based security solutions, which rarely work effectively. One of the
problems with existing governance frameworks is insufficient integration with operational processes. GRC
frameworks help improve governance maturity and compliance, but their implementation may prove
ineffective if organizations lack the resources to do so. It should be noted that the analysis of the papers
shows that while cybersecurity is a crucial component of modern organizations' infrastructure, it is not
necessarily incorporated into corporate governance. There are still healthcare providers who perceive
cybersecurity as a purely technical problem, without understanding the potential risks and dangers. Given
the emergence of new technologies, healthcare cybersecurity is evolving rapidly, making it increasingly
difficult to detect emerging risks and address cybersecurity challenges with traditional tools. For example,
frameworks that use emerging technologies such as Al, 10T, and cloud computing may not provide
sufficient cybersecurity due to their limited applicability and rigidity. Consequently, all the issues discussed
above require the development of an integrated governance model.

Proposed Integrated Healthcare Cybersecurity Governance Ecosystem Framework

Figure 10 shows the proposed integrated governance model for cybersecurity in healthcare based on the
results of the current review. According to this framework, cybersecurity governance can be viewed as a
system shaped by the interplay among regulatory factors, organizational procedures, GRC frameworks, and
digital health technologies. Unlike traditional views of cybersecurity, in which governance, compliance,
and security measures are treated separately, this framework integrates them.

Integrated Healthcare Cybersecurity Governance Ecosystem Framework

Regulatory & Policy Environment

« Data Protection Laws (GDPR, HIPAA)
» Cybersecurity Standards (IS0 27001, NIST)
* Al Governance Regulations

L 4

= GRC FRAMEWORKS

Risk Management Digital Health Infrastructure

» Board Governance + Cloud Platforms
+ Cross-Functional Teams + |oMT Devices
» Risk Integration * Al Systems

Continuous Monitoring & Feedback

+ Risk Monitoring
» Performance Metrics
+ Adaptive Governance

« Cybersecurity Resilience
* Regulatory Compliance
+ Data Protection

+ Patient Safety |

Figure 10. Integrated cybersecurity governance framework for digital healthcare systems
The novelty of this framework relative to existing models lies in what it combines rather than in any single
component. 1ISO 27001 and the NIST Cybersecurity Framework each provide rigorous control catalogs for
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information security, but treat regulatory, organizational, and technological governance as implicit
background rather than as explicit, interacting layers of the model itself. COBIT offers strong IT governance
and management structures but was not designed around the specific regulatory environment of healthcare
(e.g., HIPAA, GDPR) or the operational realities of connected medical devices and Al-based clinical
systems. HIPAA, in turn, defines compliance obligations but offers no structural guidance on how those
obligations should be governed alongside risk management or technology adoption. The frameworks
identified in this review's included studies (Table 4) each strengthen one of these layers, for example,
blockchain governance for data integrity [14], cloud governance for infrastructure [19], or Al governance
maturity models for emerging technologies [2], but none positions all four layers (regulatory and policy
environment, enterprise governance structures, digital health infrastructure, and continuous monitoring and
feedback) as explicitly interacting components within a single model. The framework proposed here
addresses this gap by making those interactions the organizing structure of the model itself, rather than
treating any one layer as primary and the others as supporting detail.

At the outer level, the framework recognizes the importance of regulatory and policy considerations,
including regulations on cybersecurity, data privacy, and Al. Such regulations influence the organization's
priorities and cybersecurity program management. This is why GRC frameworks are created and
implemented in the organization as the point of coordination for the proposed model. These frameworks
include 1SO 27001, NIST, HIPAA, COBIT, and the Al Governance Framework, helping to translate
regulatory considerations into governance processes. The other key point of the framework is the difference
between organizational and technological governance processes. The organizational ones include structures
such as executive oversight, the board of directors’ responsibilities, enterprise risk management, and
coordination, which support strategic decision-making. The technological ones include cloud computing,
EHRs, IoMT, and Al, which are important tools in business operations but also pose potential cybersecurity
risks. Another characteristic feature of the proposed framework is the ability to provide continuous
monitoring and feedback to identify new risks and process changes. In turn, the consideration of continuous
monitoring and feedback represents a transition from static, compliance-based cybersecurity governance to
a risk-based process. When combined, these processes affect important outcomes, including cybersecurity
resilience, regulatory compliance, continuity, data protection, and patient safety. In addition, the framework
accounts for some of the practical barriers discussed in the literature review, including resource constraints,
a lack of skilled personnel, regulatory complexity, governance fragmentation, and legacy technology. Each
of these obstacles could adversely affect the implementation of governance processes at the organizational
level. It should be noted that although the proposed framework is described as a multi-layered structure, it
constitutes a holistic system in which each element continually influences the others.

IMPLICATIONS

Practical Implications

The above results imply a shift from cybersecurity-centered governance methods to holistic approaches in
healthcare organizations. The holistic approach needs to take into consideration involvement at the highest
level through management and the board, along with cooperation between departments, to mainstream
cybersecurity in healthcare governance. With the adoption of innovations such as artificial intelligence and
cloud computing in modern healthcare organizations, there is a need for governance that ensures data
integrity and monitoring.

Theoretical Implications

Based on the above discussion, it is evident that a shift away from purely technical cybersecurity
governance toward holistic governance becomes necessary in healthcare organizations. Holistic governance
requires the involvement of top management, the board of directors, and other departmental members in
cybersecurity within healthcare governance. This requirement arises from the use of new technologies, such
as artificial intelligence and cloud computing, in modern healthcare systems, which extend cybersecurity
risk beyond the IT department and into clinical and administrative operations.

Policy Implications

The above findings highlight the need for cooperation in cybersecurity governance within the healthcare
industry. The policies may be inconsistent at times, which makes it difficult for organizations to maintain
a coherent approach while implementing the policies. It is necessary for policymakers to ensure that such
policies are consistent and aligned across data protection, cybersecurity, and even Al governance. There
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should also be efforts made to foster capacity development within the organizations. This will ensure the
successful implementation of policies through proper cybersecurity governance practices.

LIMITATIONS

There are several limitations of this study, which need to be noted. First, only specific English-language
databases and articles were used for the analysis. It may lead to the exclusion of relevant studies and
negatively impact the representativeness of findings. Second, the study was conducted as a qualitative
analysis of existing literature, not as an empirical study. Thus, the conclusions made concern the practice
described in the literature but not implemented. Also, one needs to pay attention to the differences in
research methodologies and contexts among the chosen papers. It can complicate the analysis and
comparison process. Finally, the applicability of suggested frameworks will depend on the specifics of the
healthcare system, including its level of digitalization, legislative support, and available resources.

FUTURE WORKS

Several directions for future research follow from this study. One priority is an empirical investigation into
the impact of GRC models on the operations of healthcare organizations, demonstrating their impact and
scalability across different settings. Another area for further research is the effect of organizational
governance maturity on an organization's ability to build cybersecurity resilience under resource
constraints. Future research will also need to focus on governing new technologies such as Al.

CONCLUSION

The purpose of this research paper was to analyze the role of GRC framework models in implementing
cybersecurity governance in healthcare organizations. The research found a shift from control-based
frameworks to cybersecurity governance frameworks that align with risk management strategies, regulatory
requirements, and new technological solutions. Though existing frameworks such as 1SO 27001 and NIST
remain relevant, the growing popularity of Al and cloud computing may bring changes in this area. A
further finding of this study is that success factors for cybersecurity governance are related to the integration
process at the organizational, technological, and regulatory levels. Among them, executive sponsorship, the
maturity level of cybersecurity governance, and continuous monitoring were highlighted, while skill set
limitations, lack of budget, and outdated technology were identified as potential obstacles. Therefore, the
present paper summarizes the existing literature on GRC frameworks in the context of cybersecurity
governance in healthcare organizations.
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