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Abstract.

Purpose: This paper focuses on examining the robustness of a cooperative Multi-Agent Reinforcement Learning
(MARL)-based Intrusion Detection System (IDS) for intrusion detection in decentralised 5G security settings. Even
though MARL techniques have proven effective against dynamic threats in decentralized 5G networks, current research
has not considered any adversarial scenarios at all.

Methods: A cooperative MARL-based Intrusion Detection System was developed through the CRISP-DM approach.
Radio Access Network (RAN), MEC, and Core agents were trained using Centralised Training with Decentralised
Execution (CTDE) and Deep Q-Network (DQN) methods. The algorithm was tested on the NSL-KDD and UNSW-
NB15 datasets against Fast Gradient Sign Method (FGSM) evasion attacks (¢ = 0.05-0.30) and Byzantine poisoning
attacks with 5%, 10%, and 20% compromised agents.

Result: The model achieved 96.94% accuracy on NSL-KDD and 85.15% on UNSW-NB15 in clean scenarios. The
FGSM attack at € = 0.20 resulted in substantial performance deterioration, leading to accuracy drops of 50.14 and 45.26
percentage points, respectively, and a simultaneous increase in false positives. Byzantine poisoning produced smaller
but persistent decreases in accuracy of 12.03 and 2.62 percentage points, respectively.

Novelty: This study provides among the first empirical evaluations of adversarial fragility in cooperative MARL-based
intrusion detection within distributed 5G-oriented security abstractions, demonstrating that cooperative intelligence
alone does not guarantee adversarial robustness.
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INTRODUCTION

The advent of Sth generation (5G) wireless communication technology has revolutionized the modern
digital landscape through ultra-low-latency communication, Software Defined Networking (SDN),
Network Function Virtualisation (NFV), and Multi-access Edge Computing (MEC) [1]-[4]. These
capabilities support critical applications such as industrial automation, autonomous systems, healthcare
services, and smart city ecosystems, where reliability, scalability, and continuous connectivity are essential
[4], [5]. Nevertheless, the very same architectural versatility that enables intelligent service orchestration
also significantly expands the cyberattack surface across radio access, edge, and core networks. Recent
studies have found a persistent trend of attacks on telecommunication systems over the period from 2020
to 2023 [6], [7]. Furthermore, the stringent latency requirements associated with Ultra-Reliable Low-
Latency Communication (URLLC) services require intrusion detection systems capable of identifying and
responding to threats within extremely short operational timeframes [6], [8].

Conventional Intrusion Detection System (IDS) techniques, such as rule-based techniques and classical
machine learning techniques, have been designed for environments that do not change dynamically,
limiting their effectiveness in dynamically evolving threat environments [4], [5], [7], [9]. Although such
techniques can produce excellent results in laboratory settings, their applicability is severely restricted in
unpredictable 5G environments due to decentralised decision-making and adversarial actions [10], [11].
Notably, cybersecurity surveillance in 5G systems cannot be viewed solely as a classification problem, as
the network state, attacks, and system state change constantly over time and across layers [10], [11]. As
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such, intrusion detection in 5G systems becomes more akin to a sequential decision problem, requiring
dynamic policies that adapt to a changing environment.

Within this context, Multi-Agent Reinforcement Learning (MARL) has emerged as a promising paradigm
for distributed cybersecurity in 5G environments [10], [11]. The MARL framework enables multiple
cooperating agents to learn adaptive security policies from their interactions with a constantly changing
environment in a distributed network setting. Centralized Training with Decentralized Execution (CTDE)-
based techniques are especially appealing because they enable coordinated learning during training while
retaining independent decision-making during execution [12]. Recent studies applying reinforcement
learning, federated learning, and agentic Al techniques to 5G security have demonstrated promising
intrusion-detection capabilities in simulated environments [13],[14],[15],[16],[17]. Federated learning-
based approaches have reported detection rates exceeding 94%, while Deep Q-Network (DQN)
architectures and cooperative MARL frameworks have demonstrated adaptive threat-mitigation capabilities
in distributed network settings [16], [18], [19],[20]. However, most existing research is highly dependent
on simulations and simple traffic conditions. It benchmarks that fail to depict the true nature of today’s
virtualized 5G infrastructure [21],[22], [23].

Contemporary MARL intrusion detection research also shows a significant lack of adversarial robustness
testing, typically evaluating learned policies only under normal operating conditions without considering
an intelligent adversary that manipulates observations, rewards, or inputs [21]. This particular limitation is
especially crucial, as adversarial machine learning attacks target the learned representation and coordination
of the MARL algorithm. Recent work has begun to apply cooperative and multi-agent reinforcement
learning directly to network intrusion detection [24], [25], including comprehensive reviews of RL-based
detection in communication networks [26], and multi-agent security studies that explicitly examine how
adversarial or “weaponized” agent actions and anomalous behaviour can undermine coordination in MARL
systems [27], [28]. In parallel, work on robustifying reinforcement learning policies against observation
perturbations [29] and broader treatments of MARL for cybersecurity applications [30] further motivate
the need for the adversarial evaluation undertaken in this study, though none of these directly evaluate
cooperative MARL-based intrusion detection under both feature-space and coordination-level attacks
within a 5G-oriented distributed security abstraction, which remains the specific gap this paper addresses.
While Fast Gradient Sign Method attacks seek to misclassify by manipulating the input representation with
adversarial perturbations, Byzantine attacks aim to disrupt distributed learning through observation
manipulation, reward manipulation, or disruption of coordination behaviour among cooperative agents
[31],032],[33]. This study addresses this gap by evaluating the adversarial robustness of an intrusion
detection system based on MARL, developed for deployment in distributed 5G-oriented security
environments. In this research, intrusion detection is formulated as a partially observable multi-agent
sequential decision-making problem in which three cooperative agents act on behalf of the Radio Access
Network (RAN), the Multi-access Edge Computing (MEC) layer, and the core network. By applying a
CTDE-based approach, these agents learn intrusion detection policies while executing their tasks
independently. Different from prior studies that focused on the evaluation of MARL architectures only in
a benign setting, this research considers the effects of Fast Gradient Sign Method (FGSM) and Byzantine
attacks.

This study investigates five research questions covering clean-condition performance, adversarial
degradation, coordination fragility, and cross-dataset robustness: RQ1: How effectively does a cooperative
MARL intrusion detection framework detect cyber threats under benign conditions across legacy and
contemporary intrusion detection datasets? RQ2: How do FGSM perturbations affect the detection
performance and stability of MARL-based intrusion detection systems in distributed 5G-oriented
environments? RQ3: To what extent do Byzantine poisoning attacks compromise coordination and
detection performance within cooperative MARL security architectures? RQ4: How does adversarial
robustness behaviour differ between NSL-KDD and UNSW-NBI15 datasets under identical MARL
evaluation conditions? RQS5: What do the observed adversarial degradation patterns reveal about the
resilience limitations of cooperative MARL-based cybersecurity systems?

This research contributes in four ways: it (i) models intrusion detection as a cooperative partially observed
multi-agent reinforcement learning problem using distributed 5G-based security abstractions; (ii)
experimentally tests adversarial vulnerability to FGSM evasion and Byzantine attacks; (iii) conducts cross-
dataset robustness analysis using legacy and modern intrusion detection benchmarks under equal
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adversarial conditions; and (iv) shows that cooperation and robustness pose different design challenges for
distributed cybersecurity systems.

More broadly, cross-dataset testing in this study reveals discrepancies in intrusion detection effectiveness
and robustness between legacy and contemporary datasets, suggesting that a single evaluation metric, such
as NSL-KDD, is inadequate for modern network security [22]. The resulting benchmarks of adversarial
degradation are expected to inform robustness-based evaluation metrics for future MARL-based
cybersecurity approaches [21].

Whereas most previous MARL-based intrusion detection studies measure performance only in normal, non-
adversarial settings, this study’s primary contribution is not a new MARL algorithm but a systematic
assessment of how cooperative intrusion detection policies, evaluated across both legacy and modern
benchmark datasets, perform under feature-level and coordination-level adversarial attacks.

The rest of the paper is structured as follows. In Section 2, we provide the research methodology, including
the system architecture, data sets, attack realization, and evaluation process. Section 3 describes the
experimental results for both normal and adversarial scenarios. Lastly, in Section 4, we conclude the paper
by highlighting the implications of adversarial fragility on distributed MARL security systems, as well as
the study limitations and future work directions.

METHODS
This Section follows the steps that were conducted in the research.

Research Design

This study applies an experimental research approach based on the CRISP-DM (Cross-Industry Standard
Process for Data Mining) methodology. The chosen methodology is based on CRISP-DM due to its
structure and iterative character as a method of building data mining systems. It includes six stages of the
process, which are business understanding, data understanding, data preparation, modelling, evaluation,
and deployment [34]. The CRISP-DM methodology aligns well with this study because it can be applied
to the process of building reinforcement learning models that undergo iterative training, evaluation, and
optimization cycles. The main objective of this study is to design and evaluate a MARL-based Intrusion
Detection System (IDS) from the perspective of robustness under attack. To reduce stochastic variation,
the preprocessing pipeline, dataset split, model configuration, attack settings, and hyperparameters were
kept consistent across all experimental conditions. The reported results should therefore be interpreted as
controlled experimental outcomes under a fixed configuration rather than seed-averaged statistical
estimates. Future work should extend this evaluation by using multiple independent random seeds,
reporting the mean and standard deviation, using confidence intervals, performing exact significance
testing, and conducting effect-size analysis to provide deeper insight into the variability in adversarial
robustness.
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Figure 1. Proposed Centralized Training with Decentralized Execution (CTDE)-based MARL intrusion
detection architecture for distributed 5G-oriented security environments, depicting RAN, MEC, and Core
agents with joint Q-value updating through the Bellman equation.

Multi-Agent Decision Formulation
Intrusion detection within distributed 5G-oriented environments is formulated as a Partially Observable
Markov Decision Process (POMDP) represented by the tuple:

G = (N,S8,{03i=1" {A}i-, T, R,y ) (1)

where V= {RAN, MEC, Core} is the set of cooperative agents, S is the global state space, O; are the local
observation spaces, A; are the agent action spaces, I refers to the transition function, & refers to the
common team reward, and y € (0, 1] is the discount factor. The objective for each agent is to learn a local
policy mi(a; | 0;), such that:

J(m) = E[Zttht] )

The global state s, € S represents the entire feature vector obtained from the network traffic data after
preprocessing. In a distributed telecom environment, where there cannot be complete visibility across all
network layers at once, the agents have partial observations oj; € 0;. The feature vector is divided into three
parts that cover abstracted distributed observability across the Radio Access Network (RAN), Multi-access
Edge Computing (MEC), and core network layers:

ot = s0: do] 3)
Otz = St[do : do + d1] (4)
o = sdo+dy: F] %)

where F is the feature dimensionality and do, di, dz represent roughly equivalent partitions of the feature
space. This kind of partitioning does not entail a one-to-one correspondence between individual features
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and 5G telemetry variables, but rather mimics decentralized monitoring in partially observable settings.
Consequently, the partitioning strategy should be viewed primarily as a distributed observability
approximation designed for controlled coordination analysis rather than a semantically exact decomposition
of real telecom-layer telemetry streams. Each agent makes its own choice from a binary action set:

A; = {0 (allow),1 (flag attack) } (6)

The final classification result is determined by majority voting among agents, where traffic is considered
malicious if at least two agents classify it as such. Majority voting has been chosen because it offers
lightweight cooperation without the need for extensive interaction among agents, which might be difficult
in low-latency network environments.

The environment evolves in an orderly manner based on the network traffic traces. In each time step, the
agents perceive the current state of traffic, take actions, receive a reward, and then move on to the next
traffic observation:

Sts1 — X[t + 1],
t < TSy = X[T]'
t=T (7

where X stands for the ordered set of traffic logs, and T indicates the final step of the episode. In such a
sequential framework, the dynamic nature of intrusion detection policies in continuously evolving traffic
distributions is captured rather than classifying static examples.

The transition s_(t+1)=X[t+1]is exogenous because the next state is the next record in the traffic stream
rather than a direct consequence of agent action. The MARL framework is retained because the task
involves partial observability, shared-reward learning, majority-vote coordination, and sequential policy
refinement across traffic observations. This is therefore a controlled POMDP-style abstraction rather than
a fully action-conditioned telecom simulation. All agents share a common reward function defined
according to the majority-voted decision ¥ relative to the ground-truth label y:

Ry = +10if§y = landy = 1 ®)
R = —1.0if§y = 0andy =1 ©)
Ry = —05ify = landy = 0 (10)
Ry = 402ify = 0andy = 0 (11)

The asymmetric reward structure penalizes missed attacks more harshly than false positives, reflecting the
operational priority of detection completeness in security-sensitive network environments.

In adversarial settings, the environment’s dynamics can be altered by perturbing the feature space during
inference (FGSM evasion) or by perturbing observations and rewards to impact coordinated actions
(Byzantine poisoning). The perturbations can help determine if the learned policies for cooperation are
robust to adversarial manipulations. Although simplified, the proposed formulation provides a controlled
experimental abstraction of cooperative sequential intrusion detection under distributed observability
conditions rather than a full operational simulation of 5G-oriented infrastructures.

System Architecture and MARL Model

The proposed system is based on a Multi-Agent Reinforcement Learning architecture that models the
distributed nature of 5G-oriented environments [12]. MARL was selected over single-agent reinforcement
learning because 5G networks are inherently distributed across multiple layers, and a single centralized
agent cannot realistically capture the localized decision-making requirements of the RAN, edge, and core
[12]. More importantly, cooperative MARL enables the study of coordination fragility under adversarial
disruption, which cannot be meaningfully investigated with purely centralized intrusion-detection
architectures. The system consists of three cooperative agents. The RAN Agent monitors radio-level traffic
and detects anomalies at the access layer. The MEC Agent performs edge-level analysis and intermediate
decision-making. The Core Agent handles global network decisions and overall threat classification. The
three-agent structure abstracts distributed observability across access, edge, and core network layers [21].
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The agents operate using a Centralized Training with Decentralized Execution (CTDE) approach. CTDE
was chosen because it resolves the fundamental tension between coordination and scalability in MARL
systems: during training, agents share information and learn a joint policy to improve coordination, while
during execution, each agent acts independently based on local observations, ensuring real-time
responsiveness consistent with 5G latency requirements [12]. The MARL model is implemented using a
Deep Q-Network (DQN) algorithm, where each agent learns an optimal detection policy through iterative
interaction with the environment. DQN was selected over more complex alternatives such as PPO, QMIX,
and MADDPG to establish a controlled and interpretable baseline for adversarial robustness evaluation
[16].

In this implementation, centralization occurs through a shared team reward and synchronized training
episodes, while each agent maintains its own Q-network and replay buffer. Therefore, the architecture is
best interpreted as cooperative independent Q-learning with reward-level centralization rather than full
CTDE with a joint critic or parameter sharing. This clarification is important because the study focuses on
adversarial fragility in cooperative decision-making rather than proposing a new CTDE algorithm.
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Figure 3. End-to-end training and adversarial evaluation pipeline incorporating FGSM evasion and
byzantine poisoning attack injection.

As shown in Figure 3, the training pipeline incorporates adversarial perturbations during evaluation. The
FGSM attack is formulated as x’ = x + ¢ - sign(Vy/), allowing assessment of model robustness under
controlled adversarial conditions. The training process followed a cooperative independent DQN procedure
over 150 episodes. At each episode, mini-batches of 2,000 training samples were used to update the three
agent-specific Q-networks. Agents selected binary actions; the final intrusion decision was obtained via
majority voting, and each agent was updated using the shared team reward and the Bellman target. During
evaluation, the trained policies were frozen and applied to clean, FGSM-perturbed, and Byzantine-
corrupted test conditions.

Datasets

Two data sets are used to parameterize the network environment and assess the generalization ability of
learned policies across varying traffic profiles. In this regard, the NSL-KDD data set offers an environment
with four types of attacks: DoS, Probe, R2L, and U2R, for which comparisons with previous work can be
made [22]. However, since NSL-KDD predates the 5G architecture, any policies learned from it might
never encounter the variety of attacks in the current virtualized network environment, an aspect specifically
tested in this paper using cross-dataset analysis [22].
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The UNSW-NBI15 dataset provides a more complex and contemporary environment, with nine attack
categories, including Fuzzers, Backdoors, Exploits, and Reconnaissance, generated under realistic traffic-
simulation conditions [22], [23]. Training agents in such an environment exposes them to more varied state
distributions and harder reward landscapes, helping evaluate whether cooperative policies remain effective
under greater traffic diversity and class imbalance. Comparing the performance of the same agents across
two environments reveals how the complexity of the state space influences results, an aspect difficult to
assess in purely supervised learning evaluations [21].

Neither dataset contains native 5G network traffic; both were instead used to configure controlled,
distributed security environments that reflect key 5G characteristics, such as decentralized monitoring and
collaborative decision-making. The aim is therefore not to replicate real-world 5G behaviour, but to assess
MARL adversarial robustness within distributed security scenarios inspired by telecommunications
environments.

Data Preprocessing and Splitting

The datasets undergo a standardized preprocessing pipeline to ensure compatibility with the MARL model.
First, data cleaning involves the removal of duplicate and inconsistent records to prevent bias during
training. Second, feature encoding converts categorical features such as protocol type and service flags into
numerical form using one-hot encoding, as reinforcement learning state representations require fully
numerical inputs [22]. Third, feature scaling normalizes all continuous features to the range [0, 1] using
Min-Max scaling. This is particularly important for FGSM attack implementation, where perturbation
bounds must be defined within a consistent numerical range to ensure meaningful epsilon values [31].
Fourth, feature selection applies a variance threshold to remove features with near-zero variance, retaining
the most informative features to reduce dimensionality and improve training efficiency without sacrificing
detection capability.

The data is split into a training and test set at an 80:20 ratio. The former is used only to generate the
environment’s state space for the agents to learn their detection policies, with a batch size of 2,000 samples
per iteration. The latter is kept aside for policy evaluation, both in clean and in adversarial environments,
to ensure that the agent has not seen all the environment states seen by the policy during its evaluation
phase before [22].

Model Training and Hyperparameter Configuration

Hyperparameters are configured as follows and justified individually. A learning rate of 0.001 is used
because it is well established as a stable default for Adam optimization in deep reinforcement learning,
balancing convergence speed against the risk of overshooting optimal policy values [11]. A discount factor
of vy = 0.99 is selected so that agents weight future rewards heavily, encouraging policies that sustain
detection performance across an entire episode rather than maximizing immediate reward on individual
records. This is critical in sequential network monitoring, where a short-term action such as allowing
ambiguous traffic can influence the system’s cumulative detection outcome over subsequent time steps. A
batch size of 64 is used to provide stable gradient estimates during experience replay without excessive
memory overhead. All reported results were obtained using a fixed training budget of 150 episodes per run,
consistently applied across both datasets and all clean and adversarial evaluation conditions. Preliminary
experimentation across a broader range of episode counts, from 100 to 200, was used only to confirm that
150 episodes were sufficient to achieve stable policy convergence before this value was fixed for the final
experiments.

Adversarial Attack Implementation

To evaluate robustness, two types of adversarial attacks are systematically applied to the trained MARL
system. The first is the Fast Gradient Sign Method (FGSM) evasion attack. FGSM was selected as a
computationally efficient white-box adversarial baseline to systematically assess sensitivity to feature-
space perturbations in learned MARL policies, providing a reliable worst-case benchmark for evaluating
model vulnerability to input perturbations [31]. FGSM generates adversarial examples by adding
perturbations to input features in the direction of the gradient of the loss function with respect to the input,
scaled by a perturbation magnitude epsilon. The attack objective was to induce malicious traffic
misclassification through gradient-aligned perturbation of normalized input representations. Experiments
are conducted on the test dataset at epsilon values of 0.05, 0.10, 0.20, and 0.30 to measure the degradation
of detection performance across a range of perturbation intensities. For FGSM, continuous normalised
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network traffic features were perturbed according to the adversarial intrusion-detection literature [31]. All
perturbed feature values were then clipped to [0,1] to ensure feature validity.

The second attack is Byzantine poisoning. Byzantine attacks are used because they specifically target the
multi-agent coordination component of the MARL approach, thereby providing a threat model for
distributed learning systems that has not previously been studied in the context of 5G security [32]. The
Byzantine attacks are introduced into the simulation by labelling a proportion of agents as Byzantine during
the testing phase. Byzantine agents behave untruthfully using two different methods simultaneously.
Firstly, Byzantine agents have their observations modified by adding bounded noise to their observations:
o = o + g,, where &, ~ U(—=0.1, 0.1) for all observation variables. Secondly, the reward function of
Byzantine agents is distorted by adding noise & to the value of R, where & ~ U(—0.5, 0.5). Thus, Byzantine
attacks provide an agent that does not correctly perceive the environment and receives incorrect feedback.
Three poisoning intensities were simulated by probabilistically applying Byzantine corruption behaviour
during evaluation, corresponding to low-, moderate-, and high-intensity coordination corruption settings,
approximating perturbation exposure levels of 5%, 10%, and 20% across sequential interaction steps.

During evaluation, the trained policies are frozen. Therefore, observation corruption is the mechanism that
changes Byzantine-agent behaviour, because corrupted observations are passed into fixed Q-networks and
may alter selected actions. Reward corruption is retained only as a diagnostic bookkeeping disturbance and
does not directly change evaluation-time decisions. Parameter-level corruption is shown conceptually in
the attack model but was not implemented in the present experiments.

The Byzantine threat model used in this study was designed to simplify the representation of coordination
failures in a distributed learning system. Rather than attempting to capture every possible form of Byzantine
behaviour, it focuses on introducing inconsistencies in observations and rewards that can interfere with
cooperation between agents while keeping the experiments manageable and reproducible. Other forms of
Byzantine attacks, such as adaptive policy manipulation, malicious parameter updates, and coordinated
collusion among compromised agents, were not considered in this work and offer valuable opportunities
for future research.

Evaluation Metrics

The performance evaluation is based on the following five criteria: accuracy (number of correctly classified
samples), precision (percentage of samples marked as attacks that were indeed attacks), recall (percentage
of actual attacks that were detected correctly), F1-score (harmonic average of precision and recall), and
False Positive Rate (FPR) [21]. The robustness test is performed by calculating the absolute degradation
between clean and adversarial samples for each criterion.

Tools and Implementation Environment

All experiments were implemented in Python using the PyTorch framework for MARL model development
and optimization. Supporting libraries such as NumPy, Pandas, and Scikit-learn were used for
preprocessing, feature encoding, normalization, and performance evaluation. The Adam optimizer was
configured with a learning rate of 0.001, and Min-Max normalization was applied to scale continuous
features to the [0, 1] range required for stable adversarial perturbation analysis.

Training and evaluation were conducted in the Google Colab environment using CPU-based execution.

Baseline Models for Comparative Evaluation

To evaluate adversarial robustness across different learning paradigms, three baseline models representing
classical machine learning, centralised deep learning, and single-agent reinforcement learning were
evaluated on identical datasets, with the same preprocessing pipelines and performance metrics.

RESULT AND DISCUSSION

This Section presents the performance of the proposed Multi-Agent Reinforcement Learning (MARL)-
based intrusion detection system under normal and adversarial conditions. The evaluation is conducted
using the NSL-KDD and UNSW-NBI1S5 datasets across three experimental conditions: baseline clean
performance, performance under FGSM evasion attacks, and performance under Byzantine poisoning
attacks. All results are reported using accuracy, precision, recall, Fl-score, and false-positive rate, as
defined in the methodology. These baselines are Random Forest (classical machine learning), MLP
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(centralized deep learning), and single-agent DQN (reinforcement learning without distributed
observability or majority voting).

Baseline Performance (No Attacks)

To address RQI1, the proposed MARL framework was evaluated under benign conditions without
adversarial interference. As shown in Table 1, the system achieved strong detection performance on both
datasets, with substantially higher performance observed on NSL-KDD than on UNSW-NB15.

Table 1. Baseline performance under clean conditions

Metric NSL-KDD UNSW-NBI15
Accuracy 96.94% 85.15%
Precision 96.95% 87.77%
Recall (DR) 96.94% 85.15%
F1-Score 96.94% 85.13%
FPR 3.38% 24.50%

The improved initial performance observed in NSL-KDD likely reflects low traffic diversity and a simple
distribution of attacks in this traditional data set. However, the introduction of greater traffic diversity and
class imbalance in UNSW-NBI15 made cooperative policy learning more challenging. These findings
reinforce concerns about the use of simplified datasets for assessing Al-based IDS. The higher false-
positive rate observed in the UNSW-NB15 dataset further suggests that the greater diversity in both network
traffic and attack types introduced more uncertainty into the cooperative decision-making process learned
by the agents. This highlights the importance of testing intrusion detection systems in more complex,
realistic network environments rather than relying solely on simpler benchmark datasets.

Performance Under FGSM Evasion Attack

To assess the system’s robustness to evasion-based manipulations (RQ2), FGSM attacks were conducted
with different € values, with &€ = 0.20 chosen for the main analysis due to its balance between perturbation
effectiveness and operational plausibility.

Table 2. FGSM attack impact (epsilon = 0.20)

Metric NSL-KDD Before NSL-KDD After UNSW Before UNSW After
Accuracy 96.94% 46.80% 85.15% 39.89%
Precision 96.95% 45.89% 87.77% 39.67%
Recall 96.94% 46.80% 85.15% 39.89%
F1-Score 96.94% 45.50% 85.13% 34.78%
FPR 3.38% 38.13% 24.50% 85.06%

The UNSW-NBI15 post-FGSM false-positive rate was rechecked against the evaluation output before
resubmission to ensure that it was not copied from the clean-condition accuracy value. The UNSW-NB15
false positive rate under FGSM (e=0.20) attack (85.06%) and the UNSW-NBI15 baseline accuracy (85.15%)
are numerically close but arise from unrelated quantities computed on different subsets of predictions; this
proximity is coincidental rather than indicative of a data-reporting error.

Perturbation using the FGSM method resulted in severe degradation across all detection metrics for both
data sets, reflecting the high sensitivity of the learned MARL policies to gradient-based feature-space
attacks. Even modest perturbations were sufficient to destabilize the learned policy boundaries and
substantially increase false-positive behaviour. Notably, this performance degradation was consistent
across both legacy and recent data sets, indicating that policy learning was not robust to such feature attacks.
It is important to note that FGSM represents a worst-case white-box adversarial scenario, where
perturbations are generated using gradient information from the target model itself. As a result, the
significant performance degradation observed under FGSM conditions should mainly be interpreted as
evidence of the model’s sensitivity to adversarial manipulation in the feature space, rather than as a direct
reflection of likely attack success rates in real-world telecom environments. The pronounced degradation
observed at relatively low epsilon values may further suggest that reinforcement-learning decision
boundaries are vulnerable to sequential state perturbations, with minor disruptions introduced early
intensifying across subsequent cooperative policy actions.

The full epsilon-level FGSM results show that accuracy does not decline monotonically with increasing
epsilon: NSL-KDD accuracy drops sharply from 66.82% at €=0.05 to 43.58% at €=0.10, but then partially
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recovers to 46.80% at €=0.20 and 45.51% at €=0.30. This pattern is consistent with two known properties
of gradient-based evasion attacks in bounded-input spaces. First, because all perturbed features are clipped
to [0, 1] to preserve feature validity, larger epsilon values increasingly saturate at the clipping boundary
rather than translating into proportionally larger effective perturbations, which can flatten or partially
reverse the degradation curve at higher €. Second, FGSM perturbations are computed in a single gradient-
sign step, so once ¢ is large enough to push samples well past the nearest decision boundary, further
increases in & do not necessarily push samples into regions of even lower model confidence, and can in
some cases move samples into a different, more ambiguous decision region. We note this pattern was
observed in a single representative evaluation run per epsilon level; multi-seed averaging (see Section on
future work) would help determine how much of this non-monotonicity is a stable feature-space effect
versus run-to-run stochastic variation. These results reinforce broader concerns regarding the fragility of
deep representation-learning models in security-critical contexts. In distributed intrusion detection systems,
adversarial distortions may not only affect classification accuracy but also destabilize coordinated actions.

Performance Under Byzantine Poisoning Attack
To investigate coordination fragility under poisoning conditions (RQ3), Byzantine-compromise scenarios

were introduced by corrupting subsets of cooperative agents via observation and reward manipulation.

Table 3. Byzantine attack impact (20% agent compromise)

Metric NSL-KDD Before NSL-KDD After UNSW Before UNSW After
Accuracy 96.94% 84.91% 85.15% 82.53%
Precision 96.95% 85.49% 87.77% 82.90%
Recall 96.94% 84.91% 85.15% 82.53%
F1-Score 96.94% 84.80% 85.13% 82.59%
FPR 3.38% 8.00% 24.50% 19.31%

As shown in Table 4, Byzantine poisoning resulted in less severe but more persistent degradation compared
to FGSM evasion. While the FGSM attack affected feature representation, the Byzantine attack disrupted
cooperative coordination behaviour by slowly corrupting local observations and rewards within the
compromised agent.

The degradation patterns confirm that cooperative MARL architectures remain susceptible to both input-
level and coordination-level adversarial manipulation. Although Byzantine poisoning produced measurable
degradation in both datasets, the impact was more pronounced in NSL-KDD than in UNSW-NBI5.

The comparatively smaller degradation observed on UNSW-NBI15 may reflect differences in traffic
diversity and state-space complexity rather than definitive evidence of improved coordination robustness.
Nevertheless, because the cooperative framework comprised only three agents, the observed poisoning
effects could be attributed to random voting.

The non-monotonic performance degradation observed as Byzantine-compromise levels increased may
therefore be linked to stochastic coordination effects within the simplified three-agent majority-voting
setup, rather than reflecting consistent robustness behaviour. This limitation should be taken into account
when interpreting the poisoning-resilience results obtained using the cooperative architecture in this study.
Overall, the findings suggest that cooperative coordination mechanisms alone are insufficient to guarantee
resilience against distributed adversarial manipulation within MARL-based cybersecurity systems.

Cross-Dataset Comparison
Cross-dataset evaluation was conducted to assess whether adversarial robustness behaviour differed

between legacy and contemporary intrusion detection environments (RQ4).

Table 4. Performance comparison across datasets and conditions

Condition NSL-KDD Accuracy UNSW-NBI15 Accuracy Gap
Baseline 96.94% 85.15% 11.79pp
FGSM Attack 46.80% 39.89% 6.91pp
Byzantine 20% 84.91% 82.53% 2.38pp

Cross-dataset evaluation demonstrated that stronger clean-condition performance did not necessarily
correspond to improved adversarial robustness. Although NSL-KDD achieved a much higher baseline
accuracy, both datasets suffered significant performance degradation when subjected to adversarial
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perturbations, especially under FGSM attacks. These findings reinforce concerns regarding the continued
reliance on legacy benchmark datasets when evaluating the adversarial robustness of Al-based
cybersecurity systems.

3.5 Robustness Analysis

The degradation patterns shown in Table 5 indicate that feature-space perturbation produced substantially

greater disruption than coordination-level poisoning across both datasets. FGSM attacks consistently

destabilized learned policy boundaries and significantly increased false-positive behaviour, while

Byzantine attacks generated comparatively smaller yet persistent degradation by corrupting local

observations and reward dynamics. Collectively, these findings indicate that cooperative intelligence alone

does not guarantee adversarial robustness within distributed MARL-based intrusion detection systems.
Table 5. Performance degradation under adversarial conditions (%)

Attack Type NSL-KDD Drop UNSW-NBI15 Drop
FGSM (¢ =0.20) 50.14pp 45.26pp
Byzantine (20%) 12.03pp 2.62pp

The degradation analysis was conducted descriptively by comparing clean-condition performance with
adversarial-condition performance under the same preprocessing pipeline, model configuration, and
evaluation metrics. Because the reported tables do not provide seed-averaged estimates, the results are
interpreted as controlled experimental evidence of robustness degradation rather than formal statistical
inference. Future work should repeat each condition across multiple random seeds and report the mean,
standard deviation, confidence intervals, exact p-values, and effect sizes.

To address this more directly: the FGSM results in Appendix Table Al show that accuracy drops sharply
between epsilon = 0.05 and 0.10, then partially recovers at 0.20 before flattening at 0.30, rather than
declining monotonically as epsilon increases. Likewise, the Byzantine results show that accuracy for 20%
compromised agents exceeds that for 5% and 10% on both datasets, which is counterintuitive if a higher
proportion of compromised agents were expected to cause a proportionally larger degradation. We believe
two factors plausibly contribute to both irregularities. First, majority voting only changes the system’s
output when corruption flips at least two of the three agents’ votes; because each agent’s response to a given
perturbation is not identical, the relationship between epsilon (or percentage of compromised agents) and
the majority-vote outcome is not guaranteed to be monotonic even if each individual agent degrades
smoothly. Second, because each condition in the current results reflects a single evaluation run rather than
an average over multiple seeds, some portion of the apparent non-monotonicity may simply be run-to-run
variance rather than a true property of the model; this is precisely why the reviewer’s request for multiple
seeds and confidence intervals (addressed above) is important; we would expect a seed-averaged version
of these tables to show a smoother, though not necessarily strictly monotonic, degradation trend.

Practical Implications for Distributed Cybersecurity

These findings highlight several important considerations for the use of Al-powered cybersecurity systems
in distributed telecom networks. Although cooperative learning architectures improve threat detection
under benign conditions, these improvements do not inherently confer adversarial resilience; therefore,
robustness evaluation should be a core part of assessing MARL-based intrusion detection systems. Future
solutions may need stronger safeguards, including adversarial training, trust-based coordination, Byzantine-
resilient consensus, and communication validation to identify manipulated activity.

Threats to Validity

Several limitations should be considered when interpreting the findings of this study. First, in terms of
internal validity, the experimental environment relied on benchmark intrusion detection datasets that do not
fully represent modern virtualized 5G infrastructures characterized by network slicing, dynamic
orchestration, O-RAN telemetry, and real-time distributed signalling. The partitioning of traffic features
into RAN, MEC, and Core observation spaces represents an abstracted approximation of decentralized
observability rather than a direct mapping to operational telecom telemetry streams.

With respect to external validity, the findings may not directly generalize to production-scale 5G

deployments because the experiments used a simplified three-agent architecture operating under simulated
adversarial conditions rather than in adaptive real-world threat environments. Furthermore, the adversarial
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attacks considered focused specifically on FGSM perturbation and simplified Byzantine coordination
corruption, excluding more advanced adaptive or stealth-oriented attack strategies. Finally, because the
reported results are not seed-averaged estimates, a broader, variance-sensitive robustness evaluation
involving confidence intervals, larger multi-seed experimentation, and additional reinforcement learning
baselines would further strengthen the statistical validity. Preprocessing, dataset splits, attack settings, and
hyperparameters were standardized across all experiments to support reproducibility.

4. CONCLUSION

This study evaluated the adversarial robustness of a cooperative MARL-based intrusion detection system
within a distributed 5G-oriented security abstraction. The results showed strong clean-condition
performance but substantial vulnerability under adversarial conditions, especially FGSM feature-space
perturbation. Byzantine poisoning caused smaller but persistent degradation, demonstrating that
cooperative decision-making does not automatically provide adversarial resilience. The findings further
show that high clean-condition accuracy does not necessarily imply robustness under attack. Future work
should evaluate adversarially trained MARL models, Byzantine-resilient coordination mechanisms, trust-
aware learning, and realistic 5G/O-RAN telemetry environments.
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