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A non-square matrix is a matrix that has a different number of rows and columns. In
the modified double-guard Hill cipher algorithm, a non-square matrix is used as the
private key matrix that plays a role in the message encryption and decryption process.
Therefore, the determinant of the key matrix is needed to obtain the inverse of the key
matrix. Mirko Radi¢ defined the determinant of matrix 4,,.,, m < n as the signed sum
of the determinants of the m x m submatrices as many as (. Radi¢’s determinant
can be used to determine the general formula for the determinant of certain non-
square matrices. The purpose of this research is to find out the determinant of matrix

1 0 0 0 0]

R = 010 0 0 ,a; ER,Vi=1,2,..,n—2where n > 4,
0 a a, a 0
o 0 0 - 0 1

usind Radi¢’s determinant and an example of its use. The result of this research are
the following theorem. If a non-square matrix

1.0 0 = 0 0
R=8 al f 2 8,aieR,Vi=1,2,...,n—2wheren>4,
1 2 i
o o0 0 - 0 1l
then
n—2
(=1)*'a; , for nodd
IR| =4 "2

n-2 :
Z(—l)iai ,for neven
i=2

The use of the theorem is shown in an example problem using the modified double-
guard Hill cipher where matrix R is chosen as the private key matrix. Several
conditions must be met by the matrix R to be selected as the key matrix, including all
elements of matrix R being positive integers, |R| # 0, and R invertible in modulo 128.
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1. Introduction

A non-square matrix is a matrix that has a different number of rows and columns (Zaini, 2016). Let A be an m xn
matrix. If m < n then A called the horizontal matrix and if m > n then A called the vertical matrix (Arunkumar et al., 2011).

The concept of matrix can be applied in cryptography. Cryptography is the art of disguising messages so that only
certain people can read them (Hardy et al., 2009). To keep a message secret, an algorithm is needed. Cryptographic
algorithms are mathematical functions used for encryption and decryption (Munir, 2004). Encryption is the process of
encoding plaintext (the original message) into ciphertext (the original message that has been encrypted) and decryption is
the process of returning ciphertext into plaintext. The modified double-guard Hill cipher is one of the cryptographic
algorithms modified from the double-guard Hill cipher algorithm. The modified double-guard Hill cipher algorithm utilizes a
non-square matrix as the private key matrix (Thangammal et al., 2016). The key matrix must be invertible in modulo 128.

Originally, a non-square matrix does not have an inverse definition like a square matrix. However, there are non-
square matrices that have a one-sided inverse, from the left side or the right side. If the inverse exists then the value is not
unique (Addis, 2015). Suppose A is an mxn matrix. According to Strang (2006) if m < n, A full row rank then A has a right
inverse, and if m > n, A full column rank then A has a left inverse.

Determinants are only defined for square matrix (Amiri et al., 2010). However, the definition of the determinant of a
square matrix can be extended so that the determinant of a non-square matrix can also be determined. One of them is
introduced by Mirko Radi¢ who defines that for a matrix then is the signed sum of the determinant of m x m submatrix as
many as C;; (Radi¢, 1966). Based on this definition, Radi¢ (1996) also defined the inverse of A. According to Abdollahi et
al. (2015) Radi¢’s determinant is an efficient definition of the non-square matrix because it has most of the properties in
the determinant of the square matrix and has a geometric interpretation in R? and R3.

Some previous research has discussed the use of Radi¢’s determinant to determine the general formula of the
determinant for certain non-square matrices. Research by Aryani & Hanita (2018) obtained the general formula of a
determinant for an 3 X n,n > 3 non-square matrix where the matrix is

1 0 0 - 0
A3sxn =10 a; a, - ap|, x; ERVI=12,.,n—1.
o1 1 - 1
Then research by Delima (2018) obtained the general formula of a determinant for an 4 x n,n > 4 non-square matrix where
the matrix is

1 0 0 0 - 0
0 o an

A=y T T T L 7| vaheRi=12..n-1
0 by by by = by,

However, in these two studies, there is no explanation regarding the importance of the application of the general
formula of determinant that has been obtained. In addition, the matrix can still be developed both in terms of size and
elements. Therefore, the author is interested in further discussing the determinant of other certain non-square matrices
using Radi¢’s determinant and its application in cryptography.

In this research, the authors modified the matrix based on the matrix used by Delima (2018), which is matrix

1 0 0 - 0 O

r=|9 1 0 = 00 ,a; ER,Vi=12,..,n—2,where n > 4.
0 a, a - a; O
o 0 o0 - 0 1

So, the interesting things that can be studied are how to determine the determinant of a non-square matrix
R using Radi¢’s determinant and an example of its use in the modified double guard Hill cipher algorithm.
Therefore, the purpose of this research is to find out the general formula of the determinant of matrix

1.0 0 - 0 0
r=|0 1 0 = 0 0 eRvi=12..,n—2wheren >4,
0 a a ~ a 0

using Radic¢’s determinant and an example of its use.
2. Method

The method used in this research is a literature study. Based on the studies on literature sources, the following
problem-solving steps are obtained as follows: (1) Given a matrix R, it is @ 4 X n,n > 4 non-square matrix, (2) Determine
the determinant of matrix R from order 4x5 to order 4x10, (3) Deduce the general formula of the matrix determinant from
its recursive pattern, (4) Proving the general formula of matrix determinant using direct proof.

The Radi¢’s determinant by Mirko Radic¢ is stated in Definition 1. Based on that definition, Radi¢ also defined inverse
non-square matrix stated in Definition 2.

Definition 1
If A = (a;;) an m x n matrix with m < n, the determinant of matrix A is defined as
Qij, o Ay,
det(A) — Z (_1)r+5 ‘
J1<<jm
where ji,j2, v, jm € {1,2, ., n},r =142+ -+ m,and s = j; + j, + - + jm.
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Definition 2
If det(4) # 0 then

) 1 A - Am

~ det(d)

A e Ay
where A;; = (—1)"*/ det(M;;),i = 1,2,..,m and j = 1,2,...,n. The M;; matrix is obtained by deleting the i-th row and j-th
column from matrix A.

3. Results and Discussions

3.1. Results

3.1.1. Determine the Determinant of a 4 X n,n > 4 Non-Square Matrix Using Radi¢’s Determinant

The 4 x n,n > 4 non-square matrix, which is to be determined the determinant is the matrix

1 0 0 0 0

R = 010 00 ,a; ER,Vi=12,..,n—2wheren > 4.
0 a¢ a, = a O
o 0 0 - 0 1

By using Definition 1, we get

aljl azjz aljm
IR| = Z (—1)WHZH3HD4 i im) 2jy Q2j, - A2y
- 3j; @3j, - Azjy
i 2 ) ) )
ja << jm Quj, Qaj, - Qgj,

To get the general formula for determinant of matrix R we will calculate the determinant of matrix R from order 4 X 5 to
4 x 10 as follows.

Determinant of matrix R order 4 x 5

1 0 0 0 O
Given a matrix Ryxs = 8 al c? (3 8 '
1 2 3
0 0 0 0 1

By using Definition 1, it will be obtained
[Raxs| = —a; + as.

Determinant of matrix R order 4 x 6

1.0 0 0 0 0
Given a matrix Ryxs = g al C? c? c? 8 '
1 2 3 4
0 0 0 0 0 1

By using Definition 1, it will be obtained

[Raxel = az —az + ay.

Determinant of matrix R order 4 x 7

o 0 0 0 O
1 0 0 0 O
a, a, az a; as
0o 0 0 0 O

Given a matrix Ryx; =

S O O
= O oo
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By using Definition 1, it will be obtained
[Rax7| = —a; + az — as + as.

Determinant of matrix R order 4 x 8

Given a matrix Ryxg =

o oor
RIS
S o
S o
S o
S o
S o

— oo o

By using Definition 1, it will be obtained
[Raxsl = az — as + as — as + ae.

Determinant of matrix R order 4 x 9

1 0 0 0 O O O 0 O
Given a matrix Ryyg = 8 all (;)2 6?3 6?4 6?5 6?6 ;)7 8 .
o 0 0 0 O O O 0 1
By using Definition 1, it will be obtained
|Rynol = —a; + a3 —ay + as — ag + a;.
Determinant of matrix R order 4 x 10
1 0 0 0 O O O O 0 O
Given a matrix Ryy19 = 8 all 22 0?3 ;)4 ‘35 ;)6 ;)7 (38 8
o 0o 0 0 O O O o0 o0 1

By using Definition 1, it will be obtained
[Rax10l = az —az +a, —as + ag — a; + ag.

Based on the calculation of the determinant of matrix R from order 4 x 5 to 4 x 10, it can be obtained:

[Ryxs| = —a, +a; (1)
[Raxel =a; —az+ay (2)
[Raxs| =—a; +az —ay +as (3)
[Raxgl =a; —asz+a,—as+as 4)
[Raxol =—ay+az—as+as—ag+ay ()
[Rax10l = az —az +as —as +ag —a; + ag (6)

Based on Equations (1) to (6), the determinant of matrix R has two forms, namely the determinant for n is odd and n is
even. From Equations (1), (3), and (5) it can be assumed that the general formula for the determinant of matrix R when n
odd is

1 0 o - 0 0
01T 0 0 0 sn2_gyir1,
IRl = 0 a a, - a 0] XS (=D ey (7)
0 0 0 . 0 1
and from Equations (2), (4), and (6) it can be assumed that the general formula for the determinant of matrix R
when n even is
1 0 o - 0 0
{0 1 0 -« 0 0f_ =2 AN
IRl = 0 a a - a O = 21:2( 1'a; (8)
00 0 - 0 1

Based on the assumptions in Equations (7) and (8), the truth of the assumptions will be proven in the following Theorem 1.
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Theorem 1

If a non-square matrix
1 0 0 -« 0 O

R=[0 1 0 00 eRVi=12,.,n—2wheren >4,
0 a¢ a, = a O
0o 0 0 - 0 1

then

IR|={

Proof.

Yn-2(—1)i*ta; , for nodd
Y 2(—1)ia;, for neven

Proof for n is odd

1 0 0 - 0 O

Givenamatixg=|2 1 0 = 0 0 ,a; ER,Vi=12,..,n—2wheren > 4.
0 a4 a, - a; O
o o o0 - 0 1

By using Definition 1, |R| can be obtained from the sum of the determinant of the submatrices of R which is shown
in the following 4 cases.
Case 1: If A, is the submatrix of R whose columns are Ky, K5, K;, K,, where j = 3,4,...,n — 1 then there are cp3
possible forms of A; and

1 0 0 0

o 1 0 of .. _ 3

|A;| = 0 a a ol ¥i=23..n—2
00 0 1

(_1)(1+2+3+4)+(1+2+j+n)ai‘

Case 2: If A, is the submatrix of R whose columns are K;, K;, K, K, or Ky, Ky, Kg, Ky, or K3, Kp, Kq, Ky, where 3 <p <
n—2and 4 < q <n— 1 then the possible forms of |4,]| are

1 0 0 0 1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 1 0 0 0

|A2| 10 a, ap_l aq_l =0or |A2| — 10 ap_1 aq_1 ol — Oor |A2| - a, Qy_q aq_1 ol — 0
0 0 0 0 0 0 0 1 0 0 0 1

Case 3: If A5 is the submatrix of R whose columns are K;, K., K;, K; or K,, K, K¢, K; or K., K, K¢, K, where 3 <r <
n—2;4<s<n-1; 5<t <n the the possible forms of |4;| are

1 0 0 0 0 0 0 0
0 o0 0 0 1 0 0 0
Az| = =0or|As3] = =0or
145] 0 arq G571 Qe 14s] 0 arq as-1 A
0 0 0 0 0 0 0 0
0 0 0 0
0 0 0 0
Al = =0
1451 ar-1 Q-1 G¢—1 O
0 0 0 1

Case 4: If A, is the submatrix of R whose columns are K,,,K,,,K,,, K, where3<u<n-3;4<v<n-2;
5<w<n-1;6 <x <n the possible forms of |A,| are

0 0 0 0
0 0 0 0
|A4| = =0.
ay-1 QAy-1 Aw-1 QAx-1
0 0 0 0

As the result,
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1 0 0 - 0 O

IR| = 01 0 - 00 ,a; ER,Vi=1,2,..,n—2,wheren > 4
0 ag@ a, = a O
o o0 o - 0 1

= XlA1] + XAz + XlA43] + XlA4]
— 21]1:—31 E‘L(l:—ZZ(_1)(1+2+3+4)+(1+2+j+n) a;.
So that, for j = 3,4,...,n — 1 we get
IRl = —a; + a3 =+ = @p_3 + ay_p = LS (D" as.

ii. Proof for n is even

1 0 0 0 0

Givenamatrixg=|% 1T 0 = 00 ,a; ER,Vi=12,..,n—2 where n > 4.
0 a4 a, - a O
0 0 O 0 1

By using Definition 1, |R| can be obtained from the sum of the determinant of the submatrices of R which is shown
in the following 4 cases. The cases are the same as the proof for n is odd. So, they will not be rewritten in this

section.

As the result,
1 0 O 0 0

R| = 0 1.0 00 ,a; ER,Vi=1,2,..,n—2,wheren > 4
0 a¢ a, - a O

o 0o o0 -~ 0 1
= 2lA41] + 2|4, | + X143] + XA,
— Zr}—31 Zn—zz(_1)(1+2+3+4)+(1+2+j+n) a;
j=3 &i= :
So that, forj = 3,4, ..,n — 1 we get _
IRl = az —az+ = an_3+a,, =X (-1 a.

So, based on the proof (i) and (ii) Theorem 1 proved.
3.1.2. The use of Determinant of a 4 X n,n > 4 Non-Square Matrix

The modified double-guard Hill cipher is a modification of the double-guard Hill cipher algorithm. This algorithm uses
a non-square matrix of order p X q as the private key matrix K. In addition, just like the double-guard Hill cipher algorithm,
the modified double-guard Hill cipher algorithm is also capable of encrypting up to 128 characters of ASCII values. In the
decryption process, the modified double guard Hill cipher algorithm requires the inverse of the key matrix K~! to decrypt
the encrypted text (ciphertext) into the original text (plaintext). To obtain K=, the determinant of matrix K is required. The
modified double-guard Hill cipher plays an important role in wireless sensor networks (WSN) to secure the data transmitted
to the base station. This algorithm will encrypt the data and keep the data confidential during the transmission process.

Theorem 1 can be used to calculate the determinant of the private key matrix K in the modified double-guard Hill
cipher algorithm. The use of Theorem 1 in the modified double-guard Hill cipher algorithm where matrix R is chosen as the
private key matrix presented in the following example problem.

Example problem.
A person intends to send his friend a message that says
Aku belajar pukul 13:42!
The sender uses a modified double-guard Hill cipher algorithm and chooses a matrix R of order 4 x 5 as the private key
matrix K. Before encryption, each letter in the message is substituted into ASCII values as follows.
ASCII values: [65 107 117 32 98 101 108 97 106 97 114 32 112 117 107 117 108 32 49 51 58 52 50 33]

Encryption process

1) Suppose a key matrix K =

S O O
S wWrERL o
oNnN O o
[=ENol e}
= O oo

To check whether the matrix K has an inverse, an elementary row operation will be performed to determine the rank of the
matrix.

100 00 10 0 0 0
01000 ,—,]0 1000
03 2 9 o 3RetRfy o 2 9 ¢
0 0 0 0 1 0 00 0 1
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Based on the calculations on matrix K above, it is obtained that the rank of matrix K is r = 4. Since the rank is equal to the
number of rows of matrix K, then the matrix K has a right inverse.

2) Since the key matrix K is 4 x 5 then the message matrix M will has size m X 4, where
the numbers of elements matrix M 24

So, the message matrix can be written as

[A 1 p 1] [65 108 112 49
Ik a u 3| 107 97 117 51
yoluw J ok :|_|117 106 107 58
SP a u 4| |32 97 117 52
b or 1 2 [98 114 108 50J
e sp osp 1l lio1 32 32 33

3) The cipher matrix can be obtained with

107 448 234 1053 51
_ _|117 427 214 963 58|
C=MK=13, 448 234 1053 52|
l98 438 216 972 50J

101 128 64 288 33

[65 444 224 1008 49]

4) Before transmitting, the matrix C is transposed as
65 107 117 32 98 101
444 448 427 448 438 128
C*=1224 234 214 234 216 64\
1008 1053 963 1053 972 288J
49 51 58 52 50 33

Decryption process
1) After transmitted, the receiver of the message re-transposed the C* matrix so that it becomes a C matrix.
2) By Definition 2, it can be obtained
1 K Ka
N Kk, .. K
where K;; = (-=1)"*/ det(K;;),i =1,..,4 and j = 1,..,5. The K;; matrix is obtained by deleting the i-th row and j-th
column of matrix K. So, the K~1(mod 128) is

-1

K11 e K41
K~1 = |K| '(mod 128) x

Kls N K45
Determinant of matrix K can be obtained using Theorem 1 as follow
3

Kl =) (~Di*la = —a; +ay = —2+9=7.

i=2
So that, |[K|~! = 771 = 55 (mod 128). It means that inverse of 7 in modulo 128 is 55.

7 0 -9 2 0
. . . . .10 7 -6 -1 0

Next, determine the K;;,i = 1, ...,4 and j = 1,...,5. It be obtained a matrix 00 -1 1 ol
00 -9 2 7

Then, the K= (mod 128) is

[1 0 0 0]
| 0 1 0 0

17 54 73 17 |(mod 128).
l110 73 55 110

o 0 0 1

35



Wahyuningsih & Wijayanti/UNNES Journal of Mathematics 13 (2) (2024)

3) As the result, it can be obtained
M = CK~(mod 128)
[ 65 444 224 1008 49]

107 448 234 1053 51f(1) (1) g 81
_|117 427 214 963 58|17 4 73 17|
32 448 234 1053 52|00 o0 o= |
98 438 216 972 SOJ[O s o 1
[101 128 64 288 33

(65 108 112 49]
107 97 117 51
117 106 107 58
32 97 117 52
98 114 108 SOJ

L1101 32 32 33

(mod 128)

If the matrix M above is substituted back into ASCII values, then it is obtains the message sent is Aku belajar pukul
13:42!.

3.2. Discussions

Based on the calculation results using Definition 1 on the matrix R,xs to R4x10, the general formula of the determinant
of matrix R can be obtained which is divided into two conditions, when n is odd and n is even as stated in Theorem 1. As an
application, the general formula of the determinant of matrix R in Theorem 1 is applied in the modified double-guard Hill
cipher algorithm which requires the determinant of key matrix K to obtain matrix K~1. In this case, any size of matrix R is
chosen as the key matrix K. However, there are several conditions for a matrix R to be chosen as the key matrix in the
modified double-guard Hill cipher algorithm as follows.

1) All elements of matrix R are positive integers or can be written as

1 0 0 - 0 O
R= 010 0 ,a; EZY,Vi=12,..,n—2where n > 4.
0 a4 a, = a O
o 0 o0 - 0 1
2) [R|#0
3) Matrix R invertible in modulo 128. It means matrix R have an inverse in modulo 128. Number 128 indicates the number

of characters that can be encrypted by the modified double-guard Hill cipher algorithm.
10 0 00
In the given example problem, the matrix R x5 = 8 (2) g
0 00 01
The message sent is Aku belajar pukul 13:42! and it is stated by matrix M¢,. In the encryption process, the matrix M and
the matrix K are multiplied to obtain cipher matrix C, which contains the encrypted message. Determinants play a role in
the decryption process to obtain the matrix K~ (mod 128) which is used to decrypted matrix C so that the message will be
known. Matrix K ~1 is obtained using Definition 2. So, to obtain K~* (mod 128), |K| (mod 128) is required. By using Theorem
1, it is obtained that |K| = 7 then |K|~1 = 771 (mod 128) is 55 cause 7 x 55 = 1 (mod 128). Based on the calculations that
1 0 o0 0
0 1 0 0
have been carried out, it obtains K™* =| 17 54 73 17 |(mod 128).
110 73 55 110

0 0 0 1
To decrypt the message, multiply matrix K~* mod 128 and matrix C and it will be known that the message sent is “Aku

belajar pukul 13:42!”.

8 is chosen as key matrix K.

W =

4. Conclusions

Based on the results of the analysis that has been carried out, the following conclusions as follows:
If a non-square matrix

1 0 0 - 0 O

R = o1 0 0 0 ,a; ERVi=1,2,..,n—2 wheren > 4,
0 a; ap R/ 7 0
o 0o 0 - 0 1

then

IR| = {Z?sz(—l)"“a,- ,for n odd

>*2(-1)ia;,for neven
One of its uses is in the modified double-guard Hill cipher algorithm, where matrix R is chosen as the key matrix with
the following conditions:
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i.  All elements of matrix R are positive integers or can be written as

1.0 0 - 0 O
g=0 1 0 ~ 00 ,a; EZT,Vi=1,2,..,n—2 where n > 4.
0 a; a; R/ ¥ 0
0 0 0 - 0 1
i. |R|#0.

iii.  Matrix R invertible in modulo 128.
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