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Abstract

Nowadays, everything is within our grasp and with the mobile phones become easier. Its use is not limited to calls and SMS but has become a tool that can be used to serve business transactions, banking, academic of data through mobile applications. Tus, the security of authentication in the mobile application needs to be improved to avoid a hacker attack. This article presents an authentication in the mobile application to the server using a hybrid of cryptographic algorithm Advanced Encryption Standard (AES) and Blowfish. AES and Blowfish is a symmetric key algorithm is very fast and powerful. With the utilization of a large block size of AES and Blowfish to encrypt keys, AES security will be much more robust and complicated to attacked. So, it will be difficult for hackers to perform Man in the Middle (MitM) attacks.
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1. INTRODUCTION

Something very surprising to us that cryptography introduced thousands of years ago by the Egyptians used symbols, is believed to be the first use of cryptography [1]. Cryptography has grown, not only paper, but it has become more involved by utilizing equipment and techniques are more complicated.

Cryptography is very desirable, and data security becomes incomplete without accompanying cryptographic methods. The cryptographic method consists of two methods; one is symmetric, and another is an asymmetric process. In the symmetric key cryptography, requires the same key to encrypt and decrypt a message [2].

In this paper, we will learn the basic algorithms of common AES and Blowfish. Both are encrypted using a symmetric key algorithm using a block cipher. AES and Blowfish are the most efficient and secure algorithms [3]. The server receives the username and password had encrypted using AES and Blowfish algorithm. Applications developed using the Java Programming Language, while the recipient's server using PHP Language to perform user description and password.

2.	METHODS

Cryptographic algorithms have classified as the symmetric and asymmetric method.

Symmetric

Symmetric methods such as AES and Blowfish are using a same secret key for encryption and decryption. They have the strength and fast encryption or decryption [4]. Encryption and decryption process of the symmetric method shown in Figure 1.
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Figure 1. Symmetric Method Process

Asymmetric

Asymmetric methods use the public key for encryption and decryption need private key [4]. Everyone may know the public key; the sender's public key obtained from the receiver and use it to encrypt text into ciphertext. The receiver uses a private key to decrypt ciphertext into plaintext [1]. Encryption and decryption process of the symmetric method shown in Figure 2.
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Figure 2. Asymmetric Method Process

In this paper, I will use multiple encryption algorithms, i.e. Blowfish and AES.

Blowfish
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(source [11])
Figure 3. Blowfish Algorithm
Blowfish encryption algorithm is the most efficient in processing time and power consumption compared with another symmetric algorithm [3], [9]. Blowfish algorithm was designed in 1993 by Bruce Schneier to achieve goals like 1) Speed, 2) compactness, 3) Simplicity and 4) Flexibility of key size [10]. Hardware applications can optimize Blowfish algorithm [11].

Figure 3 shows the Blowfish algorithm that consists of two parts, the key expansion and data encryption section. Extension key lock switches 448 bits into several subkey arrays totaling 4168 bytes. Data encryption occurs via a 16-round Feistel network. Each round consists of permutations depending lock and key and the data substitution. All operations using XOR and addition on 32-bit words.

AES
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(source [7])
Figure 4. Unoptimized encryption and decryption flowchart of AES

The Advanced Encryption Standard (AES) is the United States Government's Federal Information Processing Standard for symmetric encryption, and original Rijndael algorithm to be substantially [5]. AES is a combination of robust algorithms and secure keys. This algorithm has a variable key length, such as 128, 192, and 256 resulting in a level of speed and various security [1].

Although the AES algorithm is secure, still needs to be improved using a hybrid with other algorithms, to avoid attacks the which occur due to the vulnerability of the S-box in AES algorithm [3]. AES is a symmetric block cipher with 10 rounds for 128-bit keys, 12 rounds for 192-bit keys, and 14 rounds for 256-bit keys [6]. Figure 4 shows the flowchart unoptimized encryption and decryption of AES with 11 rounds [7].

Every round has several processing steps, which are Byte Sub, Shift Row, Mix Column and Add Round Key [8].

3. RESULT AND DISCUSSION

Author developing authentication application for evaluating two symmetric encryption techniques which are AES and Blowfish. It has been developed using a Java Programming Language by Sun Microsystems. Almost all mobile phones include this programming platform. The authentication application was created using Android Studio. The official Android IDE from Google to build Android apps.

Users enter a username and password into the application then encrypted by authentication application uses the AES algorithm with a key that has been encrypted by Blowfish algorithm to produce ciphertext. The destination server receives ciphertext; then the server performs decryption using the AES algorithm with a key that is encrypted by Blowfish algorithm. Figure 5 shows the encryption process is carried out by the application and decryption are done by the recipient server.
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Figure 5. Encryption and decryption flowchart
4. [bookmark: _GoBack]CONCLUSION 

[bookmark: _gjdgxs]A hybrid security algorithm AES and Blowfish for authentication implemented on Android and the receiver server. Build it in the software, and it works quickly and efficiently, even on small devices such as smartphones. With a big block size and longer keys using 128-bit blocks and with 128, 192 and 256-bit keys, AES will provide more security in the long term. A hybrid security algorithm AES and Blowfish for authentication can prevent hackers to perform Man in the Middle (MitM) attacks.
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A Hybrid Security Algorithm AES and Blowfish for Authentication in Mobile Applications   Nowadays, everything is within our grasp and can be controlled easily via the mobile phone.  Its use is not limited to calls and SMS but has become a tool that can be used to serve  business transactions, banking, academic data through mobile applications. Thus, the  security of authentication in the mobile application needs to be improved to avoid a hacker  attack. This article presents an authentication in the mobile application to the server using  a hybrid of cryptographic algorithm AES and Blowfish. AES and Blowfish is a symmetric  key algorithm is very fast and powerful. With the utilization of a large block size of AES  and Blowfish to encrypt keys, AES security will be much more powerful and difficult to  attacked. Sehingga akan menyulitkan hacker untuk melakukan Man-In-The-Middle  (MITM) attack.  Keyword     I.  Introduction  Sesuatu yang sangat mengejutkan bagi kita bahwa kriptografi telah dikenalkan sejak ribuan  tahun yang lalu oleh bangsa Mesir menggunakan symbol-simbol, ini dipercaya sebagai  penggunaan kriptografi pertama kali [1]. Kriptogafi telah berkembang, dari yang hanya  menggunakan kertas dan hingga menjadi lebih komplek dengan memaanfaatkan  perlengkapan dan teknik yang lebih rumit.  Kriptografi sangat diperlukan sekali, kemanaan data menjadi tidak lengkap tanpa adanya  metode kriptografi yang menyertainya. Metode kriptografi terdiri dari dua metode, yaitu  symmetric and asymmetric method. Di dalam kriptografi dengan kunci simetris,  memerlukan kunci yang sama untuk melakukan enkripsi dan dekripsi sebuah pesan [2].  Di dalam paper ini, we firstly study the basic algorithms of common AES dan Blowfish.  Keduanya merupakan enkripsi menggunakan algoritma kunci simetris menggunakan block  cipher. AES and Blowfish are the most efficient and secure algorithms [3]. User dan  password login yang dikirim ke server akan dienkripsi dengan menggunakan algoritma  AES dan Blowfish. Aplikasi yang digunakan oleh user  menggunakan Bahasa  pemrograman Android, sedangkan server penerima menggunakan Bahasa PHP untuk  melakukan deskripsi user dan password.   II.  Encryption Methodology   Cryptographic algorithms  are classified as symmetric and asymmetric method.  A. Symmetric  Symmetric methods such as AES and Blowfish are use same secret key for  encryption and decryption. They have strength and fast encryption/decryption  [4].Encryption and decryption process of symmetric method shown in Figure 1.     

 

 

 

Figure 1. Symmetric method process.  
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chipertext menjadi plain text [1]. Encryption and decryption process of symmetric  method shown in Figure 2.     

 

 

Figure 2. Asymmetric method process.  

 

III.  ENCRYPTION ALGORITHM 

A. AES 

The Advanced Encryption Standard (AES) is the United States Government’s 

Federal Information Processing Standard for symmetric encryption,  this is based 

on the original Rijndael algorithm [5]. AES merupakan  kombinasi antara algoritma 

yang kuat dan kunci yang kuat. Algoritma ini memiliki panjang kunci yang 

bervariasi, seperti 128, 192, dan 256, sehingga menghasilkan tingkat kecepatan dan 

keamanan yang berbeda [1]. 

Meskipun AES merupakan algoritma yang aman, namun masih perlu ditingkatkan 

menggunakan hibrida dengan algoritma yang lain, untuk menghindari attacks 

which occur due to the vulnerability of S-box in AES algorithm [3]. AES is a 

symmetric block cipher with 10 rounds for 128-bit keys, 12 rounds for 192-bit keys, 

and 14 rounds for 256-bit keys [6]. The Figure 1 shows the unoptimized encryption 

and decryption flowchart of AES with11 rounds [7]. 
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a n d   p o w e r   c o n s u m p t i o n .   W e   d e s i g n   a d e q u a t e   e x p e r i m e n t   m e t h o d   f o r   t h e   e v a l u a t i o n .   B a s e d   o n   t h e   e x p e r i m e n t a l   r e s u l t s ,   w e   s h o w   t h e   a d v a n t a g e s   a n d   d i s a d v a n t a g e s   f o r   b o t h   e n c r y p t i o n   a l g o r i t h m s .   T h e   r e m a i n d e r   o f   t h i s   p a p e r   i s   o r g a n i z e d   a s   f o l l o w s .   W e   r e v i e w   t h e   t w o   e n c r y p t i o n   a l g o r i t h m s   a n d   a n a l y z e   t h e i r   s e c u r i t y   i n   s e c t i o n   2 .   A n d   i n t r o d u c e   t h e   e v a l u a t i o n   m e t h o d   i n   s e c t i o n   3 ;   S h o w   e x p e r i m e n t a l   r e s u l t s   i n   s e c t i o n   4 ,   f o l l o w e d   b y   c o n c l u s i o n   i n   s e c t i o n   5 .   I I .   E N C R Y P T I O N   A L G O R I T H M S   I n   t h i s   s e c t i o n ,   w e   h a v e   a n   o v e r v i e w   f o r   b o t h   c o m m o n   D E S   a n d   B l o w f i s h   a l g o r i t h m s .   F o l l o w e d   a n a l y z e   t h e   s e c u r i t y   f o r   t h e m .   A .   D E S   A l g o r i t h m     D E S   w a s   t h e   f i r s t   e n c r y p t i o n   s t a n d a r d   t o   b e   r e c o m m e n d e d   b y   N I S T   ( N a t i o n a l   I n s t i t u t e   o f   S t a n d a r d s   a n d   T e c h n o l o g y ) .   I t   w a s   d e v e l o p e d   b y   a n   I B M   t e a m   a r o u n d   1 9 7 4   a n d   a d o p t e d   a s   a   n a t i o n a l   s t a n d a r d   i n   1 9 9 7   [ 7 ] .   T h e   f l o w   o f   D E S   a l g o r i t h m   i s   s h o w n   i n   F i g . 1 .   D E S   i s   a   6 4 - b i t   b l o c k   c i p h e r   u n d e r   5 6 - b i t   k e y .   T h e   a l g o r i t h m   p r o c e s s e s   w i t h   a n   i n i t i a l   p e r m u t a t i o n ,   s i x t e e n   r o u n d s   b l o c k   c i p h e r   a n d   a   f i n a l   p e r m u t a t i o n .   D E S   a p p l i c a t i o n   i s   v e r y   p o p u l a r   i n   c o m m e r c i a l ,   m i l i t a r y ,   a n d   o t h e r   d o m a i n s   i n   t h e   l a s t   d e c a d e s .   T h e r e   a r e   v a r i a n t s   l i k e   3 D E S   [ 8 ] ,   A E S   [ 9 ]   b y   e n h a n c i n g   D E S   f u n c t i o n .   B .   B l o w f i s h   A l g o r i t h m   B r u c e   S c h n e i e r ,   o n e   o f   t h e   w o r l d ' s   l e a d i n g   c r y p t o l o g i s t s ,   d e s i g n e d   t h e   B l o w f i s h   a l g o r i t h m   [ 1 0 ]   a n d   m a d e   i t   a v a i l a b l e   i n   t h e   p u b l i c   d o m a i n .   B l o w f i s h   i s   a   v a r i a b l e   l e n g t h   k e y ,   6 4 - b i t   b l o c k   c i p h e r .   T h e   a l g o r i t h m   w a s   f i r s t   i n t r o d u c e   i n   1 9 9 3 ,   a n d   h a s   n o t   b e e n   c r a c k e d   y e t .   I t   c a n   b e   o p t i m i z e d   i n   h a r d w a r e   a p p l i c a t i o n s   d u e   t o   i t s   c o m p a c t n e s s .   T h e   a l g o r i t h m   i s   s h o w n   i n   F i g . 2 .   I t   c o n s i s t s   o f   t w o   p a r t s :   a   k e y - e x p a n s i o n   p a r t   a n d   a   d a t a -   e n c r y p t i o n   p a r t .   K e y   e x p a n s i o n   c o n v e r t s   a   k e y   o f   a t   m o s t   4 4 8   b i t s   i n t o   s e v e r a l   s u b - k e y   a r r a y s   t o t a l i n g   4 1 6 8   b y t e s .   D a t a   e n c r y p t i o n   o c c u r s   v i a   a   1 6 - r o u n d   ( c o m m o n l y )   n e t w o r k .   E a c h   r o u n d   c o n s i s t s   o f   a   k e y - d e p e n d e n t   p e r m u t a t i o n ,   a n d   a   k e y -   a n d   d a t a - d e p e n d e n t   s u b s t i t u t i o n .   A l l   o p e r a t i o n s   a r e   X O R s   a n d   a d d i t i o n s   o n   3 2 - b i t  

w o r d s .   T h e   o n l y   a d d i t i o n a l   o p e r a t i o n s   a r e   f o u r   i n d e x e d   a r r a y  

d a t a   l o o k u p s   p e r   r o u n d .  

C .   S e c u r i t y   A n a l y s i s  

I n   t h i s   s e c t i o n ,   w e   a n a l y z e   t h e   a l g o r i t h m s ’   s t r e n g t h  

a g a i n s t   a t t a c k s   f r o m   t w o   a s p e c t s :   d i f f e r e n t i a l   c r y p t a n a l y s i s  

a n d   l i n e a r   c r y p t a n a l y s i s .  

E l i   B i h a m   a n d   A d i   S h a m i r   i n t r o d u c e d   d i f f e r e n t i a l  

c r y p t a n a l y s i s   i n   1 9 9 0 .   T h e y   f o u n d   a   c h o s e n - p l a i n t e x t   a t t a c k  

a g a i n s t   D E S   w h i c h   w a s   m o r e   e f f i c i e n t   t h a n   b r u t e   f o r c e .   T h e  

b e s t   a t t a c k   a g a i n s t   f u l l   1 6 - r o u n d   D E S   r e q u i r e s   2 4 7   c h o s e n  

p l a i n t e x t s .   T h i s   c a n   b e   c o n v e r t e d   t o   a   k n o w n   p l a i n t e x t   a t t a c k ,  

b u t   r e q u i r e s   2 5 5   k n o w n   p l a i n t e x t s .   A n d   2 3 7   D E S   o p e r a t i o n s  

a r e   r e q u i r e d   d u r i n g   a n a l y s i s .   T h e   a t t a c k   i s   h e a v i l y   d e p e n d e n t  

o n   t h e   s t r u c t u r e   o f   t h e   S - b o x e s   w h i c h   h a p p e n   t o   b e   o p t i m i z e d  

a g a i n s t   d i f f e r e n t i a l   c r y p t a n a l y s i s   i n   D E S .   I n   a d d i t i o n ,   t h e  

resistance of DES can be improved by increasing the number  of rounds [13].      Figure 1.  DES algorithm  Linear cryptanalysis is another type of cryptanalytic  attack invented by Mitsuru Matsui. The attack uses linear  approximations to describe the action of a block cipher [14].  Against full 16-round DES, this attack can recover the key  with an average of 243 known plaintexts. A software  implementation of this attack recovered a DES key in 50  days using 12 HP9000/735 workstations which is the most  effective attack so far [15]. Linear cryptanalysis is newer  than differential cryptanalysis and it is efficient against  reduced round DES variants.  From above analysis, DES can provide a certain security  guarantee in some degree by optimizing the construction of S  -boxes.   Bruce Schneier show differential cryptanalysis on  Blowfish is possible either against a reduced number of  rounds or with the piece of information which describes the  F function. However, the boxes are well designed to resist to  an attacks while they are randomly generated in Blowfish  [16]. As we know, there is no successful cryptanalysis  against Blowfish.   
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