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Abstract

Pandemic has impacted many areas of life and led to the development of much new behaviour
due to people’s efforts to adapt, including adaptation in the workplace. The WFO (Work from
Office) and WFH (Work from Home) rules will be enforced during the Covid-19, and this is
one of the adaptive steps taken. Some employees are required to work from the office, while
others are allowed to work from home under this rule. The author aimed to investigate the
development of a microcontroller-based dynamic archive security system to address archive
security during the WFH and WFO periods. With security system, the goal was to develop
security tools that can serve two functions simultaneously, namely protecting data from loss
while making it easier for workers to access the dynamic archives they need. This research
was conducted by using research and development methods and the object of research was
education staff at the Faculty of Economics, UNNES, using research and development strate-
gies, this study succeeded in making a Dynamic Archive Security System product based on
Biometric System Identification. Suggestions in this research on security systems can also be
added with variations with RFID cards or NFC cards to implement various security systems.
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INTRODUCTION

The world is experiencing a Covid-19
pandemic, and Indonesia is no exception
(Susilo et al., 2020). This pandemic impacts
all aspects of life and has created many new
habits as a step for human adaptation, inclu-
ding adaptation in the world of work (Li et
al., 2013).

One of the adaptation steps during the
Covid-19 pandemic is maintaining a distance
between humans. These impacts work greatly,
giving raise to the WFO (Work From Office)
and WFH (Work From Home) rules. This rule
requires some workers to work from the offi-
ce while others work from home. This follows
the Circular Letter of the Minister of State
Civil Apparatus Empowerment and Bureauc-
ratic Reform Number 58 of 2020 concerning
the Work System of State Civil Apparatus
Employees in the New Normal Order (Baro-
kati et al., 2013). This rule explains that the
maximum quota of employees is 50% of the
total number of employees to enter and work
in the office. This means that the number of
employees or ASN is divided equally into two
groups in one office. On the same day, group
1 works from the office (WFO) while group 2
results from home (WFH), so it keeps chan-
ging every week (Fitria, 2020).

Especially in the past two decades, the
advancement of information technology has
been unavoidable. Information used to be
tough to get by, but because to technological
advancements, it has now become something
that is easily accessible to the general populati-
on (Bhanu et al., 2000). The Internet is one of
the most visible manifestations of technologi-
cal development, having altered almost every
aspect of human society. The Internet, which
includes information that can be accessed by
anybody anywhere in the globe, is the prima-
ry source of information for the vast majori-
ty of people on the planet when it comes to
addressing the information issue. IT is exten-
sively used for job administration because of
its efficiency and effectiveness, which have
been shown to enhance performance, both

professionally and in the network. The ease of
access, the speed with which information can
be obtained, and the ability to save both time
and money are the main reasons for people to
utilize the Internet. Thus, it should come as
no surprise that humans are unable to functi-
on without the aid of electronic devices and
the Internet (Jain et al., 2000). The Internet,
as one of the greatest inventions, has evolved
into a forum for any digital activity that has
been hazy as a result of the privacy restrictions
that are now available to everyone (Rizkyant-
ha, 2018).

The application of WFH and WFO ru-
les has both positive and negative sides (Fit-
ria, 2020). Employees can work more flexibly,
but it also brings some obstacles. One of them
is in the archives field, whose main task is to
process and store documents (Oo & Aung,
2019). Constraints that often arise are related
to document security and the difficulty of fin-
ding documents if they are needed at any time
(Ekayana, 2018) (Oktaviani, N.S., & Sumardi,
2016). Often records are lost or scattered, so
it will take a long time and hinder other work
(Sam & Ifriza, 2021).

Fingerprint identification is the process
of making imprints on the fingers by using the
formations or patterns of small strokes that
may be found on the fingertips. Neither two
individuals nor one individual has the same
arrangement of ridge patterns, and the design
of one individual remains constant throug-
hout life (Sokop et al., 2016).

Fingerprints are an indestructible met-
hod of establishing personal identity (Roth
et al., 2020). Other aspects of a person’s per-
sonality may change, but fingerprints remain
constant (Februariyanti, 2006). Depending on
the situation, the fingerprint can be captured
on a conventional fingerprint card, or it can
be digitally recorded and sent electronically to
the technology for comparison(Zhang et al.,
2010). A fingerprint is an imprint made by the
friction ridges of a human finger on a piece
of paper or other surface. Forensic science re-
lies heavily on the recovery of partial finger-
prints from crime scenes, which is an essential
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technique of investigation (Ito et al., 2005).
Fingerprints left on surfaces such as glass or
metal are caused by moisture and grease on
the fingertip. A flat surface such as paper may
be used to create deliberate imprints of comp-
lete fingerprints by transferring ink or other
substances from the peaks of friction ridges on
the skin to a smooth surface such as paper. It
is customary for fingerprint records to include
impressions taken from the pad on the final
joint of the fingers and thumbs, but fingerprint
cards are also often used to capture parts of
the lower joint regions in the fingers (Gao &
Ding, 2020). Records maintainers can estab-
lish valid evidence of a person’s presence in
a dynamic archive by matching fingerprints
(Sun et al., 2019).

As precise and virtually unique as hu-
man fingerprints are, they are difficult to chan-
ge and remain stable throughout the course
of a person’s life, making them ideal for use
as long-term identifiers of human identity.
They may be used by law enforcement or ot-
her authorities to identify persons who want
to remain anonymous, as well as to identify
people who are disabled or dead and therefore
unable to identify themselves, such as in the
aftermath of a catastrophe (Sun et al., 2019).

We are now doing research on the de-
sign and implementation of an archive system
security. As previously stated, the main objec-
tive of an archive system is to ensure the long-
term availability and secrecy of data even in
the event of storage server failures or breaches.
The ability to adjust to the addition or remo-
val of servers is another objective. Throughout
this article, we describe a design for an archive
system that achieves those objectives, as well
as a protocol for secret redistribution, which is
a critical component of the overall architectu-
re (Wong et al., 2003).

A clear indication that greater attention
should be given to biometrics is the growing
need for dependable and secure recognition
systems, which are currently being utilized
in a wide range of fields. Biological and be-
havioural characteristics (such as fingerprints,
iris, face, and palm print) as well as physiologi-
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cal characteristics (such as gait, signature, and
typing) that are unique and cannot be lost or
forgotten are used in biometric systems to pro-
vide accurate and reliable automatic personal
recognition (Thai & Tam, 2010). In a variety
of applications, such as passport verification,
airport security, building access control, mobi-
le phone unlocking, and identification cards,
biometric recognition systems are utilized.
Unimodal biometric systems are those that
measure and analyze just a single feature of
the human body, such as height. A number of
disadvantages are associated with this appro-
ach, including: I noise in sensed data: in this
case, the recognition rate of a biometric sys-
tem is highly dependent on the quality of the
biometric sample (Tan & Bhanu, 2006).

A biometric modality is said to be uni-
versal if each person in a population is capab-
le of providing it for a particular system. If a
modality is not universal, it is said to be non-
universal. Not all biometric modalities, on the
other hand, are really global. A third problem
is that there is a lack of uniqueness in the cha-
racteristics derived from biometric modalities
of different people; these traits may be almost
similar. Within-class variation: The biometric
information collected from a person during
the training phase for the purpose of creating
a template will not be identical to the temp-
late produced from the same user’s biometric
information during the testing process (Sha et
al., 2006). It is possible that these differences
are caused by insufficient interaction between
the user and the sensor. In spite of the fact that
it seems difficult to steal a person’s biomet-
ric modalities, it is always feasible to bypass
a biometric system by employing spoofing of
the person’s biometric modalities. In order to
address these drawbacks, one option is the in-
tegration of several biometric modalities into
a single system, which is referred to as a multi-
biometric system (Ammour et al., 2020).

Based on the description of the work
constraints on applying WFH and WFO rules,
the authors initiated the idea of researching
the Development of a Microcontroller-Based
Dynamic Archive Storage Safe System as a
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Solution for Ease of Working During WFH
and WFO for Archives Employees (Carmina-
ti, 2019). This security system aims to create a
security device that can perform two purposes
at once: preventing files from being lost or da-
maged and making it easier for employees to
access the files they need (Roth et al., 2020).

METHODS

Implementation of research using re-
search and development methods (Research
and Development) (Sumrahyadi, 2020). Rese-
arch and development methods (Research and
Development) are research methods used to
produce certain products and test the effecti-
veness of these products (Prastya et al., 2015).

The research design used in this study is
the ADDIE development model. The ADDIE
development model is a programmatically
structured model with a systematic sequen-
ce of activities to solve product development
problems (Prastya et al., 2015). According to
Prasetya, ADDIE Model stands for Analysis
- Design - Development - Implementation -
Evaluation.

Design, this stage aims to design a secu-
rity system for dynamic archive storage vaults
based on a microcontroller. The following is a
tool design that has been made, as shown in
Figure 1.

| UKURAN LEBAR ALAT 40 €l r. Engsel

Figure 1. Design Biometric System for Iden-
tification

The development stage aims to create a
security system following what has been pre-
viously defined in the design stage. The deve-
lopment stage will produce a product. Furt-

hermore, the product that has been made will
be validated by an expert validator. This aims
to provide validation that the product created
is suitable for use. Activities at this stage are
followed by a series of revision activities and
limited trials.

When it comes to security systems,
they are a collection of various components
that are responsible for preventing and remo-
ving interference from any dangers or barriers
that may arise. Another objective of a securi-
ty system may be to provide simple access to
protected devices. Specifically, in the context
of archives, the security system is primarily
concerned with preventative measures, in or-
der to reduce the likelihood of lost or dama-
ged archives being preserved. However, this
approach is designed to make it simpler for
workers to access the archive without creating
major problems for the organization as a who-
le. Securing your home may be accomplished
via the use of a variety of security systems.
With each, there are benefits and drawbacks
depending on the intended purpose for which
it is being considered. One of these systems
is a fingerprint-based security system (Roth et
al., 2020). Some of the components we used
in developing this research:

Fingerprint Sensor. Fingerprints are a
unique kind of identification that no one else
can duplicate. Unlike other forms of iden-
tification, fingerprints in the form of strokes
linked to human fingers have unique features
that will not change throughout one’s life (Sun
et al., 2019). Based on the above-mentioned
distinguishing features, there is one device
that can be used to identify each individual’s
fingerprint, which is the fingerprint sensor as
shown in Figure 2.

Figure 2. Fingerprint Sensor
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The fingerprint sensor operates by scan-
ning and reading the surface of the fingerprint,
and then converting the analog readings into
digital data via the use of an ADC (Analog
to Digital Converter) device to complete the
process. This device is in charge of storing and
transmitting digital read data to and from the
processor unit (microcontroller).

Microcontroller. A microcontroller may
be thought of as a controller that is smaller
than a standard controller. In general, a micro
controller may be thought of as a miniaturized
computer on a silicon chip. A variety of com-
ponents, including a CPU, memory, input, and
output, are housed in a single compact con-
tainer. Micro controllers are small, low-power
devices that are cheap and simple to acquire.
The microcontroller works at a clocking speed
of one Mega Hertz or less, depending on the
model (Sun et al., 2019). As shown in Figure
3 microcontroller arduino type.

Figure 3. Microcontroller Arduino

To be specific, a microcontroller differs
from a microprocessor found in a personal
computer in that it contains only the bare mi-
nimum of system support components found
in a microprocessor; in fact, some types of
microcontrollers are equipped with ADC,
PLL, and EEPROM facilities all in one com-
pact package. Arduino is one of a number of
different kinds of microcontrollers that con-
tain the features listed above. This component
is an open source physical computing platform
based on basic input/output circuits, as well as
a programming environment that implements
a processing language for use in physical com-
puting applications (Sokop et al., 2016).
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In this case, the Arduino microcontrol-
ler is responsible for receiving input data from
the fingerprint sensor and processing it. A col-
lection of programming languages is required
by the microcontroller in order for it to be able
to handle data. The output device will then be
instructed to execute the instruction as a result
of this language.

Electric Door Lock. An electric door
lock is the output device of a set of security
systems that are connected together. This com-
ponent is in charge of receiving and executing
instructions that are sent by the microcontrol-
ler, among other things. It works by utilizing
an electromagnet as a solenoid to open and
shut a door lock or a safe, and it is quite simp-
le, which is the electric door lock as shown in
Figure 4.

Figure 4. The Electric Door Lock

The voltage required to operate an elec-
tric door lock is 12 volts. There are two termi-
nals: one that is positive and one that is ne-
gative. Assuming that the positive leg of this
component is powered by 12V and the nega-
tive leg is powered by zeroV, then this com-
ponent will function to unlock. Meanwhile,
if these two polarities are removed from the
equation, the lock will be closed once again,
and so on (Ekayana, 2018).

Validation activities are carried out by
asking for consideration from experts to as-
sess the feasibility of the developed product
by filling out an assessment instrument in
the form of a product validation sheet for a
microcontroller-based dynamic archive stora-
ge safe system (Ifriza & Sam, 2021). This as-
sessment was carried out by a lecturer in the
Department of Electrical Engineering, State
University of Semarang and the Head of the
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Archives Section of the State University of
Semarang (Sam & Ifriza, 2021). Product revi-
sions are made based on advice from experts
during validation (Ekayana, 2018).

Implementation. The implementation
phase was carried out after the microcontrol-
ler-based dynamic archive storage safe system
product underwent trials and revisions several
times and was declared feasible based on ex-
perts’ assessment. This stage is a field trial or
application of the product to the actual archi-
val work.

Several interconnected activities must
be completed in an orderly manner in order
for a system to be properly implemented and
tested. The use of an established implementa-
tion methodology and the solicitation of pro-
fessional assistance can be beneficial, but it is
often the sheer number of tasks, insufficient
planning, and inadequate resources that cau-
se problems with an implementation project,
rather than any of the tasks themselves being
particularly difficult to complete. In the same
manner, when it comes to cultural problems,
it is often a lack of appropriate consultation
and two-way communication that prevents the
intended outcomes from being achieved.

Evaluation. The final stage in the AD-
DIE research model is evaluation. At this sta-
ge, an assessment of the results of field trials
can be carried out. Evaluation is also carried
out by revising the final product so that it is
truly feasible to support archival work (Fitria,
2020).

Table 1. Instrument Grid for Experts

Evaluation is the systematic interpreta-
tion and imparting of meaning to anticipated
or actual effects of proposals or outcomes, as
determined by a defined process. It examines
the initial goals, as well as what may be antici-
pated, as well as what has been achieved and
how it has been accomplished. Evaluating an
idea or proposal, a project, or an organizati-
on may be formative, meaning that it occurs
during the development of a concept or pro-
posal, a project, or an organization with the
goal of increasing the value or effectiveness
of the proposal, project, or organization. Also
possible is a summative approach, in which
lessons are drawn from a finished activity or
project or from an organization at a later point
in time or under different circumstances.

The instrument used to collect data was
an expert validation sheet. An expert validati-
on sheet is an instrument used to obtain data
about the validity of the developed product.
This validation is carried out by media (de-
velopment) experts. After getting assessment
data from media (product) experts, the data is
analyzed descriptively to determine the feasi-
bility of the developed product (Ifriza et al.,
2017).

When it comes to research, data collec-
tion is described as the process of gathering,
measuring, and analyzing correct insights via
the use of established, proven methods. A re-
searcher may assess their hypothesis on the
basis of the data that they have gathered. In
the majority of instances, data collecting is the

No. Assessment Aspect

Indicator

Number of Items

1  Appearance
Colour match

Place the components accordingly

2 Size
3  Utilization

Suitable size
Easy to use

Comfortable to use

Audio Clear
Image Clear

4  Completeness

Attractive design

Amount

[o e N [ S G U U U G U

Source: Primary data processed, 2021
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first and most essential stage in any research
project, regardless of the subject matter being
studied. According to the information that is
needed, the method of data collecting differs
for various areas of research.

After data from all sources is collected,
the next step is to process or analyze the data
(Roth et al., 2020). The data analysis carried
out is Expert Validation Data Analysis. Ana-
lytical techniques such as data collecting, data
cleansing, and data organization are usual-
ly used in conjunction with other operations
such as statistical testing. These procedures,
which often involve the use of data analysis
tools, are required in order to prepare the data
for use in business operations. Data analysis,
often known as data analytics, is defined as
the science of evaluating raw data in order to
make educated conclusions based on the in-
formation included in the data.

Analysis of the data used was a quan-
titative descriptive analysis technique. Expert
validation data analysis was carried out by
using the eligibility percentage with the follo-
wing formula (Ammour et al., 2020). Because
the essence of quantitative data is numerical,
quantitative data analysis entails dealing with
numerical variables such as statistics, percen-
tages, computations, measurements, and ot-
her data, as well as other types of data. Al-
gorithms, mathematical analytical tools, and
software are usually used in conjunction with
quantitative data analysis methods to alter
data and discover insights that have significant
commercial value. When a whole is divided
into its constituent parts for individual study,
this is referred to as analysis. Information ret-
rieval and conversion into information helpful

for decision-making is the act of gathering raw
data and turning it into information beneficial
to users. Data is gathered and processed in
order to answer questions, test hypotheses, or
refute ideas, among other things.

Eligibility Percentage (%) = (3_validation
score)/ (> ideal score) x 100%

Furthermore, the percentage is catego-
rized as an assessment on a Likert scale to
determine the feasibility of the product being
developed and decide whether or not to revise
the visual media. The Likert scale is catego-
rized by (Oktaviani, N.S., & Sumardi, 2016).

RESULTS AND DISCUSSION

Following the Biometric system’s de-
sign for identification, the following is a ready-
made tool, which can be seen in Figure 5.

Figure 5. Biometric System for Identification

Four minutes features, terminations,
bifurcation, short lines, and dots are retrie-
ved from each fingerprint picture, for a total
of four minutes features per fingerprint ima-
ge. Crossing Number is utilized to identify
minutiae points in a fingerprint picture while
extracting terminations since the terminations

Table 2. Product Feasibility Assessment By Expert Validators

Percentage (%) Value Scale Validity Criteria Information

81-100 5
61 -80 4
41 -60 3
21-40 2

0-20 1

Very Valid No Revision
Valid No Revision
Quite Valid No Revision
Less Valid Revision
Invalid Revision

Source: Primary data processed, 2021
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Table 3. Eligibility Result By Expert

Code Rating Indicator Result
Al Attractive Dynamic Archive Security System Design 100%
A2 Dynamic Archive Security System Color Match 100%
A3 Component Location in Dynamic Archive Security System Appropriately 93%
A4 Dynamic Archive Security System Size Appropriate 100%
A5 Easy to Use Dynamic Archive Security System 93%
A6 Dynamic Archive Security System Convenient to Use 87%
A7 Audio on Dynamic Archive Security System Clear 87%
A8 Image on Dynamic Archive Security System Clear 100%

Source: Primary data processed, 2021

that are located at the outside borders are not
taken into consideration. When two adjacent
pixels have different intensity values from one
another, the Crossing Number is half of the
total of the disparities between the two adja-
cent pixels. Minutiae points are categorized as
Termination if their crossing numbers are 1,
2, and 3 or more than 3. The rest of the time,
they are just regular ridges or bifurcation.
Based on tool validation by experts se-
lected by the research team to validate the
Biometric system for identification through
boring dynamic archive security system vali-
dation sheets, the results of product feasibility
from experts show valid and very valid results,
starting from A1l with 100% results, A2 with
100% results. A3 results in 93%, A4 results in
100%, A5 results in 93%, A6 results in 87%,
A7 results in 87%, and A8 results 100%, if

skala nilai

Al A2 A3 Ad A5 A6 AT AR

E (= LT Y R )
[

5 5 5 5 53 5 4 5
Api2 5 5 4 3 4 4 5 35
Abid 5 5 5 3 3 4 4 3

Figure 6. Expert Validity of Each Compo-
nent

the overall validity component is obtained on
average, 95% of the products are very valid.
These results can be presented in the form of
Table 3.

We also present expert validity data into
the graph of each component, which can be
seen in Figure 6.

CONCLUSION

Based on the study results, it can be con-
cluded that the use of the Biometric system
for identification in dynamic archive security
has proven to be very valid. Before applying
the Biometric System for Identification Met-
hod at the planning stage, the security system
used was still manual. After implementing the
biometric identification method, the security
system is more secure, and access to dynamic
archives can be restricted. The validity test of
the Biometric system for identification proved
to be very valid, with an average validity of the
expert team reaching 95%.

Based on input from experts, it is ne-
cessary to create a larger Biometric system
for identification and backup security. Future
research on security systems can also be ad-
ded with variations with RFID cards or NFC
cards to apply various security systems. In ad-
dition, researchers can use biometric systems
for identification for security in other fields.
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